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Foreword

5G-ENSURE belongs to the first group of EU-funded projects which collaboratively develop 5G under the
umbrella of the 5G Infrastructure Public Private Partnership (5G-PPP) in the Horizon 2020 Programme. The
overall goal of 5G-ENSURE is to deliver strategic impact across technology and business enablement,
standardization and vision for a secure, resilient and viable 5G network. The project covers research and
innovation - from technical solutions (5G security architecture and testbed with 5G security enablers) to
market validation and stakeholders engagement - spanning various application domains.

The System Security State Repository (SSSR) enabler consumes monitoring events from the Generic Collector
Interface enabler to provide security information about a runtime system. It uses the same technologies and
models as the Trust Builder enabler. This software release 2 is the first release of the SSSR.

Disclaimer

The information in this document is provided ‘as is’, and no guarantee or warranty is given that the
information is fit for any particular purpose.

The EC flag in this deliverable is owned by the European Commission and the 5G PPP logo is owned by the
5G PPP initiative. The use of the flag and the 5G PPP logo reflects that 5G-ENSURE receives funding from the
European Commission, integrated in its 5G PPP initiative. Apart from this, the European Commission or the
5G PPP initiative have no responsibility for the content.

Copyright notice

© 2015-2017 5G-ENSURE Consortium
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1 Introduction

The Secure System State Repository captures the state of the instantiated network and issues events about
assets not compliant with the Design-Time System Model based on monitoring data. The Repository also
provides a visualisation of the current state of the system, specifically which run-time assets in each asset
class specified in the Design-Time System Model are known to be present. Figure 1 represents an outline of
the Repository architecture for R2:

Security
‘ Operator
System Security State Repository (SSSR) System
security
state
Generic visualization
SSSR
SSSR p
Collector compliance =<
Interface Monitoring aggregator | New lidat .
‘ Sk validator Security
(Gan) data assets
Non Enablers
compliant
events
Design-Time
System Model

Trust
Builder

Figure 1. Basic concepts of the System Security State Repository

This manual is organised as follows. Quick installation and configuration instructions can be found in the next
section. Section 3 contains detailed user guide for SSSR. Some basic tests and abbreviations constitute
sections 4 and 5.

Current implementation of the system described above uses Distributed Data Protocol (DDP) [1] for the
following communications:

1. Between the Ul and the back end of GCI components simulator, GCl and SSSR
2. Between the back ends of GCl components simulator and the GCl simulator; GCl simulator and SSSR

Communication between the SSSR and the Trust Builder uses TB’s REST API.

2 Installation and Administration Guide

2.1 System Requirements

This enabler runs on any host (preferably Linux) with Docker installed. Trust Builder enabler has to be running
on the system with its endpoint accessible via a URL.

2.2 Enabler Configuration

The SSSR requires a valid URL to a Trust Builder endpoint.
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2.3 Enabler Installation

SSSR enabler requires separate Trust Builder installation, which has to be installed first.

2.3.1 Trust Builder with SSSR model

Prerequisites:
e Docker

Unzip provided archive and change into the created folder:

unzip trust builder dist.zip

cd trust builder dist
Then create 5g-ensure docker network (only once):

docker network create -d bridge 5g-ensure-trust-builder
Start mongo container:

docker run \

-—-name 5g-ensure-mongo \

--network 5g-ensure-trust-builder \

--rm -ti -p 27017:27017 mongo

Confirm that Mongo database server started successfully by locating the following line in the output:

2017-08-22T08:46:23.998+0000 I NETWORK [threadl] waiting for connections on port

27017

Start Trust Builder with the following command:
docker run \
-—-name 5g-trust-builder \
--network 5g-ensure-trust-builder \

--1link 5g-ensure-mongo:mongo \

-v "S$PWD"/trust-builder.war:/usr/local/tomcat/webapps/trust-builder.war \

-—-rm -ti \

-p 8080:8080 \

-e spring.data.mongodb.host=mongo \

-e server.externalUrl=http://localhost:8080 \

tomcat:7-jre8

Confirm that Trust Builder started successfully by locating the following line in the output:

08:46:51.432 INFO u.a.s.i.s.s.SystemModellerApplication:57: Started
SystemModellerApplication in 10.075 seconds (JVM running for 14.595)
671562 5G-ENSURE SSSR 6
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08:46:51.445 DEBUG u.a.s.i.s.s.a.JwtAuthenticationTokenFilter:177: Initializing
filter 'authenticationTokenFilterBean'

08:46:51.446 DEBUG u.a.s.i.s.s.a.JwtAuthenticationTokenFilter:202: Filter
'authenticationTokenFilterBean' configured successfully

Aug 22, 2017 8:46:51 AM org.apache.coyote.AbstractProtocol start
INFO: Starting ProtocolHandler ["http-apr-8080"]

Aug 22, 2017 8:46:51 AM org.apache.coyote.AbstractProtocol start
INFO: Starting ProtocolHandler ["ajp-apr-8009"]

Aug 22, 2017 8:46:51 AM org.apache.catalina.startup.Catalina start

INFO: Server startup in 14397 ms

You should be able to access the following endpoint in your browser at this stage:

1. Trust Builder: http://localhost:8080/trust-builder/dashboard

Please follow Load model unit test in Section 4.1 to get read-only model ID needed for the next section. In
the dashboard locate Read button and click on it:

® ER Trust Builder - Dashboard X oo

& C @ localhost:8080/trust-builder/dashboard Yo

Trust Builder Home Dashboard | TRUSTBUILDER ~

= o= |z [ Name (Ascending) % A ¢ + Create New Model ~

Models

SSSR model

Domain: NETWORK
Imported model, former ID: 599bee12a7b11b00015a91b2

Q C & & (i)

+ Create New Model -

Figure 2. SSSR sample model loaded in Trust Builder with a link to read-only view highlighted

Copy the long alpha-numeric string between “model/” and “/read” pars of the URL:
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Trust Builder - Dashboard X T

C | @ localhost:8080/trust-builder)

Trust Builder
SSSR model

o » o Select an asset
© e l

A

asset5qt2j

HSS

e o.cw

connectedTo

Figure 3. Read-only view of the sample SSSR model open in Trust Builder with the read-only model ID highlighted in browser URL

That string will be needed during SSSR setup, which is detailed in the following section.

2.3.2 SSSR
Prerequisites:
e Docker
Unzip provided archive and change into the created folder:
unzip sssr dist.zip
cd sssr_dist
Go back to sssr_dist/ and build 5g-ensure/sssr:v1l docker image (only once):

docker build -t 5g-ensure/sssr:vl .

Replace read-only model ID in sssr/settings.json with the one obtained in the previous section:

[ [ ] L) settings.json — ~/D

D3.8/sssr_dist

Project settings.json

"25ej7c5uutkvgnm6gkf912qsppl
8080/t rust-buil

e LF A 1deprecation UTF-8 JSON

Figure 4. SSSR settings file with Trust Builder's read-only model ID highlighted
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Run SSSR with the following command:

docker run --rm -it --name 5g-sssr \
-p 3001:3001 -p 3010:3010 -p 3020:3020 \
-v "S$PWD"/sssr/settings.json:/app/sssr/settings.json \

5g-ensure/sssr:vl

The output should read:

2017-08-24 15:08:04,715 INFO success: sssr entered RUNNING state, process has
stayed up for > than 1 seconds (startsecs)

2017-08-24 15:08:04,715 INFO success: components-simulator entered RUNNING state,
process has stayed up for > than 1 seconds (startsecs)

2017-08-24 15:08:04,715 INFO success: gci-simulator entered RUNNING state, process
has stayed up for > than 1 seconds (startsecs)

Wait (it will take over a minute) for the SSSR to start, output of the following command (in a new terminal

window):

docker exec -it 5g-sssr bash -c 'tail -f /app/logs/sssr'

should have the following lines:

=> Started your app.
=> App running at: http://localhost:3020/

when the SSSR is up.
You should be able to access the following new endpoints in your browser at this stage:

1. GCl components simulator: http://localhost:3001
2. GClsimulator: http://localhost:3010
3. SSSR: http://localhost:3020

See section 3 for detailed user guide.

2.4 Troubleshooting
The start up sequence should be the following:

- Trust Builder
- SSSR and components

Browser console can be used to identify connection and timeout issues. Server logs can ensure correct
communication between all parts of the system.

3 User and Programmer Guide

3.1 User Guide

3.1.1 Overview and setup

The complete running system consists of:

- Trust builder (running in the background)

671562 5G-ENSURE SSSR9



D3.8 5G-PPP Security Enablers Documentation (v2.0) — Enabler SSSR

- GCl components simulator
GCl simulator
- SSSR

For a sample layout displaying three main parts of the system, see figure below:

eoo GCI Clients Simulator x (XX} GCI Simulator x ° SSSR x

8

¢ @ localhost:3001 n < @ localhost:3010 n € C @ localhost:3020 -

GClI Clients

GCI Reports System Security State Repository (SSSR)

SSSR receives GCI reports and runs compliance analysis

S-GW_1: enabled false ->
rue
August 25th 2017, 9:25:58 am TRUST BUILDER MODEL. LATEST GCI REPORT COMPLIANCE ANALYSIS

W

asset5qt:

HSS_1 .

State: 1, AccessControl: O

1.0" encoding="UTF-8'%> Select an asset

<id>CdNoFXnLitdxrRgA2</id>
<states]</state>

MME_1 .

State: 1, AccessControl: On

MME_2 . <AccessControl>On</AccessControl>

State: 1, AccessControl: On ety

MME
<MME1>
P-GW_1 Y <id>ZotvNrbaeG2uiyH2</id>
State: 1, AccessControl: On <state>1</state>
<More>
<securty>

SGW_1 <AccessControl>One/AccessControl

1 [ ] </Security>

State: 1, AccessControl: On

<MME_2>
<id>ZL9aR6Z6BCTRZIGe/id>
<state1/state>
<More>
<Security> SDN
<AccessControl>One/AccessControl> Controlle
</Security>
</More>
<IMME 2>
<P

7 -
©
‘EE ‘E
14 - x -
©
‘EE ‘EZ}

0

<id>aNTW]3YSHOYbh4KZE</id>

<states1</state>

<More>

<Security>
<AccessControl>On</AccessControl>

<SGW_1>
<idequppaiN9ZISE24E</id>
<state1</state>
<More>
<Security>
<AccessControl>On</AccessControl>

S-GW_1: enabled true ->
false

August 25th 2017, 9:25:21 am

Figure 5. Basic system layout (from left to right): GCl components simulator, GCI simulator, SSSR

Three browser windows in the figure above represent (from left to right): GCl components simulator with
five sample components from a sample Mobile Network; GCl simulator with two latest generated GCI
reports; main view of the SSSR with a sample Mobile Network loaded from the Trust Builder.

Start by logging into the Trust Builder and importing [2] a “Model_for_SSSR_validated.nq” model provided
as described in Section 4.1:
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L ER Trust Builder - Dashboard X

& C @ localhost ust-builder/

oo

w

Trust Builder

Home Dashboard | KEM-~

H 1= | Name (Ascending) $ A g + Create New Model ~

Models

Domain: NETWORK
Imported model, former ID: 539bee12a7b11b00015a91b2

Q C & &

+ Create New Model -

Figure 6. View of the imported sample model in the Trust Builder

Click on “Read” button and configure SSSR with the URL of the page that opens.

SSSR

& C @ localhost:3020

System Security State Repository (SSSR)

SSSR receives GCl reports and runs compliance analysis

‘TRUST BUILDER MODEL LATEST GCI REPORT COMPLIANCE ANALYSIS

Select an asset

:)e..

asset

3
g
£

lect

»

- .

HSS
P-GW S-GW SDN

Controlle
=

=

i

Figure 7. Sample imported model in the SSSR user interface

The same model should now be displayed in the SSSR main window.
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GCl components simulator is preloaded with the same assets as modelled in “Model_for_SSSR_validated.nqg”

model in the Trust Builder. Each component has two parameters:

The AccessControl of each component can be changed in the user interface:

&

State of the component (set to “1”)
AccessControl status of the component (can be toggled on or off)

C @ localhost:3001

GClI Clients

GCl Clients Simulator

Each change is reported to the GCl simulator, which is described below.

3.1.3 GCI simulator

The Generic Collector Interface simulator has the following functionality:

1.

2. Create GCl system status reports (See D3.6 for details [3])

Changes in GCl components’ state trigger new GCl report generation:

HSS_1
State: 1, AccessControl: On

MME_1
State: 1, AccessControl: On

MME_2
State: 1, AccessControl: On

P-GW_1
State: 1, AccessControl: On

S-GW_1

State: 1, AccessControl: On

C @ localhost:3001

GClI Clients

HSS_1
State: 1, AccessControl: On

MME_1
State: 1, AccessControl: Off

MME_2
State: 1, AccessControl: On

P-GW_1
State: 1, AccessControl: On

S-GW_1
State: 1, AccessControl: On

Receive data from simulated GCI components

GCI Clients Simulator

671562 5G-ENSURE
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GCl Simulator

< C @ localhost:3010

GCl Reports

MME_1: enabled false ->

rue
August 25th 2017, 9:40:11 am

<2xmi version="1.0" encoding="UTF-8">
<vim>

<HSS_1>
<id>CANOFXnLitdxrRgA2</id>
<state>1</state>
<More>
<Security>
<AccessControl>On</AccessControl>
</Security>
</More>
</HSS1>
<MME_1>
<id>ZbtvNXrbaeG2iyH2</id>
<state>1</state>
<More>
<Security>,
<Acces{Control>On</Accessontrol
</Security>
</More>
</MME_1>
<MME_2>
<id>ZLr9aR6Z68c7K21ge/id>
<state>1</state>
<More>
<Security>
<AccessControl>On</AccessControl>
</Security>
</More>

GCl Reports

D3.8 5G-PPP Security Enablers Documentation (v2.0) — Enabler SSSR

GCl Simulator

C @ localhost:3010

MME_1: enabled true ->
false
August 25th 2017, 9:40:17 am

<2xmi version="1.0" encoding="UTF-8">
<vim>

<HSS_1>
<id>CANOFXnLitdxrRgA2</id>
<state>1</state>
<More>
<Security>
<AccessControl>On</AccessControl>
</Security>
</More>
</HSS1>
<MME_1>
<id>ZbtvNXrbaeG2iyH2</id>
<state>1</state>
<More>
<Security>,
<Acces{Control>Off</AccesiControl>
</Security>
</More>
</MME_1>
<MME_2>
<id>ZLr9aR6Z68c7K21ge/id>
<state>1</state>
<More>
<Security>
<AccessControl>On</AccessControl>
</Security>
</More>

The reports are received by the SSSR as described in the following section.

3.1.4 SSSR

The System Security State Repository user interface has the following tabs:

- Read-only view of the Trust Builder model

- Latest GCl report

- Test output of the compliance analysis

3.1.4.1 SSSR compliance analysis

A system component is compliant when it’s AccessControl is “On” (as per model validation results in Trust

Builder). Compliance reports are generated for each GCl report received. The SSSR “Compliance analysis” tab

displays five most recent compliance reports:

671562 5G-ENSURE
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SSSR

& C @ localhost

System Security State Repository (SSSR)

SSSR receives GCI reports and runs compliance analysis

TRUST BUILDER MODEL LATEST GCI REPORT
August 25th 2017, 9:40:18 am

© MME_1: AccessControl not applied

August 25th 2017, 9:40:11 am

/Al assets are compliant

August 25th 2017, 9:38:30 am

© MME_1: AccessControl not applied

August 25th 2017, 9:25:59 am

+/ All assets are compliant

Auius! 25th 2017, 9:25:21 am

Figure 8. SSSR user interface: compliance analysis tab with the latest five compliance reports

3.1.4.2 SSSR latest GCI report
The second tab in the SSSR Ul shows the latest report received from the GCl:

671562 5G-ENSURE SSSR 14
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SSSR

& C @ localhost

System Security State Repository (SSSR)

SSSR receives GCl reports and runs compliance, ;.i}:fysis

TRUST BUILDER MODEL d LATEST GCI REPORT 3 COMPLIANCE ANALYSIS

MME_1: enabled true -> false g i
August 25th 2017, 9:40:17 am it by el

<?xml version="1.0" encoding="UTF-8"?>
<vim>
<HSS_1>
<id>CdNoFXnLitdxrRgA2</id>
<state>1</state>
<More>
<Security>
<AccessControl>On</AccessControl>
</Security>
</More>
</HSS_1>
<MME_1>
<id>ZbtvNXrbgeG2vjyH2</id>
<state>1</state>
<More>
<Security>
<AccessControl>0ff</AccessControl>
</Security>
</More>
</MME_1>
<MME_2>
<id>ZLr9aR6Z68c7tkZtg</id>
<state>1</state>
<More>
<Security>
<AccessControl>On</AccessControl>

Figure 9. SSSR user interface: latest GCl report tab displays the latest received report from the GCl simulator
The data from that report is used to generate the current security state of the system and to create
compliance reports.
3.1.4.3 SSSR read only view of the system model

The first tab of the SSSR Ul displays the current security state of the overall system using read-only view of
the Trust Builder’s model:

671562 5G-ENSURE SSSR 15
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SSSR

& C @ localhost:3020

System Security State Repository (SSSR)
SSeRreceives GCl reports and runs cofiigliance analysis
TRUST BUILDER MODEL ; COMPLIANCE ANALYSIS

Select an asset

|

asset5qti HSS MME
(o]
P-GW S-GW SDN

Controlle
=]

O
g

Figure 10. SSSR user interface: view of the read only model of the system from the Trust Builder

When non-compliant assets are identified, the corresponding asset type is highlighted red in that view:

eeoo GCl Clients Simulator x 55 SSSR

@ localhost:30¢ @ localhost

GClI Clients System Security State Repository (SSSR)

SSSR receives GCl reports and runs compliance analysis

TRUST BUILDER MODEL LATEST GCI REPORT

'COMPLIANCE ANALYSIS

®

HSS_1
State: 1, AccessControl: On ®

MME_1

State: 1, AccessControl: Off

MME_2

State: 1, AccessControl: On ®

P-GW_1

State: 1, AccessControl: On ®

omtUDTEnT assets: l
« MME_1 (AccessControl
not applied)

umpliantassets;

+ MME_2 (AccessControl
applied)

»

S-GW_1 .
State: 1, AccessControl: On

Figure 11. Display of the non-compliant assets in the model view. Asset type tile with non-compliant asset is highlighted. Panel
on the right displays compliance details about assets of that type
Clicking on the highlighted asset type displays information about non-compliant assets in the right-hand
panel of the model view, in the example below asset “MME_1" is non-compliant as it is expected to have
AccessControl “On”. Display of multiple non-compliant assets is supported:

671562 5G-ENSURE SSSR 16
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eoo GCl Clients Simulator x = SSSR

< @ localhost:300 C @ localhost:3020

GClI Clients System Security State Repository (SSSR)
SSSR receives GCI reports and runs compliance analysis

TRUST BUILDER MODEL. LATEST GCI REPORT

HSS_1

State: 1, AccessControl: Off o HSS
MME_1 — Non-compliant assets:
State: 1, AccessControl: Off
+ HSS_1 (AccessControl
not applied)
MME_2 .
State: 1, AccessControl: On
P-GW_1

Compliant assets:
State: 1, AccessControl: Off

»
SGW_1 PY

State: 1, AccessControl: On
sssssssss

L

Figure 12. Sample mobile network with multiple non-compliant assets visualized with corresponding asset types highlighted red
in the Trust Builder's system model (MME asset type is selected)

3.2 Programmer Guide

N/A.

4 Unit Tests

Any change in GCI client’s state should propagate immediately through the whole system. Tests below can
help identify potential communication issues between parts of the system.

4.1 Trust Builder with SSSR model

You should be able to login into Trust builder at the following URL: http://localhost:8080/trust-
builder/dashboard

671562 5G-ENSURE SSSR 17
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] Trust Builder - Login X

& C @ localhost:8080/trust-builder/login

Trust Builder

Log In

Don't have an account? Sign up here

Figure 13. Trust Builder dashboard login page

Log in using trustbuilder:5fd4661f32ef9d2bed4a3f794dff64cdd and you should see an empty Trust Builder
dashboard:

-
® Trust Builder - Dashboard X oo

& C  ® localhost:8080/trust-builder/dashboard pe

Trust Builder Home Dashboard | TRUSTBUILDER ~

-
-

2 = 12| Name (Ascending)

Models

Figure 14. Empty dashboard page of the Trust Builder after initial setup

Expand Create New Model dropdown and select Import Existing Model:

671562 5G-ENSURE SSSR 18
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] ER Trust Builder - Dashboard X

& C @ localhost:8080/trust-builder/dashboard g

Trust Builder Home Dashboard | TRUSTBUILDER -~

Models

12 [ Name (Ascending) %

-«

- '-' &.».=.--'I. Model
& Import Existing Model

51" Oranta Maodel fresiemplate

+ Create New Model  «

localhost:8080/trust-builder/dashboard#

Figure 15. Link to importing functionality of existing models from a file into the Trust Builder dashboard

Open Model_for_SSSR_validated.nq provided and click Import:

ER Trust Builder - Dashboard X

& C @ localhost:8

Import Existing Mod

Choose jle | Model_for_SS...validated.nq

Import asserted facts only?

Overwrite existing model? Cannot be undone!
Make sure to take a backup!

New name?

Figure 16. Importing selected model from a file into the Trust Builder

Click Close when the import is complete:
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ER Trust Builder - Dashboard X

& C @ localhost:8080

Import Existing Model

Choose file | Model_for_SS...validated.nq

Import asserted facts only?

Overwrite existing model? Cannot be undone!
Make sure to take a backup!

New name?

Import completed!

Figure 17. View of the import dialog on successful import of a model

You should now have one model loaded in the dashboard. Click Edit in the model tile:

® ER Trust Builder - Dashboard x 3

€ C @ localhost:8080/trust-builder/dashboard e

Trust Builder Home Dashboard | TRUSTBUILDER -~

12 [ Name (Ascending) % v + Create New Model  ~

Models

Domain: NETWORK
Imported model, former ID: 588bee12a7b11b00015a91b2

QCcaa g

+ Create New Model  ~

Figure 18. Trust Builder dashboard with one imported model. Link to model editing page is highlighted

The model should load:
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EH Trust Builder - Dashboard ~ x B Trust Builder - Editor x

C @ localhost:8080/trust-builder/models/10nlbdnb98erjOp444hrffvkg3em4amokuhoul 73u6mp3munr31i2al

Trust Builder
asd

Asset Palette

NetworkAsset

il

«

oomt749rfosieal

*

dit
Home Dashboard | TRUSTBUILDER - ‘éoﬂ‘@‘ o) H > H'Tm,‘ﬂ

Select An Asset

»

SDN Controller

Figure 19. Sample SSSR model on Trust Builder editing page

Click on MME and expand Control sets in the right-hand panel:

C @ localhost:808

Trust Builder
asd

Asset Palette

BN Trust Builder - Dashboard x [ Trust Builder - Editor X
trust-builder/mc s/10nlbdnb9¢ p444hrffvkg3emdamokuhoul73u6mp3munr31i2: dit b g
P
. S Total 16
Home Dashboard | TRUSTBUILDER - (&j(@] ‘ & H | 2 ‘ ‘ o |
MME

Typo:Host

Description: Hosts represent devices —]
inat can stoe or rocess ata

NetworkAsset

il

«

Cardinality:

N
v AccessControl

SocureConfig

SoftwarePatching

providedBy

UserAuthN

SDN Controller

Figure 20. Highlighted model entity from a sample SSSR model in Trust Builder editing page

This concludes the test.
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4.2 SSSR - Trust Builder

SSSR main page (http://localhost:3020) should load the exact same model in the first tab as the one loaded
in the Trust Builder. If that doesn’t happen, double-check sssr/settings.json, rebuild the image and restart
SSSR.

° B Trust Builder - Dashboard ~ x B Trust Builder - Editor
C @ localhost:8080/trust-builder/models/10nlbdnb98erjOp444hrffvkg3em4amokuhoul 73ump3munr31i2a14e8872q7rl310r8: e300mt749rfosieab0i35ku 4fed * i
:ns:ft Builder Home Dashboard | TRUSTBUILDER - i ‘ ‘L‘ "Tfm"";’;,‘:
Asset Palette Select An Asset
nnnnn

« »

providedBy

SDN Controller

connectedTo connectedTo

SSSR

& C @ localhost:3020

System Security State Repository (SSSR)

SSSR receives GCI reports and runs compliance analysis

TRUST BUILDER MODEL COMPLIANCE ANALYSIS

Select an asset

W

asset5qt2]

T
@
1

MME

v
[}
=

=
=

Figure 21. The same model viewer in the Trust Builder (top) and SSSR (bottom)
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4.3 SSSR - Components
Any change in GCI Clients simulator should result in immediate update of both:

e  GCl Simulator (new GCl report should appear)

e SSSR “Compliance Analysis” tab on the main page
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6 Abbreviations

SSSR System Security State Repository
TB Trust Builder
GCl Generic Collector Interface
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