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D5.1 Web platform as an interface with the umbrella 5G-PPP platform

Executive summary

The overriding objective of 5G-ENSURE is to become the reference project for everything that concerns
Security in 5G while contributing to 5G resilience. As such, this project will be focusing on 5G Security
Architecture able to generate the necessary trust and confidence for 5G to be widely adopted and deliver
its promises through applications enabled.

This deliverable, the 5G-ENSURE website, presents the public web platform (http://www.5gensure.eu/). It
is a versatile platform aimed at animating 5G-ENSURE community of users. The website will be dynamic and
will change during the project lifetime as new updates come out. It will be the channel to showcase
concrete results and success stories in which 5G-ENSURE will play a role within the 5G-PPP initiative. The
platform will help to drive awareness on 5G-ENSURE research advances and developments.

The purpose of D5.1 is to document the development and launch of the 5G-ENSURE web platform and its
future evolution. In WP5 (Dissemination, standardisation and exploitation), the web platform falls under
task 5.2 — Marketing and Communications, in which the web platform represents the single entry point for
5G-PPP in particular and 5G constituencies with regard to the project’s activities, outputs and services.
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Foreword

The purpose of D5.1 is to document the development and launch of the 5G-ENSURE web platform and its
future evolution. In WP5 (Dissemination, standardisation and exploitation), the web platform falls under
task 5.2 — Marketing and Communications, in which the web platform represents the single entry point for
5G-PPP in particular and 5G constituencies with regard to the project’s activities, outputs and services.

Disclaimer

The EC flag in this deliverable is owned by the European Commission and the 5G PPP logo is owned by the
5G PPP initiative. The use of the flag and the 5G PPP logo reflects that 5G-ENSURE receives funding from
the European Commission, integrated in its 5G PPP initiative. Apart from this, the European Commission or
the 5G PPP initiative have no responsibility for the content.

The information in this document is provided ‘as is’, and no guarantee or warranty is given that the
information is fit for any particular purpose.

Copyright notice

© 2015-2017 5G-ENSURE Consortium
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1 Introduction

5G-ENSURE belongs to the first group of EU-funded projects through 5G-PPP Call 1, which collaboratively
develop 5G under the umbrella of the 5G Infrastructure Public Private Partnership (5G-PPP) in the Horizon
2020 Programme. The overall goal of 5G-ENSURE is to deliver strategic impact across technology and
business enablement, standardisation and vision for a secure, resilient and viable 5G network. The project
covers research & innovation - from technical solutions (5G security architecture and testbed with 5G
security enablers) to market validation and end-users and stakeholders engagement - spanning various
application domains.

One of the objectives of 5G-ENSURE communication strategy is to team up with peers in the 5G-PPP to
define the 5G-PPP graphic identity and branding (including these also for 5G-ENSURE) so that it reflects the
overall programme identity. This is the basis for all communication tools: the web platform, social media,
collaterals (e.g. banners, brochures, gadgets, and posters etc.), market insights (e.g. white papers), practical
guides, policy briefs, PR outputs (press releases, press conference material), video, infographics, in-house
newsletters, and success story templates. They make up the 5G-ENSURE Communications Toolbox
supporting regular communication activities.

1.1 Purpose and scope

An effective communication campaign is fundamental to ensure 5G-ENSURE technical solutions and the
impact of the use cases are grasped by users on both a research and a social perspective. The scope of this
deliverable is to report the properties, functionalities and value-add of the web platform built during the
first phase of the 5G-ENSURE project. This document is basically a short description of the real deliverable,
which is the website.

2 5G-ENSURE objectives and value proposition

2.1 Objectives and Outputs

The overriding objective of 5G-ENSURE is to become the reference project for everything that concerns
Security in 5G while contributing to 5G resilience. As such, this project will be focusing on 5G Security
Architecture able to generate the necessary trust and confidence for 5G to be widely adopted and deliver
its promises through applications enabled.

To achieve this objective, 5G-ENSURE will:
= Collect, analyse and prioritise 5G security requirements.
= Define a security architecture for 5G.
= Specify, develop and test an initial set of security enablers for 5G.

= Demonstrate the potential of 5G Security enablers developed in the context of 5G representative
showcases.

= Advertise and exploit the Project’s results and offering to the 5G PPP community and beyond.
= Foster 5G (PPP) Security Vision by delivering a 5G Security Roadmap.

= Act as pre-standardisation consensus builder.

671562 5G-ENSURE 5
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The overriding objective of WP5, especially T5.2 and T5.3, is to widely communicate and disseminate the
outputs of 5G-ENSURE. These outputs cover different dimensions of technology research and innovation,
spanning technical solutions, e.g. 5G security architecture, test bed and trust model with 5G security
enablers with a focus on resilience, as well as market validation and end-users and stakeholder
engagement, spanning various application domains. The 5G-ENSURE outputs are illustrated in the figure
below.

5G-PPP PROGRAMME

EebEnsure

(a)
K

5G SECURITY ARCHITECTURE
5G security enablers for the connected digital economy

3 a

g~

WG Security
for 5G-PPP
Market Insights: ik

Test bed sustanability
Market analysis
Impact report
Roadmap 2020
Exploitation plans

ADVISORY BOARD

v

Figure 1 - 5G-ENSURE Outputs

2.2 5G-ENSURE in the context of 5G-PPP

The 5G-Infrastructure-PPP is a 1.4 Billion Euro joint initiative between the European ICT industry and the
European Commission to create the next-generation of communication networks and services that will
provide ubiquitous super-fast connectivity and seamless service delivery in all circumstances®. The vision is
that by 2020 telecom and IT will be integrated towards a common very high capacity ubiquitous
infrastructure, with converging capabilities for both fixed and mobile access. The vision will be achieved by
focusing on addressing key technology challenges with the expected operational level impact defined as a
set of key performance indicators for the timeframe 2015-2020.

A key contribution of 5G-ENSURE is to identify and delivery the required security metrics for 5G in order to
deliver new and innovative services addressing 5G security concerns, such as AAA, privacy, trust, security,
monitoring, network management and virtualisation isolation.

! https://5g-ppp.eu/about-us/.

671562 5G-ENSURE 6



D5.1 Web platform as an interface with the umbrella 5G-PPP platform

5G-ENSURE is closely linked to the overall 5G PPP programme through active participation in common
activities and forums. Thus, the project engages in regular interactions on the 5G-PPP steering & technical
activities, and the communication activities, including the planning and execution of activities. Specifically,
5G-ENSURE aims to be the project that coordinates and animates the various security-related activities.

2.3 5G-ENSURE Target Audiences

5G-ENSURE targets the following constituencies through its communication and marketing activities:
= The 5G Public Private Partnership (5G-PPP) and the 18 Phase 1 Projects within it:
o CSA: Euro5G’.

o R&I: FlexsGWare®, 5GNorma*, Metis II°, 5G-Xhaul®, Charisma’, Sesame®, Selfnet’, Cognetlo,
Fantastic5G', Coherent™, Superfluidity13, 5GXCrosshaul®*, mmMAGIC®, SpeedSGlS.

o I Virtuwind/, SGExchangels, Sonata®™.

This groups covers stakeholders spanning policy makers, infrastructure vendors, telecom operators,
measurement equipment vendors, IT providers, and telecommunication and cyber security researchers.

= Relevant standardisation bodies and initiatives:

o 3GPP - 3" Generation Partnership Project as the main organisation for creating standards
(7 telecommunications standard development organisations: ARIB, ATIS, CCSA, ETSI, TSDSI,
TTA, TTC)™.

o ETSI — European Telecommunications Standards Institute’’: globally applicable standards
for ICT.

o ONF - Open Networking Foundation: issues related to software defined networking®”.

? https://5g-ppp.eu/euro-5g/

3 http://www.flex5gware.eu/

* https://5gnorma.5g-ppp.eu/

> https://metis-ii.5g-ppp.eu/

® http://www.5g-xhaul-project.eu/
’ http://www.charisma5g.eu/

® http://www.sesame-h2020-5g-ppp.eu/
9 https://selfnet-5g.eu/

1% https://5g-ppp.eu/cognet/

1 http://fantastic5g.eu/

2 https://5g-ppp.eu/coherent/

13 http://superfluidity.eu/

14 http://5g-crosshaul.eu/

1 https://5g-mmmagic.eu/

16 https://speed-5g.eu/

v http://www.virtuwind.eu/

18 http://www.5gex.eu/

19 http://www.sonata-nfv.eu/

%% http://www.3gpp.org/

2 http://www.etsi.org/

2 https://www.opennetworking.org/about/onf-overview.
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o IETF - The Internet Engineering Task Force: open standards organisation on standard
internet operating protocoIsB.

o GSMA: The Groupe Scpeciale Mobile Association of mobile operators supporting the
standardising, deployment and promotion of GSM mobile telephone system?*.

=  Policy makers, legal and regulatory authorities and policy makers, e.g. Net Technologies, ENISA
(European Agency for Network and Information Security), OFCOM.

= The European business community, including industry leaders within the 5G-PPP, IT corporations
and small businesses and research community, building on the partner networks under T5.3 -
Stakeholder Involvement & 5G Security Community Development.

= Telecommunications and general press and media outlets to promote 5G-ENSURE as a security
reference point for 5G and its outputs.

3 5G-ENSURE website overview
The 5G-ENSURE web platform is online at the address http://www.5gensure.eu/

The homepage is the one presented in Figure 2.

23 https://www.ietf.org/

2 http://www.gsma.com/

671562 5G-ENSURE 8



D5.1 Web platform as an interface with the umbrella 5G-PPP platform

Atout News Center dards Secwrity Enablers Archrecture

ENABLERS FOR NETWORK AND
Mm SYSTEM SECURITY AND RESILIENCE

Spotlight

S5G-ENSURE Pillars
Poree spwent 8

" 50 retwarks Toust Dheredore witd wil ence

twem GHiering reliadle LaCurity SArVICEs (D CuttOmens mith & * e

POLICY PULSE g STANDARDS EVENTS
etacrhs and e 1ecure and JAPP video on felease 13 dncesses Athera
stworthy ogress 103k formard
N DFOP000 Made nd loste feruard b EUCNC2016 takes place 27-30 June n Athers
SG-ENSURE launches %0 specity, the next two receases that form an
with & 1tr08g focus on 30 technclogies, Bringing
develop and reloase an initial set of important contatution toweds SO

the (3103t ughis and showeaiing revudts in the
useful and usable secunty enatiers

for 5G through the Curepean 56G-

COMMUNCITIZNS and netaeris.

PeR 224
P .
@ TECH INSIGHTS a MARKET INSIGHTS
VITec - Encsion Mobility 2015 Net futures 2016 - Oriving Growth in the

Mepset 2015 #DigialSingleMarket takes place on 30-21 Apil

in Beaninis, gathenng over 1000 participants to

VIT Techoical Revearch Contre CArton econammy, decoudling energy Inravate n the turopean marketplace

debivers new 107 solunon for ieal o ralfc grawth and 5G beyond SG: Fram Myth to Reality

office Lemperstures adinted 1o the motile broagband mE—»

needs af the indvidials warking

there SG: From Myth to Reality takes place o 21 Agril
in Sophis Antipols. The event is fees 10 sitend

but places are Limted.

Testimonials Stay tuned
Tweets ¥ Potow
SGEraure o oo .
. B Wia @TolcomTV: Brckisretworks thows LTE-Advanced Pro wih 30
Boarmforning 10 trigle S capacity FVIWC 1 G: ow iy NS

66 S5G-ENSURE will define and deliver a 5G Security

Architecture, shared and agreed across the various 5G SOENGUNe G50k e
= ol Unigue Opportunty %or Developing Word highiigrted in Csco
stakeholders, It will specify, develop and release an PODOT Ow.y XN

nitial set of useful and usable security enablers for 5G6°

SGLraure &

Petteri Mannersalo / 56-ENSURE coordinator / VT, Firfand o= N SRamans st b — .o

B MT iy & T #0T Mo 1hae just lechookogy? The role of the

Tumer 4> @204 raure

Our Partners . .
THALES NOKIA |k 20m Ericsson 2 NEC

Figure 2 - 5G-ENSURE homepage

671562 5G-ENSURE 9



D5.1 Web platform as an interface with the umbrella 5G-PPP platform

The 5G-ENSURE web platform is a versatile semantic based knowledge management platform aimed at
animating the community of users by responding to their specific interests. The flexibility of its architecture
allows the integration of different tools, gives the possibility to easily upload multimedia content, and to
customize the proposed content according to the characteristics and navigation history of its users.

3.1 5G-ENSURE website evolution
The 5G-ENSURE website will be delivered in different phases:

Phase 1 — M1 — M3 - Delivery of website version 0.1: Mock-up and discussion of website first version (M1).
First static online page with description of the 5G-ENSURE objectives is shown in Figure 3 and was made
available in October 2015 to ensure visibility of the project already during the event ICT 2015.

Phase 2 — M3 — Delivery of website version 1: Browsable version with complete set of menus and
navigation tree. Content production and publication, delivery of website online version (M3). This is the
current version shown in Figure 2.

Phase 3 — M3 — M24 - Website maintenance and further population of website and investigation of
opportunities for the website future sustainability. The sustainability of the website will be investigated in
Task 5.2.

671562 5G-ENSURE 10
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Figure 3 - Early static version of the website
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3.2 Website landing page: details

The 5G-ENSURE website is an integrated and versatile platform aimed at animating the community of users
and disseminating the achieved scientific results. The website will be dynamic and will change during the
project lifetime as new updates come out. It will be the channel to showcase concrete results and success
stories in which 5G-ENSURE will play a role. The portal will help to drive awareness on 5G-ENSURE
achievements in terms of definition of the 5G security architecture, security enablers specifications and
contribution to standards.

Spotlight

5G-ENSURE Pillars

5G-ENSURE will define and deliver a 5G Security Architecture, shared and agreed with various 5G stakeholders.
Identity management and privacy- preserving mechanisms are treated as key enablers and anchored against a
common security architecture to increase assurance and confidence in 5G networks. Trust therefore will influence
development, adoption and business potential.

The outcome is a trustworthy 5G system offering reliable security services to customers with a “zero perceived”

downtime for service provision.

Figure 4 - Spotlight story

A central section of the homepage is dedicated to the spotlight story (shown in Figure 4), which at the
moment includes the image of the 5G-ENSURE pillars describing the overall framework. This section will
also serve to announce latest results of the project and the presence or organisation of major events where
5G-ENSURE will be contributing to.

w

POLICY PULSE

5G-Ensure launches to make 5G
networks and systems secure and
trustworthy

5G-ENSURE launches to specify,
develop and release an initial set of
useful and usable security enablers
for 5G through the European 5G-
PPP.

TECH INSIGHTS

VTT creates ideal temperature for
office spaces with the Internet of
Things

VTT Technical Research Centre
delivers new IoT solution for ideal
office temperatures adjusted to the
needs of the individuals working
there.

«“

STANDARDS

3GPP Prepares the way for 5G
3GPP video on release 13 discusses
progress made and looks forward to
the next two releases that form an
important contribution towards 5G.

MARKET INSIGHTS

Ericsson Mobility Report - 2015
Ericsson Mobility Report 2015
with articles on ICT and the low
carbon economy, decoupling energy
from traffic growth and 5G beyond
mobile broadband.

EVENTS
EUCNC:E  EuCNC2016, 27-30 June,
Athens

EuCNC2016 takes place 27-30 June in Athens
with a strong focus on 5G technologies, bringing
the latest insights and showcasing results in the
communications and networks.

Net Futures 2016, 20-21 April,
Brussels

Net Futures 2016 - Driving Growth in the
#DigitalSingleMarket takes place on 20-21 April
in Brussels, gathering over 1000 participants to
innovate in the European marketplace.

HSI\(((C )))\ 5G: From Myth to Reality

5G: From Myth to Reality takes place on 21 April
in Sophia Antipolis. The event is free to attend
but places are limited.

Figure 5 - News and events

The homepage also features a section dedicated to the latest news and events, shown in Figure 5. This
section will be automatically updated to follow the newest events and news as well as publications of the
5G-ENSURE consortium. The news has been organised into 4 categories: Policy pulse; Standards; Tech
Insights; Market Insights.
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ll‘

E 3GPP Prepares the way for 5G

Figure 6 - News center

A news center has been placed on the slider to highlight the news and provide an easy access, as shown in
Figure 6.

At the bottom of the 5G-ENSURE landing page there is a section dedicated to testimonials and the twitter
feed with the latest social media information, as shown in Figure 7.

Testimonials Stay tuned
Tweets ¥ Follow
-
) S5GEnsure @5GEnsure 1h
5 &Ee=e Vg @TelecomTV: @nokianetworks shows LTE-Advanced Pro with 3D

Beamforming to triple site capacity #MWC16: ow.ly/XN4K5
66 5G-ENSURE will define and deliver a 5G Security

Architecture, shared and agreed across the various 5G 5GEnsure @5GEnsure 4n
. . &€=~ |oT Unique Opportunity for Developing World highlighted in Cisco
stakeholders. It will specify, develop and release an report: ow.ly/XMFwd
Expand

initial set of useful and usable security enablers for 5G”

5GEnsure @5GEnsure 29 Jan
#E=~  Telecom Finance and Investment is out: ow.ly/XGu3l|
[z Show Summary

Petteri Mannersalo / 5G-ENSURE coordinator / VTT, Finland

5GEnsure @5GEnsure 29 Jan
@€ MT: why is the #loT more than just technology? The role of the

Tweet to @5GEnsure

Figure 7 - Testimonials and social media feeds

3.3 Website sections

During this first phase of the project, the web platform sections have been populated with project related
information, regarding the project vision, relevant standards, scientific domains addressed (security
enablers and architecture pillars), and a short description of the use cases, together with relevant content
organized according to format and topic: news items and events.

Specifically, the following menus are active:

* About providing general information on the project and in particular:
o Project Vision and the objectives of the project (Figure 8).
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o Advisory Board Members
o Consortium and the role of the partners (Figure 9).

* News Center listing the news and the project related events where 5G-ENSURE partners are
involved (Figure 10).

* Standards describing the project approach towards SDOs and the listing the major SDOs relevant
for the project (Figure 11).

* Security enablers (Figure 12) linking to each research area for the enablers: AAA, Privacy, Trust,
Security Monitoring, Network Management & Virtualisation Isolation. Figure 13 shows the current
version of one of the security enablers area (Privacy) and Figure 14 shows the evolution when the
(open) specifications will be available.

* Architecture explaining the building blocks towards the design of the security architecture (Figure
15)

* Service suite, which will provide easy access to the outcome of the project. Currently, this page
links directly to the Use Case definition, detailed on a dedicated page (Figure 16). Under this menu
item is available the purpose of the 5G security testbed through which security enablers developed
are planned to assessed/evaluated with respect to use case scenario that apply (Figure 17).

About News Center Standards Security Enablers Architecture Service Suite '

ENABLERS FOR NETWORK AND
Mﬂﬂ'e SYSTEM SECURITY AND RESILIENCE

Project Vision Home / Project Vision

5G ENSURE receives funding from the EU Framework Programme for Research and Innovation The 5G Infrastructure Public Private Partnership
H2020 under grant agreement No £71542 | Duration November 2015 / October 2017 (SG PPR) y

About Us  Disclaimer  Privacy Policy

Figure 8 - Project Vision

671562 5G-ENSURE 14



D5.1 Web platform as an interface with the umbrella 5G-PPP platform

About News Center Standards ity Enablers Architecture Service Suite

ENABLERS FOR NETWORK AND
Mm SYSTEM SECURITY AND RESILIENCE

VT THALES NOKIA E com  Ericsson 2 m
N EC ni = @ ThalesAlenia ECImEcos

| Ll @ OXFoRD

5G ENSURE recelves funding from the EU Framework Programme for Research and Innovation The 5G Infrastructure Public Private Partnership
H2020 under grant agreement No 671542 | Duration November 2015 / October 2017 (SG PPP)

About Us Disclaimer Privacy Policy

Figure 9 - Project consortium layout - VTT partner

About News Center Standards ‘Security Enablers Architecture Service Suite v About  NewsCenter  Standards  Security Enablers  Architecture  Service Suite vy

ENABLERS FOR NETWORK AND
E‘ENSU’E ENABLERS FOR NETWORK AND H&-Ensure SYSTEM SECURITY AND RESILIENCE

SYSTEM SECURITY AND RESILIENCE

Events Home / New
Market Insights Home / Market Insights
5G: From Myth To Reality
. ETSI W
RICSSON { :
Market Insights

\/\OBIL'TY } . . Policy Pulse World Class Standards Lt
REPORT el

Tech Insights

Net Futures 2016, 20-21 April, Brussels

ominate

EuCNC2016, 27-30 June, Athens

56 ENSURE recaives furding from the EU Framewark Programme for Rsearch and Irnavation - The 56 Infrastructure Public Private Partrership
2020 under rant agreement No 671562 | Doration Novermber 2015 October 2017 SE e

Figure 10 - News (Market Insight) & Events layout
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Standards

rity Enablers

Architecture Service Suite

ENABLERS FOR NETWORK AND
SYSTEM SECURITY AND RESILIENCE
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D5.1 Web platform as an interface with the umbrella 5G-PPP platform

About News Center Standards Security Enablers Architecture Service Suite

ENABLERS FOR NETWORK AND
Mm SYSTEM SECURITY AND RESILIENCE

Security Enablers

Home / Security Enablers

® Authentication, Authorization and Accounting
® Privacy

® Trust

® Security Maonitoring

* Network Management & Virtualization Isolation

EEE

5G ENSURE recelves funding from the EU Framework Programme for Research and Innovation The 5G Infrastructure Public Private Partnership
H2020 under grant agreement No 671562 | Duration November 2015 / October 2017 (SG PPP)

About Us  Disclaimer
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Figure 14 - Evolution of the security enabler page
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Figure 16 - Use Cases page
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Figure 17 - Testbed page

4 5G-ENSURE website links with social media activities

The web platform plays an integral part of the communication strategy: the media centre is the hub where
all relevant information about the 5G ecosystem and technical innovation will be discussed; the web pages
will report results and achievements of the 5G-ENSURE project; the social media will help communicate and
disseminate the information to the general public.

The web platform integrates the social media widget. Currently, Twitter is enabled, as shown in Figure 7. A
LinkedIn account will be created to broaden outreach to the target audiences and enable the exchange of
more detailed information on the development of 5G through this professional network.

5G-ENSURE will use these channels as links from the web platform, such as sharing technical updates,
relevant 5G updates, events and news with the 5G-PPP and other target audiences, using appropriate
references (twitter handles, and hashtags, etc.) based on the core messaging that will be defined in
Deliverable D5.2 (April 2016 and subsequent iterations).

5 5G-ENSURE website future evolution

The website will be continuously maintained and updated during the course of the project. The driving
factors will be the success stories based on achievements and project results, synergies established with
relevant stakeholders, engagement of end user communities and telco operators, and contribution to
standard organizations. In particular, these are some of the factors that will determine the success stories:

* 5G-ENSURE recent advances in designing, developing, and testing security enablers to fill the gap in
5G networks.
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* Definition of the use cases illustrating specific 5G security challenges.

* Specification of a 5G security reference architecture.

* (Open) Specification of the 5G security enablers developed within the project.

* Promotion of the project results in target standardisation bodies with the aim to drive the
definition of security enablers and 5G-ENSURE security architecture.

* Contribution to SDOs with use cases, 5G security architecture, and security enablers’ specifications.

* Testbed design and demonstration of the potential of 5G security enablers developed in the
context of 5G representatives’ showcases — security-as-a-service testbed and ready-to-use service
to other players.

* Identification of stakeholders and promotion material to sustain the exploitation plan: market the
5G-ENSURE offer, in particular show the future 5G business ecosystem.

* Publication of the 5G security roadmap to foster 5G (PPP) security vision, highlighting both business
and technical aspects.
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Figure 18 — Mockup of the service suite

As a next step the web site will be assessed against potential security vulnerabilities and the adoption of
best practice criteria (e.g. https, digital certificate) will be verified.
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