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Executive summary 

This document describes the open specifications of 5G Security enablers planned to compose the first 

software release (i.e. v1.0) of 5G-ENSURE Project due in September 2016 (M11). The ŜƴŀōƭŜǊǎΩ ƻǇŜƴ 

specifications are presented per security areas in scope of the project, namely: Authentication, 

Authorization and Accounting (AAA), Privacy, Trust, Security Monitoring, and Network management & 

virtualisation isolation. For each of these categories the open specifications of all enablers  planned in the 

project's Technical Roadmap for v1.0 and having features for v1.0 are detailed following the same 

template. Overall, this deliverable paves the way towards the development and demonstration of the first 

set of 5G-ENSURE security enablers as planned for v1.0 in the project's Technical Roadmap (i.e. D3.1). It is 

also a valuable input to both works on the 5G Security architecture and 5G Security testbed, since it 

provides the details regarding security enablers necessary in order to understand their mapping to 5G 

security architectural components, as well as their integration, testing, demonstration, and assessment on 

the 5G security testbed. 
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Foreword 

5G-ENSURE belongs to the first group of EU-funded projects which collaboratively develop 5G under the 

umbrella of the 5G Infrastructure Public Private Partnership (5G-PPP) in the Horizon 2020 Programme. The 

overall goal of 5G-ENSURE is to deliver strategic impact across technology and business enablement, 

standardisation and vision for a secure, resilient and viable 5G network. The project covers research & 

innovation - from technical solutions (5G security architecture and testbed with 5G security enablers) to 

ƳŀǊƪŜǘ ǾŀƭƛŘŀǘƛƻƴ ŀƴŘ ǎǘŀƪŜƘƻƭŘŜǊǎΩ ŜƴƎŀƎŜƳŜƴǘ - spanning various application domains. 

Deliverable D3.2 follows deliverable D3.1 5G-PPP security enablers Technical Roadmap (early vision) that 
has delivered an early description of 5G security enablers requested to achieve 5G security vision as 
illustrated in deliverable D2.1 on Use Cases.  
 
Whereas objective of D3.1 was mainly focusing on highlighting 5G Security enablers requested (in terms of 
their high level product vision) and their scheduling between release one and the next release, D3.2 clearly 
focuses on providing the open specifications of enablers planned to be software released (through their 
planned features) for the first release (i.e. v1.0 due at M11).  
 
As such, D3.2 details the open specifications of each of the enablers whose features are planned for the 
first software release (v1.0). 
 
The 5G-9b{¦w9 ǎŜŎǳǊƛǘȅ ŜƴŀōƭŜǊǎΩ ƻǇŜƴ ǎǇŜŎƛŦƛŎŀǘƛƻƴǎ ŀǊŜ ǇǳōƭƛŎ ŀƴŘ Ǌƻȅŀƭǘȅ ŦǊŜŜ όǎŜŜ hǇŜƴ ǎǇŜŎƛŦƛŎŀǘƛƻƴ 
legal notice in Annex A) in order to enable anyone interested to come up ǿƛǘƘ ƛǘǎ ƻǿƴ άcompliantέ 
implementation. 
 
D3.2 will ōŜ ŦƻƭƭƻǿŜŘ ōȅ ŘŜƭƛǾŜǊŀōƭŜ 5оΦо άрD-ttt {ŜŎǳǊƛǘȅ ŜƴŀōƭŜǊǎ ǎƻŦǘǿŀǊŜ ǊŜƭŜŀǎŜ όǾмΦлύέ ŀƴŘ 
ŘŜƭƛǾŜǊŀōƭŜ 5оΦп άрD-ttt {ŜŎǳǊƛǘȅ ŜƴŀōƭŜǊǎ ŘƻŎǳƳŜƴǘŀǘƛƻƴ όǾмΦлύέ due both at M11, that are respectively 
devoted to a software release of the 5G Security enablers v1.0 with their planned features (i.e. reference 
implementations following open specifications) and their accompanying documentation (e.g. installation 
and administration guide, user & programmer guide, unit testing plan). 
 
This deliverable is also an important input to other technical Work packages of the project to feed into their 

work. Especially WP2 for what concerns the on-going work on 5G security architecture, since enablers 

specified in D3.2 would form some of the main building blocks of this architecture, but also WP4, as it is 

responsible for the instigation of a 5G security testbed where these enablers can be hosted and assessed. 

 

Disclaimer 

¢ƘŜ ƛƴŦƻǊƳŀǘƛƻƴ ƛƴ ǘƘƛǎ ŘƻŎǳƳŜƴǘ ƛǎ ǇǊƻǾƛŘŜŘ Ψŀǎ ƛǎΩΣ ŀƴŘ ƴƻ ƎǳŀǊŀƴǘŜŜ ƻǊ ǿŀǊǊŀƴǘȅ ƛǎ ƎƛǾŜƴ ǘƘŀǘ ǘƘŜ 

information is fit for any particular purpose. 

The EC flag in this deliverable is owned by the European Commission and the 5G PPP logo is owned by the 

5G PPP initiative. The use of the flag and the 5G PPP logo reflects that 5G-ENSURE receives funding from 

the European Commission, integrated in its 5G PPP initiative. Apart from this, the European Commission or 

the 5G PPP initiative have no responsibility for the content. 

Copyright notice 

© 2015-2017 5G-ENSURE Consortium   
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1 Introduction  
 

This document describes the open specifications of 5G Security enablers planned to compose the first 

software release (i.e. v1.0) of 5G-ENSURE Project due in September 2016 (M11). As such this document 

mainly focuses on enablers identified in the project's Technical Roadmap (D3.1) and having features for 

v1.0. As for enablers planned for v1.0 but with no feature planned, the open specifications would be given 

in the context of the next release of this deliverable with the exception of the Basic AAA enabler where 

open specs were assessed as good enough to be here reported. ¢ƘŜ ŜƴŀōƭŜǊǎΩ ƻǇŜƴ ǎǇŜŎƛŦƛŎŀǘƛƻƴǎ ŀǊŜ 

presented per security areas in scope of the project, namely: Authentication, Authorization and Accounting 

(AAA), Privacy, Trust, Security Monitoring, and Network management & virtualisation isolation. For each of 

these categories the open specifications of the enablers planned in the Technical Roadmap for v1.0 and 

having features for v1.0 are detailed following same template.  

The table below summarizes the 5G-ENSURE technical roadmap for R1 (or v1.0) as described in D3.1. It 

shows the 5G security enablers in scope providing their (code) name, the category to which they belong to 

(i.e. AAA, Privacy, Trust, Security Monitoring, Network management & virtualization isolation), as well as 

the features planned for their 1st software release. The enablers for R1 (v1.0) and having features are those 

whose open specifications are given in this deliverable, with the exception of basic AAA whose early open 

specification is also here provided. 

Table 1: 5G-ENSURE Technical Roadmap for R1 

Category 5G-ENSURE security enablers Features planned for 1st sw release (R1) 

AAA Basic AAA enabler A pre-study is required in the time frame of 
R1, however, due to lack of resources, an 
implementation is not feasible for the same 
release. Prototyping can potentially be done 
for R2. 

 Internet of things (IoT) Group authentication 

 Fine-grained Authorization Basic Authorization in Satellite systems 

  Basic distributed authorization Enforcement 
for RCDs 

 Federative authentication and 
identification enabler 

none 

Privacy Privacy Enhanced Identity Protection Encryption of Long Term Identifiers (IMSI 
public-key based encryption) 

 End-to-end encryption none 

 Device identifier(s) privacy Enhanced privacy for network attachment 
protocols 

 SIM-based anonymization none 

 Privacy policy analysis none 

Trust Trust Builder
2
 5G Asset model 

                                                           
2
 The features planned for this enabler in R1 have changed. Please see the status section of the Trust Builder 

specification for more information. 
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Category 5G-ENSURE security enablers Features planned for 1st sw release (R1) 

  5G Threat knowledgebase  v1 

 Trust Metric Enabler Trust metric based network domain security 
policy management 

 VNF Certification VNF Trustworthiness Evaluation 

Security Monitoring System Security State Repository Deployment model ontology 

 Security Monitor for 5G Micro-
Segments 

Complex Event Processing Framework for 
Security Monitoring and Inferencing 

 Satellite Network Monitoring Pseudo real-time monitoring 

  Threat detection 

 Generic Collector Interface Log and Event Processing 

 Proactive Security Analysis and 
Remediation 

5G specific vulnerability schema 

  5G specific vulnerability schema 
implementation 

  PulSAR interface with Generic Collector 

  first study of a scenario based threat 
management 

Network management & 
virtualization isolation 

Anti-Fingerprinting Controller-Switch-Interaction Imitator 

This enabler has already been developed and 

evaluated. See the technical report publicly 

available at http://arxiv.org/abs/1512.06585, 

which has been accepted for publication at 

the IEEE Transactions on Forensics and 

Information Securit). Its open specification is 

not included in this deliverable, since no 

further evaluation of its features is planned in 

R1. 

 Access Control Mechanisms Southbound Reference Monitor 

 Component-Interaction Audits Basic OpenFlow Compliance Checker 

 Bootstrapping Trust Integrity Attestation of Virtual Network 
Components 

 Micro Segmentation Dynamic Arrangement of Micro-Segments 

 

Each of the enablerǎΩ Open Specification encompasses a range of information including, amongst others, 

the description of the enabler (e.g. scope, behaviour and intended use), definition of terms to assist the 

understanding of the specification, legal notice that applies, architectural sketch depicting components and 

their main interactions, preliminary description of the API that the enabler will support when it applies, to 

the description of non-functional features. 
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This document is organized as follows:  

¶ Section 1 is a general introduction. 

¶ Section 2 is devoted to the AAA category of enablers. 

¶ Section 3 is devoted to Privacy category of enablers. 

¶ Section 4 is devoted to Trust category of enablers. 

¶ Section 5 is devoted to Security monitoring category of enablers. 

¶ Section 6 is devoted to Network Management & Virtualization category of enablers. 

¶ Section 7 concludes the document, while References are provided at the end. 
 

The category descriptions of Sections 2-6 provide the open specification of each of the enablers planned to 

be software released for v1, this in accordance with features as per Technical Roadmap.  

 

Overall, this deliverable paves the way towards the development of the first set of 5G-ENSURE security 

enablers as planned for v1.0 in the project's Technical Roadmap (i.e. D3.1). It is also a valuable input to both 

work on 5G Security architecture and 5G Security testbed, since it provides all the details regarding the 

security enablers necessary for their subsequent mapping to 5G security architectural components, as well 

as for their testing/demonstration/assessment on the testbed. 

 

2 AAA Security Enablers  open specifications  

2.1 Internet -of-Things: Open specifications  

2.1.1 Preface 

Internet-of-things (IoT) is expected to be an essential use case and business area in 5G. This security 

enabler provides important new features, with their specification, to the existing AKA protocol that is 

directly aimed at enabling IoT. 

The main feature in this enabler is the group-based authentication [3], which is planned for release 1. The 

development of all features, including those for release 2 of the enabler, has begun, namely: authentication 

of USIM-less devices; authentication support for BYOI; vertical GBA; and group-based authentication. These 

features are introduced in the Overview, Basic Concepts and Main interactions. The main feature, group-

based authentication, is explained in detail. 

Moreover, the open specification introduces an additional feature, vertical Generic Bootstrapping 

Architecture (GBA), which was not part of the 5G-PPP security ŜƴŀōƭŜǊǎΩ technical roadmap (early vision). 

This feature has been added to support additional requirements coming from the use case 3.2 from 

deliverable D2.1. 

2.1.2 Status 

The IoT enabler is currently under development. The API and detailed open specification below are only 

given in view of the feature in scope of release 1. 
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The group authentƛŎŀǘƛƻƴ ŜƴŀōƭŜǊ ƛƴŎƭǳŘŜǎ ŀƴ ƛƴƛǘƛŀƭ ǇǊƻǇƻǎŀƭ ƻŦ ǘƘŜ ǇǊƻǘƻŎƻƭΩǎ ƳŜǎǎŀƎŜ ŜȄŎƘŀƴƎŜ ŀƴŘ ǘƘŜ 

additions and modifications of the information elements.  The specification of specific functions is 

preliminary. 

2.1.3 Copyright  

Group based authentication - Copyright © 2015-2017 by SICS Swedish ICT AB 

Authentication of USIM-less devices - Copyright © TBD by Ericsson AB 

Authentication support for BYOI - Copyright © TBD by Ericsson AB 

Vertical GBA - Copyright © TBD by LMF 

Copyright © 2015-2017 by 5G-ENSURE Consortium (http://www.5gensure.eu/) 

2.1.4 Legal notice  

The Legal notice that applies to these specifications is given in Annex A. 

2.1.5 Terms and definitions  

A group is formed by one or more members that share similar features. Examples of common features 

include members that do the same task, members located in the same geographical area, or members 

belonging to the same owner. A group may also share a macro feature that is derived by a combination of 

single features. 

An inverted hash tree [1] is a data structure in which a node is linked to at most two successors (children), 

and the value of each node is computed using a family of hash functions hӌ. The value of the root is given, 

while the value associated with any other node is derived from the hash value of its parent (Figure 1). Since 

two siblings use two different hash functions, they get two different hash values. In particular, we consider 

two hash functions h
0
and h

1
, and recursively assign the value of each node n

ij
 located at ith position and jth 

level as follows.  
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Figure 1: Example of an inverted hash tree of level 2 

2.1.6 Overview  

The IoT Enabler consists of four main features: support for authenticating USIM-less devices; enabling 

authentication based on 3rd party identities, i.e. bring-your-own-identity (BYOI); vertical GBA; and 

introduced support for group-based authentication, aimed at resource constrained devices. As mentioned 

above, all features will be introduced in the first chapters, while group-based authentication will be 

described in detail, as it is scheduled for release 1. 

An important aspect of IoT, in the context of 5G, is to be able to use non-USIM/SIM based authentication 

schemes in a 3GPP network. The feature authentication of USIM-less devices looks into the adaptions to 

the AAA framework needed to introduce such a features in the authentication schemes in a 3GPP network, 

including aspects of identifying which algorithm to use in the AKA as well as which AAA server to contact. 

A similar adaption to authentication in 5G, with the expected boom of devices, is the group-based 

authentication feature, which introduces an extension of the current EPS-AKA, mainly aimed at resource 

constrained devices. The goal of the group-based AKA protocol is to make it more suitable for massive 

deployment scenarios by reducing the signaling between the serving and home network. 

Thirdly, the vertical Generic Bootstrapping Architecture (GBA) feature optimizes the use of GBA (3GPP TS 

33.220) for resource constrained devices by having the device implicitly perform the GBA bootstrapping 

during authentication to the network, in the network attach. Thus, the device does not have to perform the 

HTTP Digest AKA negotiation with the BSF to bootstrap its GBA credentials. Once attached to the 3GPP core 

the device can set-up a secure connection, e.g. perform GBA based HTTP Digest authentication, to a NAF 

without additional signaling to the BSF. The solution is called vertical GBA (vGBA) as the keys generated 

during AKA are re-used at different layers in the stack. The solution is described using the nodes of 4G 

networks, as 5G network nodes are yet to be specified. 

²ƛǘƘ рDΩǎ ŜȄǇŜŎǘŜŘ άŀǎ ŀ ǎŜǊǾƛŎŜέ ŀǇǇǊƻŀŎƘΣ ǘƘŜ Lƻ¢ ŜƴŀōƭŜǊ ǿƛƭƭ ŀƭǎƻ ƛƴǘǊƻŘǳŎŜ ŀ ŦǊŀƳŜǿƻǊƪ ŦƻǊ ŜƴŀōƭƛƴƎ ŀƴ 

organization to reuse an existing AAA infrastructure to authorize 5G access via a MNO. The access stratum 

n00 

n01=h0(n00) 

n02=h0(n01) n12=h1(n01) 

n11=h1(n00) 

n22=h0(n21) n32=h1(n11) 
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may be provided by either the MNO or the organization itself, it is however assumed that the organization 

is unable, or find it undesirable, to provide a full core network. From a high level, the setup is technically 

similar to a Mobile Virtual Network Operator (MVNO) providing networks services via a MNOs network. 

However, from a trust perspective, it introduces entirely new aspects as the organization may not abide by 

the same rules and regulations as classical operator. It is thus possible that the organization may need to 

adopt to additional regulatory frameworks, but this is outside the technical scope of the enabler. A new 

entity, the Industrial Automation Control (IAC), which is functionally similar to an MME, is introduced in the 

operator network in order for the operator to distinguish between roaming agreements with other MNOs 

and other external organizations. 

2.1.7 Basic concepts 

Relevant LTE/EPS signaling entities and interfaces during roaming 

The interfaces between a UE and the eNB is denoted Uu, the interface between an eNB and a MME is 

denoted S1-MME. The interface between the MME and the HSS is denoted S6a. In a classical roaming 

scenario, the MME and eNB are provided by a visited network, the MME will request authentication data 

from the HSS located in the home network of the subscriber. 

 

Figure 2: Signalling entities and interfaces during roaming 

The authentication vector on the S6a reference point 

When a UE attaches to the 3GPP core network it performs the AKA exchange for mutual authentication and 

key agreement with the network. The AKA is performed between the UE and the MME, which fetches 

authentication vectors (AV) from the HSS over the S6a reference point.  

Generic Bootstrapping Architecture 

GBA is a way of using the 3GPP subscription credentials for authenticating the UE and getting keys to a 

service (Network Application Function, NAF). To achieve this, the UE first bootstraps with the Bootstrapping 

Server Function (BSF), a bootstrapping entity in the 3GPP core, using the 3GPP credentials and the HTTP 

Digest AKA protocol. The BSF fetches AVs from the HSS over the Zh reference point, in a similar way as the 

MME over the S6a reference point. After bootstrapping, the UE can, e.g. using HTTP Digest, authenticate to 

the service (NAF) based on the bootstrapping context with the BSF. The BSF provides the NAF with a service 

specific key that the NAF can use for authentication of the UE and securing further communication of the 

session. 

UE MME HSS eNB 
S6a S1-MME Uu 

Home network Visited network 
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Group-based AKA 

The functional goal of a group-based AKA protocol is to authenticate a group of devices efficiently, 

minimizing the cost of repeated message exchanges and communication delays. More specifically, a group-

based AKA protocol aims to reduce the signalling between the mobility management entity (MME) and 

home subscriber server (HSS) when a large group of machine-type communication (MTC) devices with 

similar features requires network access simultaneously. 

2.1.8 Main interactions  

2.1.8.1 Use cases 

A 5G PLMN is expected to support a much wider range of devices than previous generations. Additionally, 

slicing technology will also enable compartmentalization of devices that could potentially be classified into 

different security categories. It is expected that the USIM is unsuitable for certain categories, e.g. IoT and 

resource-constrained devices, which will be addressed by the authentication of USIM-less devices feature 

that looks into the integration of non-USIM based AKA procedure into the 5G system. 

Similarly, group-based authentication aims to increase the capacity for massive deployments of MTC 

devices in 5G. At large events, e.g. sporting events, we envision that 5G connected sensors and tracking 

devices will be deployed at a massive scale. We foresee that the existing EPS-AKA is not sufficiently efficient 

to handle the massive simultaneous authentication requests that these devices will incur. This is especially 

important in the case of device subscriptions in a roaming setup. With the group-based authentication 

approach, the signalling between the MTC devices and their HSS are significantly reduced, enabling the 

serving network to handle almost all of the signalling independently from the home network, and reducing 

the latency drastically. 

The MTC is preconfigured with the necessary group terms, such as the group ID. The pre-configuration can 

be performed via non-3GPP access. The identity of the MTC is stored in the USIM, fulfilling the 

requirements of securing the identities against attacks such as cloning. 

We imagine that the configuration of the groups will be performed using an application programming 

interface (API) to access the network. It allows for an automated approach for submitting the MTC 

identities that should belong to the specific group. 

To further enhance 5G for resource-constrained devices, the enabler will introduce vertical GBA. The basic 

use case for vertical GBA is that a constrained UE wishes to use some GBA enabled service(s). Constrained 

devices are in many cases constrained especially regarding power supply and might be operating solely on 

battery power. To optimize the performance of these types of devices, reducing the amount of signalling 

required by the device is an important step for improving the lifetime of the device. With vGBA, the UE 

does not have to perform an explicit GBA bootstrapping with the BSF, thus using vGBA reduces the amount 

of signalling needed for authentication to GBA enabled services (NAFs), using the pre-generated GBA 

credentials.  

Finally, the use case for BYOI is to attract enterprises that already have a deployed AAA infrastructure to 

use 5G. By establishing a contract with a MNO, the enterprise can allow their devices to perform roaming 

and utilize other aspects of a PLMNO. 



D3.2 5G-PPP security enablers open specifications (v1.0) 
 

671562 5G-ENSURE 27 
 

2.1.8.2 Components and interact ion overview  

Authentication of non-USIM based devices 

Non-USIM based AKA procedures will impact the AKA protocol as well as the identification protocols 

utilized by the current 3GPP standards, e.g., in a certificate public key pair based authentication system the 

standard IMSI may not necessarily be an identifier that is used to identify the subscription. 

 

Figure 3: Network deployment considered for non-USIM based devices 

In the considered solution, it is assumed that there will be no support for negotiation of authentication 

methods, the subscription will be associated with an identifier that maps uniquely to a provided ID. The ID 

provider may either be the MNO, that utilize HSS for AKA procedures, or an enterprise that has deployed an 

Enterprise AAA for the AKA procedures. It is also assumed that the identifier uniquely determines the AKA 

protocols to be used. A UE may support several AKA protocols and multiple ID providers, e.g., both towards 

a HSS and an Enterprise AAA. In such a situation it is assumed that the UE selects which AKA protocol to 

use, e.g., based on the selected slice ID. 

Authentication support for BYOI 

As illustrated by the uses cases 1.2 and 1.3 in [2], different levels of enterprise network deployment can be 

imagined. In all cases, the enterprise is assumed to operate its own AAA. In some scenarios, the 

organization own and operate their own base stations. However, this is similar to the Home eNodeBs 

already supported in LTE/EPS and should, as such, not introduce new aspects, beyond the currently defined 

Home eNB technical solutions. The deployment considered is summarized in figure 4. 

 

Figure 4: Network deployment where Enterprise operates an AAA 

The main difference compared to classical roaming, is that the IAC may require some form of security 

assurance from the UE and Enterprise AAA during the AKA procedure: this could be in the form of a remote 
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attestation procedure, where the device attests to its current security state; or could just be a classification 

of the security level of the algorithms used that can be used to assess which slice the UE is allowed to 

utilize. Alternatively, or in addition, a contractual agreement (with liabilities) between the MNO and the 

Enterprise could stipulate requirements on secure storage/processing of the credentials in the UE. 

Vertical GBA 

 

 

Figure 5: vGBA bootstrapping during AKA 

Figure 5 shows the modified AKA flow when vGBA is used. During AKA the UE generates the GBA 

ōƻƻǘǎǘǊŀǇǇƛƴƎ ŎƻƴǘŜȄǘ ŀƴŘ ŀǎǎƻŎƛŀǘŜŘ ŎǊŜŘŜƴǘƛŀƭǎΦ ¢ƘŜ I{{ ǇǊƻǾƛŘŜǎ ǘƘŜ .{C ǿƛǘƘ ŀ ǎǳōǎŜǘ ƻŦ ǘƘŜ !± ό!±ΩύΣ 

which is used by the BSF for generating the corresponding bootstrapping context to match a successful GBA 

bootstrapping end-result.  
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Group-based authentication 

 

Figure 6: The message sequence chart of group-based authentication when the MME cannot derive the keys for the MTC 

The underlying idea of the proposed group-based AKA is to associate each MTC device to a value of the leaf 

node of an inverted hash tree. The tree is generated by the HSS, which reveal a sub-root node to the MME 

so that it can authenticate the (sub)group of all MTC descendants. This allows the HSS to control the trade-

off between security and efficiency dynamically. Additionally, no shared credentials exist in the group.  

Two cases can be distinguished in the proposed protocol: Case A, in which the MME cannot derive the keys 

for the MTC without signalling with the HSS; Case B, in which the MME can derive such keys. 

Case A: Figure 6 provides an overview of the initial Attach Request from an MTC device for a specific group, 

thus requiring the MME to retrieve the group elements from the HSS. The protocol follows the message 

exchange as specified for EPS-AKA, with additional terms included for the group-based authentication, 

which are addressed for the MME. 

The MTC initiates the protocol by issuing the Attach Request, containing the additional terms necessary to 

specify the group it belongs to, and its position in the inverted hash tree. If the MME is unable to derive 

keys associated with the MTC device (e.g. the request sent by the first MTC of a specific group), it requests 

authentication vectors from the HSS via an Authentication Data Request. 
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The HSS will verify that the group id and path is valid and generates and send the authentication vector, 

including the new terms intended for the MME to enable group-based authentication for future attach 

requests. Specifically, the HSS decides which sub-root node of the inverted hash tree is sent to the MME. 

After receiving the Authentication Data Response from the HSS, the MME will continue the message 

exchange as specified in EPS-AKA. The MME will be able to derive keys for future authentication requests, 

based on the additional terms provided in the authentication data response from the HSS. This is covered 

by Case B. 

Shall an MTC device crash during the protocol run, it can reattempt the authentication procedure using the 

classic AKA procedure. 

 

 

Figure 7: The message sequence chart of group-based authentication when the MME can derive the keys for the MTC 

Case B: Figure 7 provides an overview of the succeeding AKA protocol runs for the same group. The MME 

has stored the necessary terms from the Authentication Data Response as in Figure 6, and can derive keys 

for the remaining MTC devices. The protocol is executed solely within the serving network, without the 

need to interact with the HSS of the group members home network. 

2.1.9 Architectural drivers  

In the following chapters, the specification will solely cover the release 1 feature of the enabler, group-

based authentication. 
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2.1.9.1 High-Level functional requirements 

The main goal of the group-based authentication extension is to make the EPS-AKA protocol more suitable 
for massive deployment scenarios. This is achieved by removing the existing 1-to-1 correlation between the 
number of MTC devices and the number of messages in the authentication signaling to the HSS, located in 
ǘƘŜ ǎǳōǎŎǊƛōŜǊΩǎ ƘƻƳŜ ŜƴǾƛǊƻƴƳŜƴǘΦ ! ƎǊƻǳǇ Ŏŀƴ ōŜ ŘŜŦined by an arbitrary attribute. 
 
The group(s) are defined in the HSS, thus in this release the members of a group must be subscribers of the 
same (virtual) operator, as the HSS must know the individual identity of each MTC device. Additionally, the 
feature requires provisioning of the group ID, the assigned path of the binary tree, and the obfuscated 
value given to each MTC. The provisioning procedure is out of scope in the current release. 
 
With a configured group in the HSS, only the first authentication request, independent of the actual MTC 
device that requests it, is sent to the HSS. The HSS will thereafter send the necessary terms to the MME to 
enable group-based authentication for the succeeding authentication requests. 
 
The group-based authentication feature requires a universal integrated circuit card (UICC or (e)UICC) based 
authentication in this release to provide a strong identification of the MTC device. To prevent cloning of 
shared credentials, the feature is built with independent secrets for each MTC device, configured by the 
HSS. Furthermore, the feature provides properties of perfect forward secrecy (PFS) to prohibit future, or 
past, members of a group of being able to decipher data exchanged when they were not part of the specific 
group. The feature is compliant with lawful interception requirements since all members of a group can be 
uniquely identified. 

2.1.9.2 Quality attributes 

A product implementing one or several of the features described in enabler should be evaluated 

primarily based on the following quality attributes: 

*Security: 

¶ Confidentiality 

¶ Integrity 

¶ Non-repudiation 

¶ Accountability 

¶ Authenticity 

*Compatibility: 

¶ Co-existence 

¶ Interoperability 

2.1.9.3 Technical constraints 

Since the group is configured in the HSS, all members in a specific group must have a subscription from the 

same HSS. Furthermore, the key provisioning for each MTC device that should be part of a group is out of 

scope for this release, hence it must be preconfigured manually at this stage of research. Additionally, the 

API access for configuring the group(s) to the core network is out of scope. 

2.1.9.4 Business constraints 

No known business constraint exists. 
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2.1.10 Detailed specifications  

2.1.10.1 Introduction  

In this section, key concepts regarding the group-based authentication protocol and the new terms used 

are introduced. 

The proposed group-based extension to the AKA protocol use the same cryptographic primitives that 

already exist in EPS-AKA, e.g. hash and MAC functions, no new primitives are added. However, new terms 

are introduced in the protocol to support this feature, see Table 2. 

In the message exchange between the MTC device and MME, the initial message of the protocol is the 

Attach Request. Depending on whether the MME has earlier authenticated an MTC of the same group as 

the Attack Request or not, the second run of the protocol may differ. In Case A (see Figure 6), the MME 

contacts the HSS to retrieve the necessary information. The response from the HSS, namely the 

authentication vector, is returned to the MME as specified in EPS-AKA, however with additional elements 

for group-based authentication support. The new elements are stored in the MME. 

In Case B (see Figure 7), the MME does not need to contact the HSS to authenticate the MTC. 

Term Description 

GID Group identifier 

PATH The path assigned to the MTC. Each MTC is assigned with the 

same path in both trees. 

NONCE Random number 

GKij The (sub)group key assigned to the i
t
h of GK tree at j

t
h level. 

CHij The challenge key assigned to the i
t
h of CH tree at j

t
h level. 

GKMTC The key associated to the MTC. It is the hash value of the leaf 

of the GK tree at PATH. 

CHMTC The challenge key associated the MTC. It is the hash value of 

the leaf of the CH tree at PATH. 

OMTC The obfuscated value that hides the key associated to the MTC 

AUTD The authentication parameter in the group authentication 

RESD The response parameter in the group authentication 

KasmeD The session key generated in the group authentication 

Table 2:  New terms introduced by the group-based authentication protocol 
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2.1.10.2 Conformance 

An implementation to be reported as conformant should comply with the open specifications here stated 

for the enabler. 

2.1.10.3 API specifications 

The group-based authentication protocol will introduce functionality adjustments, modifications as well as 

new content in the EPS that will need specification. A high-level description of the new aspects and 

elements introduced in the main entities which perform AKA will be presented first, thereafter the 

modifications to the AKA signaling will be presented. 

2.1.10.3.1 New functions, messages and commands 

In this section the new functions, messages and USIM commands are introduced in the UE, MME and HSS 

respectively. 

2.1.10.3.1.1 UE, USIM application & UICC commands 

The USIM application is responsible for interaction between the mobile equipment (ME) and the Universal 

Integrated Circuit Card (UICC). The ME and USIM combined is denoted user equipment (UE). The UICC is 

responsible for storing security critical data. The group-based authentication protocol introduces four new 

elements, which must be supported by the USIM application with regards to the secure storage in the UICC. 

The purpose of these elements is defined in Table 2. 

¶ GID 

¶ PATH 

¶ NONCE  

¶ OMTC  

Additionally, the UE must support new commands in order to perform the group-based authentication 

protocol.  

¶ A key derivation and authentication command in the USIM, which produce the session key KasmeD, 

authenticates the token AUTD to enable authentication of the network, and produce the response 

RESD. See Table 2 for a description of the terms. 

¶ A random generator command for producing the NONCE value. 

Moreover, the UICC must provide functionality to update and read additional elementary files (EFs). For 

read operations of GID; PATH; OMTC the output value should be the value variable. For update operations 

of GID; PATH; OMTCthe output should be success/failure. 

2.1.10.3.1.2 Mobility Management Entity (MME) 

The group-based authentication protocol introduces five new elements to the MME to enable session 

handling, processing and authentication. 

¶ GID 

¶ PATH 

¶ NONCE 
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¶ GKij 

¶ Chij 

Additionally, the MME requires two new functions in order to perform the group-based authentication 

protocol.  

¶ A function to produce KasmeD and RESD , described in Table 2, to enable the MME to authenticate 

the UE.  

¶ A function for generating the authentication token AUTD  used in Case B (figure 7), of the group-

based authentication protocol. 

2.1.10.3.1.3 Home Subscriber Server (HSS) 

The group-based authentication protocol introduces 5 new elements to the HSS. The purposes of these 

elements are described in Table 2. 

¶ GID 

¶ PATH 

¶ NONCE 

¶ GKij 

¶ Chij 

Additionally, the HSS requires a function for fetching or generating Chij, GKij elements depending on GID 

and PATH. 

2.1.10.3.2 Signalling 

There are five messages included in the group-authentication protocol: attach request, authentication data 

request, authentication data response, authentication request derivable, and authentication response 

derivable. These can be seen in Figure 6 and Figure 7. 

These messages closely correspond to the five message exchanges in the current EPS AKA procedure. In 

order to perform the group-authentication protocol, the network is required to support additional 

elements, which are added to the existing AKA messages. Additionally, the protocol requires a new 

message in scenario Case B. 

2.1.10.3.2.1 UE ɀ MME 

The signalling between the UE and the MME in Case B requires a new message denoted Authentication 

Request Derivable, sent from the MME to the UE, see Figure 7. The Authentication Request Derivable is sent 

as a response of the Attach request; in case the specific device is initiating its first authentication request. 

The UE responds with Authentication Response Derivable, containing RESD, see Table 2 for explanation of 

RESD. The Authentication Response Derivable is similar to the Authentication Response in EPS-AKA, which 

contain RES. 
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2.1.10.3.2.2 MME - HSS 

The signalling methods between the MME and HSS, specified in the S6a interface, contain the 

authentication information request (AIR) and the authentication information answer (AIA) message. The 

group-based authentication protocol appends two attribute value pairs (AVPs) to these message. 

The Requested-group-authentication-info include the Nonce and Path, which are added as information 

elements to the AIR. 

The Group-response-vector include the GKij, CHij, and IMSI, which are appended as an option in the existing 

Authentication Info information element. 

2.1.11 Re-utilised Technologies/Specifications  

The software prototype for group-based authentication is built using the Open Air Interface as foundation. 
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2.2 Fine-grained auth orization: Open specifications  

2.2.1 Preface 

This section describes the open specification of the Fine-grained authorization enabler focusing on 

authorization for two areas, which are expected to be strongly involved in 5G. 

First, in addition to the authentication focus brought by the IoT enabler, this enabler will research new 

methods to provide distributed authorization, suitable in resource-constrained environments. The goal of 

the enablers is to make 5G fully ready for Identity and Access Management (IAM) of IoT devices. 

The second area is based on requirements from 5G satellite business needs and 5G-ENSURE use cases. The 

goal is to provide an integrated satellite and terrestrial approach, compared to the diverse methods existing 

today, to provide secure fine-grained access control to satellite resources (i.e. network element and 

services). 

tƭŜŀǎŜΣ Ŏƻƴǎǳƭǘ ŀǎ ǿŜƭƭ ǘƘŜ άрD-ENSURE_D3.1 5G-ttt ǎŜŎǳǊƛǘȅ ŜƴŀōƭŜǊǎ ǘŜŎƘƴƛŎŀƭ ǊƻŀŘƳŀǇ όŜŀǊƭȅ Ǿƛǎƛƻƴύέ [9] 

document and the website on http://www.5gensure.eu/ in order to understand the complete context of 

the 5G-ENSURE project. 

2.2.2 Status 

A prototype of the enabler is currently being developed. 

2.2.3 Copyright  

Copyright © 2015-2017 by Thales Alenia Space Spain, SA 

Copyright © 2015-2017 by Thales Communications & Security SAS 

Copyright © 2015-2017 by SICS Swedish ICT AB 

Copyright © 2015-2017 by 5G-ENSURE Consortium (http://www.5gensure.eu/) 

2.2.4 Legal notice  

The Legal notice that applies to these specifications is given in Annex A. 

2.2.5 Terms and definitions  

This section comprises a summary of terms and definitions used during the later sections. 

¶ ABAC (attribute-based access control): an access control paradigm whereby access rights are 

granted according to a combination of attributes of any type (user, resource, environment, etc.). 

¶ Access: Performing an action. 

¶ Access control: Controlling access in accordance with a policy or policy set. 

¶ Action: An operation on a resource. 

¶ Attribute:  Characteristic of a subject, resource, action or environment that may be referenced in a 

predicate or target. 

¶ Environment: The set of attributes that are relevant to an authorization decision and are 

independent of a particular subject, resource or action. 

¶ PAP (policy administration point): The system entity that creates a policy or policy set. 

http://www.5gensure.eu/
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¶ PDP (policy decision point): component which computes access decisions by evaluating the 

applicable access control policies; one of the main functions of the PDP is to mediate or deconflict 

policies. 

¶ PEP (policy enforcement point): component which enforces policy decisions in response to a 

request from a subject requesting access to a protected resource; the access control decisions are 

made by the PDP. 

¶ PIP (policy information point): the system entity that acts as a source of attribute  values (e.g. 

LDAP). 

¶ Policy: A set of rules, an identifier for the rule-combining algorithm and (optionally) a set of 

obligations or advice.  May be a component of a policy set. 

¶ RBAC (role-based access control): an access control paradigm whereby access rights are granted 

according to roles and privileges. 

¶ RCD (resource-constrained device): a device which has very few resources to run. 

¶ Resource: Data, service or system component. 

¶ Subject: An actor whose attributes may be referenced by a predicate. 

CƻǊ ŀ ǎǳƳƳŀǊȅ ƻŦ ǘŜǊƳǎ ŀƴŘ ŘŜŦƛƴƛǘƛƻƴǎ ƳŀƴŀƎŜŘΣ ǇƭŜŀǎŜ ǊŜŦŜǊ ǘƻ άLb/L¢{ орф-нлмнέ standard [1] and 

XACML v3.0 standard [5] section 1.1.1. 

2.2.6 Overview  

2.2.6.1 Target Use for R1 

The enabler provides an AAA solution suitable for an environment of resource-constrained devices and 

satellite resources, relying on ABAC and/or RBAC policies. It consists of: 

¶ a AAA service, based on 5G AAA credentials, able to provide a secured and standalone proof of the 

rights granted to a given client over a given device or satellite resource; 

¶ a module for resource-constrained devices, able to ensure the validity and the enforcement of the 

proof towards a performed request, without requiring more external communication; 

¶ a module for satellite resources, able to ensure the validity and the enforcement of the proof 

towards a performed request. 

We assume that a trust relationship has been pre-established between the owner/provider of the enabler 

and the devices. The enabler scope does not include the security of the communication channels of the 

different components. The access control of the enabler administration API is also out of the enabler open 

specification scope. 

2.2.6.2 Target Use for R2 

The next release is expected to support policies for decision per user, resource and action, and access 

control based on dynamically changing parameters. 

Also, in the satellite context, the next release is expected to integrate the authentication and authorization 

mechanism with the Satellite system. 

Finally, in the resource-constrained context, the next release is expected to provide the final version of PEP 

and PDP embedded on the RCD, and the Authentication server delivering a self-sufficient security token 

allowing decentralized authentication and authorization, compatible with RCDs in terms of performance. 
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2.2.7 Basic concepts 

2.2.7.1 OAuth2concepts 

OAuth2 is an authorization protocol which enables a third-party application to obtain limited access to a 

resource over HTTP, through a prior authorization from the resource owner. OAuth2 defines 4 distinct roles 

[3]: 

¶ Resource owner: an entity capable of granting access to a protected resource. In the enabler 

context, it refers to a RCD owner who can define its access rights. 

¶ Resource server: the server hosting the protected resources, capable of accepting and responding 

to protected resource requests using access tokens. In the enabler context, it refers to the RCD 

itself, with the access token enforcement module. 

¶ Client: an application making protected resource requests. In the enabler context, it refers to the 

user who performs a request toward a protected RCD. 

¶ Authorization server: the server issuing authorization to the client to access protected resources. 

In the enabler context, it refers to the enabler AAA service. 

In OAuth2, the authorization server grants rights by delivering access tokens. Access tokens are credentials, 

representing specific scopes of access rights and duration of access, understood by the resource server. 

They can have different formats, structures, methods of utilization (e.g. cryptographic properties) according 

to resource server requirements. The token scope is a parameter which is used to limit token access rights. 

OAuth2 also specifies a few different usage flows. An applicable one in the enabler context is the Client 

Credentials Grant flow, illustrated in Figure 8. The client can simply request an access token using its 

credentials when requesting access to the protected resource. This flow is suitable for the cases in which 

the client is the resource owner, or is already by other means authorized to access the resource, which is 

applicable in the enabler context through the access control policies. 

 

Figure 8: OAuth2 Client Credentials Grant flow 
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Another applicable flow is the Authorization Code Grant flow, illustrated in Figure 9. This flow is suitable in 

cases where a resource owner can explicitly grant a client an access to its protected resources. The client 

must get an authorization code in order to access the resource that it requests from the authorization 

server. The server responds with a redirection URI that the resource owner must reach to log in and then 

explicitly grant the requested access. The client can then exchange this authorization code against an 

access token usable with the resource server.  

 

Figure 9: OAuth2 Authorization Code Grant flow 

 

OpenID Connect is an authentication standard based on OAuth2, specifying how to perform authentication 

through OAuth2, using Authorization Code Grant flow. In this context, the client is a service requiring a user 

identity; the protected resource is the user identity, obviously owned by the user, which will authenticate 

to the authorization server in order to provide the client a proof of his identity. The usability of OpenID 

Connect in the enabler context will be studied for the enabler second release. 

2.2.7.2 RBAC concepts 

RBAC is an access control method for controlling user access applying roles and permissions. Roles are 

created for various operations. The permissions to perform certain operations are assigned to specific 

roles. Subjects are assigned particular roles, and through those role assignments acquire the permissions to 

perform particular operations. 
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Three primary rules are defined for RBAC: 

¶ Role assignment: A subject can exercise permission only if the subject has selected or been 

assigned a role. 

¶ Role authorization: A subject's active role must be authorized for the subject. With rule 1 above, 

this rule ensures that users can take on only roles for which they are authorized. 

¶ Permission authorization: A subject can exercise permission only if the permission is authorized for 

the subject's active role. With rules 1 and 2, this rule ensures that users can exercise only 

permissions for which they are authorized. 

2.2.7.3 ABAC concepts 

ABAC[2] is an access control method where subject requests to perform operations on objects are granted 

or denied based on assigned attributes of the subject, assigned attributes of the object, environment 

conditions, and a set of policies that are specified in terms of those attributes and conditions. 

When an access request is made, attributes and access control rules are evaluated by the ABAC mechanism 

to provide an access control decision. In its basic form, the ABAC mechanism illustrated in Figure 10 

contains both a Policy Decision Point and a Policy Enforcement Point. 

 

Figure 10: Basic ABAC core mechanism 

The PEP takes place in front of the protected object in order to filter subject request attempts, in 

accordance with the access control policy. For each incoming subject request, the PEP builds an 

authorization request toward the PDP, assigning different attributes according to information extractable 

from the subject request. The PDP is charged to evaluate the access control policy with assigned attributes 

and decide whether the subject request is conforming or not. 

However, in the resource-constrained context, the objective is to make PEP and PDP independent and 

break their direct communication link. To do this, the PDP should perform a partial evaluation of the policy 

based on the authenticated subject information, then return a remaining attributes combination, usable as 

an access token scope, in order to let the PEP know about the subject access rights. 

In the satellite context, the ABAC core mechanism is extended with two entities: 

¶ The Policy Administration Point (PAP), which manage the access control policies. Basically it is an 

interface to write/edit/delete policies and makes them available to the PDP. 
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¶ The Policy Information Point (PIP), which acts as a source of attribute values using LDAP. Basically if 

there are missing attributes in the request which is sent by PEP, PIP would find them for the PDP to 

evaluate the policy. 

 

2.2.7.4 XACML concepts 

XACML (eXtensible Access Control Markup Language) is an OASIS standard [5] specification of an ABAC 

language based on XML. 

We can summarize it in three parts: 

¶ Policy language: XACML defines a XML data model for defining authorization policies, as well as the 

logic to follow to evaluate them in a given access request context. Rule, Policy (set of Rules), and 

PolicySet (set of Policy elements) constitute the main elements of the model. In short, a rule 

consists of a condition on the access request attributes, and a decision ς Permit or Deny - to apply if 

the condition holds true for the request. A Policy (resp. PolicySet) combines multiple Rules (resp. 

Policies) and therefore multiple decisions together in various ways (defined in the standard) to 

make the final decision. 

¶ Request-Response protocol: The XACML standard also defines a XML/JSON data model for the 

authorization decision request (XACML Request) that a PEP (described later) creates with all the 

necessary access request attributes and sends to the PDP API for evaluation; and the resulting 

response (XACML Response) that contains the final decision (Permit or Deny). 

¶ Architecture framework: The XACML standard also defines a high-level architecture, re-using the 

ABAC concepts described in 2.2.7.3. 

 

2.2.8 Main interactions  

2.2.8.1 Use cases 

2.2.8.1.1 Authorization in resource-constrained devices 

This enabler covers the use case 4.1: Authorization in Resource-Constrained Devices Supported by 5G 

Network defined in D2.1 [8]. 

RCD owner

 

Define RCD access 

control policy

Fine-grained authorization enabler

User

 

Request RCD

 

Figure 11 : Authorization in resource-constrained devices Use cases diagram 

Figure 11 shows a generic use cases diagram for the enabler. The user (Alice in D2.1) can perform an 

authenticated request towards a RCD (a sensor in D2.1). The details of the authentication and verification 

are not part of the use case but will be taken into account and described in the sections below. In the same 
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ǿŀȅΣ ǘƘŜ w/5 ƻǿƴŜǊ όǎŜƴǎƻǊǎΩ ƻǿƴŜǊ ƛƴ 5нΦмύ Ŏŀƴ ŘŜŦƛƴŜ ǘƘŜ ǎŜŎǳǊƛǘȅ ǇƻƭƛŎƛŜǎ ǿƘƛŎƘ ǿƛƭƭ ōŜ ŜƴŦƻǊŎŜŘ ƛƴ ŦǊƻƴǘ 

of its RCD and condition the user access. 

2.2.8.1.2 Authorization in satellite systems Use case 

¢Ƙƛǎ ŜƴŀōƭŜǊ ŎƻǾŜǊǎ ǘƘŜ ǳǎŜ ŎŀǎŜ мΦо άSatellite Identity Management for 5G Accessέ ŘŜŦƛƴŜŘ ƛƴ 5нΦм [8]. 

 

Figure 12 : Authorization in satellite systems Use cases diagram 

Figure 12 shows a generic use cases diagram for the enabler. The user (Bob in D2.1) can perform an access 

request towards a satellite resource. The details of the authentication and verification are not part of the 

use case but will be taken into account and described in the sections below. In the same way, the satellite 

resource owner (Satellite Network Operator in D2.1) can define the access control policies which will be 

enforced in front of the satellite resources and condition the user access. 

2.2.8.2 Components and interaction overview  

2.2.8.2.1 Authorization in resource-constrained devices feature 

Figure 13 shows a static view of the different components implementing the enabler and their links. The 

different APIs exposed by the enabler are described in section 2.2.10.3.  



D3.2 5G-PPP security enablers open specifications (v1.0) 
 

671562 5G-ENSURE 43 
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Policy
Decision Point

Policy 
Enforcement Point
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Administration

RCD Service

AAA API

RCD API

Policy Administration API

Fine-grained authorization enabler

 

Figure 13: Authorization in resource-constrained devices Components diagram 

A client can address the PEP in order to request a RCD, as well as an Authentication service in order to get 

an access token which will be used to grant the RCD request. The Authentication service is linked to the 

PDP in order to define a scope for the token, for evaluation by the PEP. Contrary to the common ABAC 

architecture described in section 2.2.7.3, the PDP and the PEP are not linked together, the information they 

usually need to share will be part of the token. The dynamic flow of RCD requesting use case is detailed on 

Figure 14. 
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as : Authentication
service

pdp : Policy
Decision Point

request_token (c, rcd)

rcd : RCD Service
pep : Policy 

Enforcement Point

get_scope (c, rcd)

c : Client

token, scope
scope

request (token, scope)

validate (token)

validate (scope)

request ()

response
response

 

Figure 14 Υ ¦ǎŜ ŎŀǎŜ άwŜǉǳŜǎǘ w/5έ ǎŜǉǳŜƴŎŜ ŘƛŀƎǊŀƳ 

Moreover, an administration API is exposed by the PDP component in order to let the RCD owner define his 

own access control policies through any administration component. The dynamic flow of the RCD access 

control policy definition use case is detailed on Figure 15. 

a : Administration
pdp : Policy 

Decision Point

set_policy(policy)

OK

 

Figure 15Υ ¦ǎŜ ŎŀǎŜ ά5ŜŦƛƴŜ w/5 ŀŎŎŜǎǎ ŎƻƴǘǊƻƭ ǇƻƭƛŎȅέ ǎŜǉǳŜƴŎŜ ŘƛŀƎǊŀƳ 

 

2.2.8.2.2 Authorization in satellite systems feature 

A geosynchronous satellite imposes a delay between messages: a radio signal takes approximately 0.25 of a 

second to reach and return from the satellite. Addressing this constraint involves optimizing the number of 

messages interchanged (e.g. in authorization functionality) with the satellite device. Therefore, this feature 

is related to satellite systems, but may also relate to other systems (e.g. RCD). 

Figure 16 shows a static view of the different components implementing the enabler and their links. The 

different APIs are described in section 2.2.10.5.  
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Figure 16: Authorization in satellite systems Components diagram 

 

An administration API is exposed by the PAP component in order to let the satellite resource owner define 

his own access control policies through any administration component. 

A client can address the PEP in order to request a satellite resource, as well as an Authentication service in 

order to get an access token which will be used to grant the satellite resource request. The Authentication 

service is linked to the PDP in order to define a scope for the token, for evaluation by the PEP. Unless the 

common ABAC architecture described in section 2.2.7.3, the PDP and the PEP are not linked together, the 

information they usually need to share will be part of the token. The dynamic flow of satellite resource 

requesting use case is detailed on Figure 17. 

 



D3.2 5G-PPP security enablers open specifications (v1.0) 
 

671562 5G-ENSURE 46 
 

 

Figure 17 Υ ¦ǎŜ ŎŀǎŜ άwŜǉǳŜǎǘ ǎŀǘŜƭƭƛǘŜ ǊŜǎƻǳǊŎŜ ŀŎŎŜǎǎέ ǎequence diagram 

 

2.2.9 Architectural drivers  

The enabler shall provide a method for flexible definition of the access control policies. 

2.2.9.1 High-Level functional requirements 

The high-level functional requirements are: 

¶ The user shall be authenticated using 5G credentials to access a RCD or a satellite resource. 

¶ The enabler shall deliver a token to an authenticated user, containing a proof of its access rights. 

¶ The enabler shall ensure that any access to the RCD must be authenticated. 

¶ The enabler shall provide a method to define access control policies. 

¶ The enabler shall provide authorized access to the RCD or to the satellite resources according to 
the access control policy defined by its owner. 

¶ The information contained in the token shall be sufficient for the PEP module to enforce a decision, 
in order to limit external information researches. 

 

2.2.9.2 Quality attributes  

Compliance with standards: XACML v3.0, OAuth 2.0, JWT 
Fault tolerance: minimized dependency on the AAA central server; if it is temporarily unavailable, the PEP 
should still authorize already delivered tokens (for a limited duration) 
Resource-utilization: minimized bandwidth consumption by cutting the PEP-PDP connection link, 
minimized CPU and memory consumption for the PEP to fit in a RCD 
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Integrity/Non-repudiation/Authenticity: token information must be signed by Authentication service, and 
are authenticatable end-to-end. 

2.2.9.3 Technical constraints  

In the resource-constrained context, the PEP module should be deployable on a RCD with 900MHz CPU and 

1GB RAM. 

2.2.9.4 Business constraints 

None. 

2.2.10 Detailed specifications  

2.2.10.1 Introduction  

This specification defines the Fine-grained authorization API, which provides fine-grained authorization 

access to RCD and satellite resources based on defined access control policies. 

The API follows the REST design principles and complies with XACML 3.0. 

Fine-grained authorization enabler is currently being developed. Below is a preliminary API specification of 

the enabler. 

2.2.10.2 Conformance 

An implementation that conforms to this open specification shall implement fully the architecture 

described. 

All the interfaces described are mandatory and must be implemented in order to be compliant with. 

The usage of LDAP as a source of attribute values is optional. 

2.2.10.3 Authorization in resource -constrained devices API specifications 

2.2.10.3.1 AAA API 

The AAA API is compliant with OAuth 2.0 standard API. According to the Client Credentials Grant flow, the 

only interesting OAuth2 endpoint is the token endpoint. Since the client authentication is used as 

authorization grant, no additional authorization request is needed. 

Method Name request_token 

Method 
Definition/Description 

Request the OAuth2 token endpoint in order to get an access token. 

Note that the client must authenticate in any way to call this method. 

Method input attributes 

Name Type Description 

grant_type String aǳǎǘ ōŜ ǎŜǘ ǘƻ άŎƭƛŜƴǘψŎǊŜŘŜƴǘƛŀƭǎέΦ 

Method output attributes 

Name Type Description 

token JWT-encoded JSON 

A JWT-encoded OAuth2 access token, 
containing the following fields: 

¶ access_token: an access token 
identifier 
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¶ token_type: the access token type 

¶ expires_in: the lifetime in seconds of 
the access token 

¶ scope: the scope of the token, 
containing the access rights granted to 
the client. The scope should be defined 
by the PDP, according to the access 
control policy. 

 

2.2.10.3.2 Policy Administration API 

The Policy Administration API is a RESTful HTTP API defined as below: 

Method Name set_policy 

Method 
Definition/Description 

Add a XACML PolicySet. 

Method input attributes 

Name Type Description 

Policy PolicySet A XACML PolicySet 

Method output attributes 

Name Type Description 

policyUID String 

PolicySet unique identifier (PolicySet UID). This 
is the identifier allocated by the Service 
Provider for the PolicySet resource. Note that 
this is different from the XACML PolicySetId in 
at least two ways: 

1. It is allocated by the Service Provider 
whereas the XACML PolicySetId is 
defined by the Service Consumer. 

2. It identifies the XACML PolicySetId 
AND Version. 

In other words, you can have two different 
resources with the same PolicySetId but 
different Versions (therefore different 
PolicySet UIDs). 

 

Method Name get_policy 

Method 
Definition/Description 

Get a deployed XACML PolicySet. 

Method input attributes 

Name Type Description 

policyUID String The PolicySet UID (see set_policy return) 

Method output attributes 
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Name Type Description 

Policy PolicySet 
The XACML PolicySet matching the UID. None 
if no PolicySet match the UID. 

 

Method Name delete_policy 

Method 
Definition/Description 

Delete a deployed XACML PolicySet 

Method input attributes 

Name Type Description 

policyUID String The PolicySet UID (see set_policy return) 

Method output attributes 

Name Type Description 

-- -- -- 

 

2.2.10.3.3 RCD API 

The RCD API exposed by the enabler is a replication of the one exposed by the RCD Service, with in addition 

the expectation of an access token. The way this token is expected strongly depends on the protected RCD 

Service API and must be specific to each one. If the RCD Service is over HTTP, the common way is using an 

additional HTTP header. 

2.2.10.4 Examples 

2.2.10.4.1 AAA API 

2.2.10.4.1.1 request_token 

 

 

 

POST ... /token HTTP/1.1  

Host: server.example.com  

Authorization: Basic czZCaGRSa3F0MzpnWDFmQmF0M2JW  

Content - Type: application/x - www- form - urlencoded  

 

grant_type=client_credentials  

 

HTTP/1.1 200 OK  

Content - Type: application/jwt;charset=UTF - 8 

Cache- Control: no - store  

Pragma: no - cache  

 

eyJhbGciOiJIUzI1NiIsInR5cCI6IkpXVCJ9.eyJhY2Nlc3NfdG9rZW4iOiIyWW90bkZaRkVqcj

F6Q3NpY01XcEFBIiwidG9rZW5fdHlwZSI6ImV4YW1wbGUiLCJleHBpcmVzX2luIjozNjAwLCJle

GFtcGxlX3BhcmFtZXRlciI6ImV4YW1wbGVfdmFsdWUifQ.5lpcvJ8zZnElXY0nsSNC_0AcuMm -

Q0WMgnSxwv8gj5A 
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2.2.10.4.2 Policy Administration API 

2.2.10.4.2.1 set_policy 

 

 

2.2.10.4.2.2 get_policy 

 

 

2.2.10.4.2.3 delete_policy 

 

 

 

2.2.10.5 Authorization in satellite systems  API specifications 

2.2.10.5.1 Define an access control policy 

Add a new XACML policy to the PAP policies repository 

Request: 

¶ Method: POST 

¶ URI: /pap/policy 

¶ Content-type: application/xml 

¶ Body: XACML policy 

Response: 

¶ HTTP status code: 

o 201 when success 

o 400 when error 

¶ Body: None 

 

POST .../policies  HTTP/1.1  

Host: server.example.com  

Content - Type: application/ xml  

 

<PolicySet xmlns="urn:oasis:names:tc:xacml:3.0:core:schema:wd - 17" ... />  

HTTP/1.1 200 OK  

 

GET.../policies/{policyUID}  HTTP/1.1  

Host: server.example.com  

HTTP/1.1 200 OK  

Content - Type: application/xml;charset=UTF - 8 

 

<PolicySet xmlns="urn:oasis:names:tc:xacml:3.0:core:schema:wd - 17" ... />  

DELETE.../policies/{policyUID}  HTTP/1.1  

Host: server.example.com  

HTTP/1.1 200 OK  
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2.2.10.5.2 Retrieve an access control policy 

Get a XACML policy from the PAP policies repository 

Request: 

¶ Method: GET 

¶ URL: /pap/policies/{policyID} 

o Parameter policyID 

Response: 

¶ HTTP status code: 

o 200 when success 

o 404 when not found 

¶ Content-type: application/xml 

¶ Body: XACML policy 

 

2.2.10.5.3 Request resource access 

Request RCD or satellite resource access 

Request: 

¶ Method: POST 

¶ URL: /pdp/authorize 

¶ Authorization: {access token} 

¶ Content-type: application/json 

¶ Body: {"userName":<username>,"action":<action>,"resource":<resource>} 

Response: 

¶ HTTP status code: 

o 200 when allow access 

o 401 when deny access 

¶ Redirects the request to the satellite resource 

 

2.2.11 Re-utilised Technologies/Specifications  

The Fine-grained authorization enabler is based on RESTful design principles. The technologies and 

specifications used in this enabler are: 

¶ RESTful web services 

¶ Java API for RESTful Web Services - JAX-RS 2.0 

¶ HTTP/1.1 

¶ JSON and/or XML data serialization formats 

¶ The Authentication Server relies on OAuth 2.0 standard 

¶ The AAA API can re-use an existing OAuth 2.0 standard implementation 
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¶ In order to manage self-contained tokens, the encoding of the returned token by the 

Authentication Server uses the standard JSON Web Token (JWT) format 

¶ The Policy Decision Point relies on OASIS XACML v3.0 specification and re-utilises FIWARE Access 

Control Generic Enabler as well as the Policy Administration API re-utilises the FIWARE 

Authorization PDP API Specification 

¶ LDAPJIRA issue tracking product 

¶ SVN software versioning and revision control system 

¶ Gitsoftware version control system 

¶ Melody Advance system engineering modelling tool 

¶ Thales Control continuous integration tool based on Jenkins and Sonar 
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2.3 Basic AAA: Open specifications 

2.3.1 Preface 

5G brings a wide range of new requirements to the mobile networks. The AAA algorithms from earlier 

generations will likely remain in a similar form also. This enabler studies potential improvements of AAA 

while assuming most properties are reused from previous generations. 

2.3.2 Status 

The Basic AAA security enabler has no features planned to be released in release 1 (v1), and all features are 

in various states of research at this moment. The trusted interconnect feature is currently in a too 

premature state to be incorporated into this release. Nevertheless, to reflect on the progress of the 

development, a preliminary open specification is presented, to indicate what is expected for release 2. The 

final open specifications, with the features announced, will be delivered in release 2. 

2.3.3 Copyright  

Perfect Forward Secrecy - Copyright © TBD by Ericsson AB 

Copyright © 2015-2017 by 5G-ENSURE Consortium (http://www.5gensure.eu/) 

2.3.4 Legal notice  

The Legal notice that applies to these specifications is given in Annex A. 

2.3.5 Terms and definitions  

 

Authentication, Authorization and Accounting  

Authentication and Key Agreement Protocol that establishes mutual authentication and a 
shared key used for further protection of the 
communication 

Authentication Management Field An input parameter of the AKA' authentication algorithms. 
(in 4 hex digits) 

Access Stratum Mobile Equipment Notation used to indicate that it is a key shared between 
the Access Stratum (MME) and the ME (should really be 
UE as it could be on USIM) 

Authentication Vector Set of quadruplets {XRES,CK,IK,AK} user for mutual 
authentication of network and UE, and for key 
establishment 

Ciphering Key Key used for confidentiality protection of information 

Evolved Packet Core Is a framework for an evolution or migration of the 3GPP 
system to a higher-data-rate, lower-latency, packet-
optimized system that supports, multiple RATs (From 
TR21.905 v13.0.0 [1]) 

Evolved Packet System Is an evolution of the 3G UMTS characterized by higher-
data-rate, lower-latency, packet-optimized system that 
supports multiple RATs. The Evolved Packet System 
comprises the Evolved Packet Core together with the 
evolved radio access network (E-UTRA and E-UTRAN). 
(From TR21.905 v13.0.0 [1]) 

EvolvedUTRA/EvolvedUTRAN Evolved UTRA is an evolution of the 3G UMTS radio-access 
technology/network towards a high-data-rate, low-latency 
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and packet-optimized radio-access technology. 

Home Environment Responsible for overall provision and control of the 
Personal Service Environment of its subscribers (From 
TR21.905 v13.0.0 [1]) 

Hashed Message Authentication Code Integrity check calculated by using hash functions with a 
secret key as input as well as the message. 

Home Subscriber Server Server managing subscription related information 
including keys and functions for producing authentication 
vectors 

Integrity Key Key used for integrity protection of information 

Long Term Evolution Name of the 3GPP project for E-UTRAN, has since been 
adopted as the name for E-UTRAN. Does not include EPS. 

Message Authentication Code A secret key dependent checksum that is used to verify the 
authenticity and integrity of data 

Mobile Equipment The mobile device excluding the USIM/UICC 

Man-In-The-Middle An attack where a man in the middle can establish 
connections with both communicating parties without 
either end point being aware that data is relayed between 
an entity in between. 

Public Land Mobile Network A network that provides communication services 
according to the specifications to mobile users in a 
geographical area 

Serving GPRS Support Node  A node responsible for the delivery of data packets from 
and to the UEs within its geographical service area. Its 
tasks include packet routing and transfer, mobility 
management, logical link management, and authentication 
and charging functions. 

Serving Network The serving network provides the user with access to the 
services of home environment (From TR21.905 v13.0.0 [1]) 

User Equipment  ME+USIM 

Universal Mobile Telecommunications System An umbrella term for the third generation radio 
technologies developed within 3GPP 

Universal Subscriber Identity Module An application residing on the UICC used for accessing 
services provided by mobile networks, which the 
application is able to register on with the appropriate 
security (from TR21.905 v13.0.0 [1]) 

Visitor Location Register A database that contains information about roaming 
subscribers within a locations area. 

 

2.3.6 Overview  

The Basic AAA enabler builds on the assumption that the AAA framework utilized by 4G to a large degree is 

inherited also into 5G. The enabler looks into three areas of new functionality or improvements, namely 

AAA aspects of trusted micro-segmentation in 5G networks; Perfect Forwards Secrecy for the AKA protocol; 

Trusted interconnect and authorization. The features will be described independently in the document. 

AAA aspects of trusted micro-segmentation in 5G networks 

Micro-segments are virtualized, isolated parts of the 5G network, meant to provide customizable security 

to subscribers, which can be hospitals, factories, and Industrial Internet and Internet of Things (IoT) based 
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companies. Micro-segmentation aims to provide a more homogeneous and smaller environment to 

manage by security monitoring. By means of this, better accuracy can be achieved for e.g. anomaly 

detection. The AAA method in micro-segments depends on the needed security level, which is determined 

by the micro-segment subscriber. One possible authentication method could be Extensible Authentication 

Protocol over LAN (EAPoL). 

Perfect Forward Secrecy 

This feature introduces perfect forward secrecy into the AKA protocol to ensure that a compromised key 

does not affect the secrecy of messages protected by other keys established as a result of previous or 

future AKA runs. The aim is to only modify the necessary parts of the current AKA protocol and reuse 

properties, such as mutual authentication.  

2.3.7 Basic concepts 

2.3.7.1 Perfect Forward Secrecy 

Perfect forward secrecy is a property of a protocol which ensures that a key leakage does not compromise 

sessions using successor keys, or future sessions using newly established keys, i.e., only the session 

encrypted/integrity protected with the affected key can be attacked. 

2.3.7.2 UMTS / LTE AKA procedure 

On a high level, AKA works as in Figure 18 

 

Figure 18: AKA procedure 

AUTN is a parameter composed of different fields: AMF, MAC and a sequence number indication (SQN, 

possibly encrypted by an anonymity key AK). The MAC is a Message Authentication Code that protects 

RAND, SQN and AMF from being forged by a 3rd party through the cryptographic functions implemented by 

the USIM as shown in Figure 19. The keys CK and IK are used directly for ciphering /integrity protection in 

3G and are used indirectly for these purposes in 4G/LTE by deriving ciphering/integrity keys from CK and IK. 
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Figure 19: USIM AKA calculations 

2.3.7.3 Diffie -Hellman  key exchange protocol 

The original protocol is based on the multiplicative groups of integers module a prime number p, the 

generator element g is primitive root modulo p. Both parties each randomly generates a secret value, the 

UE generates value x, and the network generates value y. The UE calculates gy (which does not need to be 

kept secret) and sends the result to the network, the network calculates gx and sends to the UE, see Figure 

20. 

 

Figure 20: Diffie-Hellman key exchange procedure 

The UE and the network can then each calculate the shared secret key as k=(gx)y=(gy)x. For an adversary 

with knowledge of gx and gy it is believed difficult to derive gxy. 
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2.3.8 Main interactions  

2.3.8.1 Use cases 

AAA aspects of trusted micro-segmentation in 5G networks 

Once a micro-segment has been created, nodes can be added to the micro-segment. Before adding nodes 

to the micro-segment, they need to be authenticated by the micro-segment AAA entity and subsequently 

authorized to use the micro-segment. As mentioned earlier, the AAA methods in micro-segmentation 

depend on the used application or the requirements of the micro-segmentation subscriber. The AAA 

method is thus fully customizable.  

An example of a new AAA policy could be the setting of more detailed requirements on the authentication 

of users. Also, preventing users or group of users from the use of a micro-segment is another possible 

action. 

Perfect Forward Secrecy 

In this use case, a subscriber and a MNO want to reduce the security effect of any compromised keys 

shared between the subscriber and the operator. Current AKA procedures suffer from the fact that a 

comprompise of the long term keys stored in HSS/USIM can lead to all future, and past messages, sent with 

keys derived from the compromised key can be decrypted. It is proposed that the key agreement protocol 

is updated to use the Diffie-Hellman key exchange protocol instead to ensure that a compromised key only 

affect sessions in which that particular key is used. To prevent man-in-the-middle attacks on the Diffie 

Hellman protocol, the authentication aspects of the AKA procedure are reused. 

2.3.8.2 Components and interaction overview  

AAA aspects of trusted micro-segmentation in 5G networks 

Each micro-segment could have its own AAA entity, but the AAA functionality of a micro-segment should 

not add to the overall complexity. This component would be a virtualized resource or function, i.e., 

Network Function Virtualization (NFV) would be used. It is for further study how to bootstrap the micro-

segment AAA entities. 

Perfect forward secrecy 

The Diffie-Hellman protocols in general requires transportation of parameters that are much larger than the 

parameters of the AKA protocol (RAND, RES, etc). Even if it is possible to increase the number of bits signaled over 

the air interface, it would be desirable to maintain the standardized USIM-ME interface, which implies a bottleneck 

for the size of the protocol parameters which falls below the level where DH offers strong security. RAND is 

currently 128 bits, and to reach a security matching the 128-bit strength of AKA: 

¶ DH parameters of at least 256-bits are need for elliptic curve variants of DH 

¶ around 3000-bits for standard discrete log DH modulo a prime, p 

¶ around 6000-bits for supersingular isogeny DH, out of which it is sufficient to transfer roughly 3000 bits 

(this variant is believed to be quantum computer immune). 

Another aspect to consider is that DH is sensitive to a man-in-the-middle (MITM) attacks, as a result, a mechanism 

to authenticate the DH parameters is necessary.  
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The RAND information element can be used to carry a DH value when sent from the network to UE: RAND = g
x
. The 

result is likely to be substantially larger than the current size of 128-bits. To maintain the USIM-ME interface, we 

propose to ŎƻƳǇǊŜǎǎ w!b5Σ ŜΦƎΦ ōȅ ŎǊȅǇǘƻƎǊŀǇƘƛŎ ƘŀǎƘƛƴƎΥ w!b5Ω Ґ Iόw!b5ύ Ґ IόƎ
x
), where H denotes taking the 

128 LSB of SHA256, i.e., H(x)=TRUNC128-LSB(SHA256(x)). H is applied in the ME, before inputting w!b5Ω ǘƻ ǘƘŜ ¦{LaΦ 

As a consequence, the AKA MAC-ŦƛŜƭŘ ǿƛƭƭ ōŜ ŎƻƳǇǳǘŜŘ ƛƴ ŘŜǇŜƴŘŜƴŎȅ ƻŦ w!b5ΩΣ ōǳǘ ǘƘǊƻǳƎƘ ǘƘŜ ǳǎŜ ƻŦ IΣ ƛǘ ǿƛƭƭ ƛƴ 

effect still be computed in dependency of g
x
. Therefore, the authenticity of the DH value g

x
 is ensured between the 

AuC/HSS and the USIM, which prevents MITM attacks, in particular between the serving network and UE. 

The UE will need to compute a response DH-value of the form g
y
, which is computed from a (pseudo) randomly 

generated value, y, in the UE. Again, to thwart MITM attacks, this value must be authenticated. To this end, 

however, we propose to ǳǎŜ w9{ ŀƴŘ ŀŘŘ ŀ ǎǘŀƴŘŀǊŘ a!/Σ ƛΦŜΦΣ ōȅ ŎƻƳǇǳǘƛƴƎ w9{Ω Ґ a!/όw9{ Σ Ǝ
y
), and thus the UE 

ǊŜǎǇƻƴŘƛƴƎ ǿƛǘƘ w9{ΩΣ Ǝ
y
. It is proposed that the MAC function is based on HMAC. 

Note that the AuC/HSS needs to generate the authentication vectors sent to the serving network accordingly, i.e. 

ŎƻƳǇǳǘŜ ǇŀǊŀƳŜǘŜǊǎΥ w!b5Ω Ґ IόƎ
x
), before inputting it to the f-functions, etc.  

Note: In principle, the HSS does not need to send CK, IK (or keys derived therefrom) to the MME as part of 

Authentication Vectors (AV) since the resulting shared key will be based on g
xy

 which is not known to the HSS at time 

ƻŦ !± ƎŜƴŜǊŀǘƛƻƴΦ IƻǿŜǾŜǊΣ ƛƴ 9t{κ[¢9 ƪŜȅǎ ŀǊŜ άōƻǳƴŘέ ǘƻ ǘƘŜ ŀŎŎŜǎǎ ƴŜǘǿƻǊƪ ǘƘǊƻǳƎƘ ƛƴŎƭǳǎƛƻn of a PLMN 

identifier in the derivation of the KASME key from CK, IK. Since the HSS as noted does not know g
xy

 at the point when 

AVs are generated, a binding to PLMN ID could be achieved by including the PLMN ID in derivation of some further 

key from CK, IK and including that derived key in the AV. 

 
!ƭǎƻ ǘƘŜ aa9 ǿƻǳƭŘ ƴŜŜŘ ǳǇŘŀǘŜǎΣ ƛΦŜΦ ƎƛǾŜƴ ·w9{ ƛƴ ǘƘŜ !± ŦǊƻƳ ǘƘŜ I{{Σ ƛǘ ǿƻǳƭŘ ŎƻƳǇǳǘŜ ·w9{Ω Ґ a!/ό·w9{Σ Ǝ

y
) 

before verifying subscriber authenticity, and it would need to derive KASME as KDF(g
xy

), where KDF denotes the key 

derivation function as defined in TS 33.401 [2] (accompanied by some newly chosen string S). The UE would 

compute KASME similarly. The updated AKA procedure is shown in Figure 21. 

 

 

Figure 21: Adding PFS to the USIM AKA procedure 
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2.3.9 Architectural drivers  

2.3.9.1 High-Level functional requirements 

AAA aspects of trusted micro-segmentation in 5G networks 

In general, the AAA methods of a micro-segment should not add to the complexity of the whole system. 

The authentication protocol of micro-segments depends on the needed security level, which is adjustable. 

For example, if the application or service requires strong authentication, Extensible Authentication Protocol 

over LAN (EAPoL) may be used. 

Micro-segments may support and require particular authentication mechanisms. For example, if the mobile 

device has been authenticated strongly to the mobile network by the use of USIM, it can be authorized to 

use the micro-segment. However, if lighter authentication methods have been used in the mobile network, 

the device may need to be re-authenticated using a stronger or a second-factor mechanism to authorize 

use of the micro-segment. 

Perfect Forward Secrecy 

The AKA procedure shall provide perfect forward secrecy, i.e., a compromised long term keys shall not 

affect keys established during other AKA procedures. 

 

2.3.9.2 Quality attributes  

A product implementing one or several of the features described in enabler should be evaluated 

primarily based on the following quality attributes: 

¶ Security: 

o Confidentiality 

o Integrity 

o Non-repudiation 

o Accountability 

o Authenticity 

¶ Compatibility 

o Co-existence 

o Interoperability 

¶ Performance efficiency 

o Time Behavior 

o Resource Utilization 

2.3.9.3 Technical constraints  

The enabler is scheduled for release 2 and is currently in a research phase, thus there are no known 

technical constraints at this stage. 

2.3.9.4 Business constraints 

No known business constraints. 
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2.3.10 Detailed specifications  

2.3.10.1 Introduction  

In this section, detailed information about the required updates to the 3GPP specifications to implement 

the suggested AAA enhancements are provided. 

2.3.10.2 Conformance 

An implementation to be reported as conformant should comply with the open specifications here stated 

for the enabler. 

2.3.10.3 API specifications 

Perfect Forward Secrecy 

For the interface between the MME and the HSS, i.e., S6a, a new Authentication-Info needs to be defined, 

as documented by TS29.272 [3] 

5G-Vector ::= <AVP header: 14xx 10415> 

[ Item-Number ] 

{ x } 

{ XRES } 

{ AUTN } 

*[AVP] 

In addition, the NAS AUTHENTICATION REQEST message needs to be updated according to Table 3 (see 

TS24.008 v13.5.0 [4] section 9.2.2 for original values).  

  



D3.2 5G-PPP security enablers open specifications (v1.0) 
 

671562 5G-ENSURE 61 
 

 

Table 3: 3GPP TS 24.008: AUTHENTICATION REQUEST message content 

IEI Information element Type/Reference Presence Format Length 

 Mobility management Protocol discriminator M V ½ 

 protocol discriminator TS24.008 section 10.2    

 Skip Indicator Skip Indicator M V ½ 

  TS24.008 section 10.3.1    

 Authentication Request Message type M V 1 

 message type TS24.008 section 10.4    

 Ciphering key sequence Ciphering key sequence M V ½ 

 Number number    

  TS24.008 section 10.5.1.2    

 Spare half octet Spare half octet M V ½ 

  TS24.008 section 10.5.1.8    

NEW Authentication element is 
replaced by: 
gx (Diffie-Hellman parameter 
used for key establishment) 

 M V 32 

20 Authentication Auth. parameter AUTN O TLV 18 

 Parameter AUTN TS24.008 section 10.5.3.1.1    

 

The AUTHENTICATION RESPONSE message can be kept the same, although the content of the 

authentication response parameter (and extension) is derived differently compared to 3G and 4G. 

Note: This feature is backward compatible with USIM, the IMSI cannot indicate whether the ME supports it or not. It is 
ŦƻǊ ŦǳǊǘƘŜǊ ǎǘǳŘȅ ƛŦ ƛǎ ǎƘŀƭƭ ōŜ ƳŀƴŘŀǘŜŘ ŦƻǊ ŀƭƭ рD ŀŎŎŜǎǎŜǎΣ ƻǊ ƛŦ ǿŜ ƴŜŜŘ ǎƻƳŜ άŎƭŀǎǎƳŀǊƪέ ǘƻƻΣ ǘƻ ƛƴŘƛŎŀǘŜ a9 
support. 

 

2.3.11 References 

[1] 3GPP, TR 21.905 Vocabulary for 3GPP Specifications. 

[2]3GPP, TS 33.401 ; 3GPP System Architecture Evolution (SAE);Security architecture; v13.2.0 

[3] 3GPP, TS 29.272; Evolved Packet System (EPS); Mobility Management Entity (MME); Serving GPRS 

Support Node(SGSN) related interaces based on Diameter protocol; v13.5.1. 

[4]3GPP, TS24.008; Mobile radio interface Layer 3 specification; Core Network Protocols; v13.5.0. 
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3 Privacy Enablers  open specifications  

This section contains the open specifications of v1.0 of the two Privacy enablers due at Release 1: the 

Encryption of Long Term Identifiers component from the enabler Privacy Enhanced Identity Protection and 

the enabler Device Identifier(s) Privacy. 

3.1 Privacy Enhanced Identity Protection Enabler Open specifications  

3.1.1 Preface 

This enabler aims to provide protection against ǎǳōǎŎǊƛōŜǊΩǎ ƛŘŜƴǘƛǘȅ ŘƛǎŎƭƻǎǳǊŜ ƛƴ рD ƴŜǘǿƻǊƪǎ ǘƻ 

unauthorized parties. The main goal is to offer stronger protection of user identity than in current 3G and 

4G networks. The fundamental idea behind this enabler can be summarized in several simple concepts: 5G 

true user identities shall not be transferred in clear text over the network; unique dynamic (pseudo) 

random pseudonyms should be used during all normal operations. If a true identity (e.g., the IMSI) has to 

be sent from the UE to the network, it should be sent encrypted. 

The final version of the present enabler will implement the following (full) set of features/components as 

enumerated in D3.1 [2]: Encryption of Long Term Identifiers and Pseudorandom dynamic pseudonyms. The 

present open specification relates only to the first version of the enabler to be released and the feature 

planned for that version, namely: Encryption of long term identifiers. Long term identifiers are also known 

as IMSIs (International Mobile Subscriber Identifiers).    

3.1.2 Status 

The version 1.0 of this component is currently under development.  

3.1.3 Copyright  

Privacy Enhanced Identity Protection - Copyright © 2015-2017 by Telecom Italia S.p.A. 

Copyright © 2015-2017 by 5G-ENSURE Consortium (http://www.5gensure.eu/) 

3.1.4 Legal notice  

The Legal notice that applies to these specifications is given in Annex A. 

3.1.5 Terms and definitions  

 

ABE - Attribute Base 
Encryption 

In aƴ !.9 ǎȅǎǘŜƳΣ ǳǎŜǊǎΩ ƪŜȅǎ ŀƴŘ ciphertexts are labelled with sets of descriptive 
attributes and a particular key can decrypt a particular ciphertext only if there is a match 
between the attributes of the ciphertext and the user's key. 

AKA - Authentication and 
Key-agreement 

The 3rd generation Authentication and Key Agreement mechanism, specified for 
Universal Mobile Telecommunications System (UMTS) in TS33.102. 

EAP - Extensible 
Authentication Protocol 

The Extensible Authentication Protocol Method is defined in RFC 3748. 

EAP-AKA, EAP-!Y!Ω The Extensible Authentication Protocol Authentication Key Agreement method is defined 
in RFC 4187, while EAP-!Y!Ω ƛǎ ŘŜŦƛƴŜŘ ƛƴ RFC 5448. 

EAP-SIM The Extensible Authentication Protocol Method for Global System for Mobile 
Communications (GSM) Subscriber Identity Modules (EAP-SIM) is defined in RFC 4186. 

KP-ABE In a Key Policy ABEcryptosystem, ciphertexts are labelled with sets of attributes and 
private keys are associated with access structures that control which ciphertexts a key is 
able to decrypt. The attributes are specific to each system implementation and enable 
users to selectively share their encrypted data at a fine-grained level. 

 

https://tools.ietf.org/html/rfc4187#ref-TS33.102
https://tools.ietf.org/html/rfc3748


D3.2 5G-PPP security enablers open specifications (v1.0) 
 

671562 5G-ENSURE 63 
 

3.1.6 Overview  

The main end user privacy issues in 5G networks may arise because of the exposure of long term 

identifiers. The main authentication methods/protocols used at present (e.g., AKA, EAP-AKA, EAP-!Y!Ωύ ǊŜƭȅ 

on symmetric key encryption, and there are unavoidable situations where they use the IMSI in order to 

correctly identify the subscriber requesting network connectivity. Therefore, in situations where no shared 

keys are yet available, long time identifiers are exchanged in clear text and are exposed to the whole range 

of IMSI sniffing attacks, and, subsequently to user tracking attacks. Active IMSI catchers can defeat 

subscriber identity protection even after shared keys have been established. For increased user privacy, 5G 

networks should offer security mechanisms able to defeat or totally avoid such exposure. 

Public key-based encryption of long term identifiers is the straightforward protection method in such cases. 

In order to avoid the setting up of a full PKI and the management of millions (if not billions) of 

private/public key pairs (one pair per subscriber), the present enabler proposes the use of a public key-

based encryption algorithm of IMSIs contained in messages sent by the UE to the serving network, for 

example inside LTE Attach Request messages, Identity Response or EAP-Response/Identity messages. In all 

other situations IMSI pseudonyms should be used instead of the long term identifiers.    

An example of a netǿƻǊƪ ŀǊŎƘƛǘŜŎǘǳǊŜ ǿƘŜǊŜ ǘƘŜ ŜƴŀōƭŜǊΩǎ ŎƻƳǇƻƴŜƴǘ ƛǎ ƳŜŀƴǘ ǘƻ ōŜ ƛƴǘŜƎǊŀǘŜŘ ƛǎ 

illustrated in Figure 22. It refers to the access authentication procedure for non-3GPP access to the 5G core 

network. It is based on the use of a modified version of EAP-AKA (RFC 4187) [6] today defined for the EPS 

network in the 3GPP document [8]. The main actors are: 

¶ the UE which possess a valid 5G network subscription, therefore a SIM and the corresponding IMSI 

andimplements  the modified version of  EAP-AKA  as specified herein 

¶ the access point (AP) 

¶ the authentication server (AuS). It comprises a3GPP AAA server which implements the modified 

version of EAP-AKA authentication, as well as the HSS server where the authentication vectors are 

generated for the authentication procedure. 

Fundamentally, the modification of the EAP-AKA (we may call it EAP-AKA-p, where p stays for privacy) 

consists in always encrypting the identifier (the username portion of NAI, see RFC4282, RFC 4187) sent 

inside the EAP-Response/Identity messages (at the UE side) using the proposed cryptographic scheme and 

always decrypting the encrypted identifiers at the authenticating server side with the corresponding private 

key.  It is intrinsic in the scheme that the AAA server should always perform decryption, and afterwards, 

when the plain text identifier is obtained, performs the normal unmodified AKA procedure for the 

subscriber.  

In order for the server to recognize that an encrypted identifier (encrypted IMSI) is used we may employ 

ǘƘŜ ōȅǘŜ ǘƘŀǘ ǇǊŜǇŜƴŘǎ ǘƘŜ ǇŜǊƳŀƴŜƴǘ ǳǎŜǊ ƛŘŜƴǘƛŦƛŜǊ ŘŜǎŎǊƛōŜŘ ƛƴ ά{ŜŎǘƛƻƴ п.1.1.6  Format of the 

tŜǊƳŀƴŜƴǘ ¦ǎŜǊƴŀƳŜέΦ ¢Ƙƛǎ ōȅǘŜ ƛǎ ǎŜǘ ǘƻ άлέ ŦƻǊ ƴƻǊƳŀƭ La{Lǎ ƛƴ 9!t-AKA. 

For example, a permanent username derived from the IMSI 295023820005424 would be encoded as the 

ASCII string  "0295023820005424"  and the EAP server MAY use the leading "0" as a hint to try EAP-AKA as 

the first authentication method during method negotiation, rather than using, for example, EAP-SIM.  For 

EAP-SIa ǘƘƛǎ ōȅǘŜ ƛǎ ǎŜǘ ǘƻ άмέΦ 

https://tools.ietf.org/html/rfc4282
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In order to indicate to the server the use of modified EAP-AKA (we may call it EAP-AKA-p) with an encrypted 

La{L ǿŜ Ŏŀƴ ǳǎŜ ƻǘƘŜǊ ǳƴŀƭƭƻŎŀǘŜŘ ǾŀƭǳŜǎ ŦƻǊ ǘƘƛǎ ōȅǘŜΣ ƭƛƪŜ ŦƻǊ ŜȄŀƳǇƭŜ άнέΦ ¢Ƙƛǎ ǿƛƭƭ ŀƭǿŀȅǎ ƭŜŀŘ ǘƻ ŀƴ 

identifier decryption at server side prior to any other processing. 

The encryption function is deployed on UE, while the decryption function is deployed on AuS. An additional 

system, a trusted authority entity (TA) is required and is responsible with the initialization of the 

cryptographic system and the generation of cryptographic material (the public key, the private keys and the 

attributes and the corresponding access structures required for encryption and decryption). The functions 

will be described in detail in the following sections. 

 

Figure 22: Architecture overview. 

 

3.1.7 Basic concepts 

Public key cryptography can be used in order to avoid sending long term identifiers in clear text over the 

network in situations where the user is not known/authenticated to the network. For example, the user 

equipment UE can encrypt the IMSI with the public key of the network, such as only the authorized 

network entity in possession of the corresponding private key can decrypt the identifier. This setting will 

avoid IMSI sniffing attacks if the attacker does not know the private key. This configuration does not scale 

well when the user changes its location to another network appertaining to a different administration 

domain (e.g., in roaming scenarios), where a different private/public key pair is in place and user has to be 

provisioned again the public key of the network certified by a trusted authority.   
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Attribute Based Encryption is a type of public key based cryptosystem which may enable the encryption of 

data by a single public key and decryption by different secret private keys according to access policies. 

Access policies are expressed as access structures in terms of attributes and can be built in the private 

decryption keys (key-policy ABE [1]) or in the ciphertext (ciphertext-policy ABE [9]). In KP-ABE the attribute 

or the set of attributes is built in the ciphertext and the access policies in private decryption keys of the 

authorized entities. 

The present enabler consists in a cryptographic library that implements the KP-ABE encryption scheme 

described in [1] to encrypt and decrypt a given IMSI. The library also provides the setup and key generation 

functions. 

The algorithms implemented by the library are briefly described below with reference to the components 

illustrated in Figure 24.  

¶ Setup: runs on a trusted authority server TA which is also responsible for the generation of private 
keys to trusted entities (e.g., network elements like authentication servers) based on the user 
access policy. At the cryptographic system initialization time, TA generates a public parameter 
(public key) and a master key. The latter is only known by the TA server.  

¶ Keygen: runs on the TA server. An entity entitled to perform decryption (e.g., a network element 
like an authentication server) requests the provisioning of the decryption key (the private key) by 
presenting an access policy over an attribute or a set of attributes. The randomized key generation 
algorithm takes as input the public parameters (public key), the master  key  and  the access policy. 
Lǘ ƻǳǘǇǳǘǎ ǘƘŜ ŀǳǘƘŜƴǘƛŎŀǘƛƻƴ ǎŜǊǾŜǊΩǎ ǇǊƛǾŀǘŜ ƪŜȅ ǿƘƛŎƘ ƛǎ ŀōƭŜ ǘƻ ŘŜŎǊȅǇǘ ŀƭƭ La{Lǎ ŜƴŎǊȅǇǘŜŘ ǳƴŘŜǊ 
the attributes that satisfy the access policy. 

¶ Encryption: runs on the client components, e.g., on the UE devices. The randomized encryption 
algorithm takes as input the user identity (i.e., the IMSI) to be encrypted, an attribute or set of 
attributes, and the public key. It outputs the ciphertext, i.e., the encrypted IMSI. In this way only 
the authentication servers which have the decrypted key generated with the correct access policy 
(that matches  the encryption attributes) will be able to decrypt the ciphertext. 

¶ Decryption: the decryption algorithm runs on an authorized network element (i.e., the 
authentication server). It takes as input the ciphertext, which was encrypted under the set of 
attributes, the public key parameter and the private key for access control. The output is the IMSI 
in clear text if the attributes included in the ciphertext satisfy the access policy. 
 

The present enabler will provide a C library (libkpabe ) containing all the functions required to perform all 

the cryptographic operations described above. The library is developed by making use of some 

mathematics and cryptographic libraries that implement basic functionalities required by ABE systems.  

3.1.8 Main interactions  

3.1.8.1 Use cases 

The use case chosen for the implementation of the current enabler refers to a non-3GPP access network 

which uses the EAP-SIM/EAP-AKA authentication protocol.  

To complete the authentication, the UE sends an EAP Response/Identity message. The UE send its identity 

complying with Network Access Identifier (NAI) format specified in [5]. NAI contains either a pseudonym 

allocated to the UE in a previous run of the authentication procedure or, in the case of first authentication, 

the IMSI. In this case the IMSI or NAI is encrypted with the encryption function of the enabler.  
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Figure 23: Use case architecture. 

The IMSI is encrypted on the client using the kpabe_imsi_encryption()  function from the libkpabe  

library. Specifically, the encryption function is integrated in the wpa_supplicant (see Figure 23) that is the 

component residing on the client side that implements the EAP-AKA/SIM authentication protocol. 

The IMSI is decrypted by the authentication server (AuS in Figure 23) using the kpabe_imsi_decryption() 

function from the libkpabe library. 

All cryptographic material (the public key and all authorized private keys) is provided by TA using the 

functions kpabe_sys_setup()  (run only once) and kpabe_entity_keygen()  (run all times a private key is 

required). These are also functions implemented in the libkpabe library.  

A use case diagram is provided in Figure 24. The main actors which use the system are the network 

administrator and the normal network user. The network administrator runs the Setup and Keygen 

algorithms on TA and provides the private key and the access policy to AuS and the public key to the 

network user together with the access network attribute(s).  The user, who has a valid subscription and 

therefore a SIM and the corresponding IMSI; saves the public key and the attribute and issues the network 

connection requests for which EAP-SIM authentication is required. The KP-ABE algorithms are implemented 

ƻƴ ǘƘŜ ǳǎŜǊΩǎ ŘŜǾƛŎŜ όǿǇŀψǎǳǇǇƭƛŎŀƴǘύ ŀƴŘ !ǳ{Σ ǘƘŜǊŜŦƻǊŜ ŘǳǊƛƴƎ ǘƘŜ 9!t-SIM authentication exchange the 

long term identity of the user is transferred encrypted.  
























































































































































































































































