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D3.25GPPP security enablers open specifications (v1.0)

Executive summary

This document describes thepen specifications 065G Security enablerslanned to compose the first
software release(i.e. v1.0) of 5GENSURE Projedue in September 2016 (M11)TheSy | 6 f SNA Q
specificatiors are presented per security areas in scope of the project namely Authentication,
Authorization and AccountingA@A, Privacy, Trust, Security Mitoring, and Network management &
virtualisation isolation. For each of these categories the open specificaticaisarfablers plannedh the
project's Technical Roadmap for v1&nd having featuredor v1.0 are detailed followingthe same
template. Overall this deliverablepaves the way towardsthe developmentand demonstratiorof the first
set of 5GENSURE security enabless planned for v1.0 ithe projects Technical Roadmap (i.e. D3.1). It is
also a valuableinput to both works on the 5G Security architecture and 5G Security lesf sinceit
provides the details regarding securityenablersnecessary in order to understand theirappng to 5G
security architectural componentss well as their integratioriesting, demonstration, anéssessient on
the 5G securityestbed.
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Foreword

5GENSURE belongs to the first group offttitled projects which collaboratively develop 5G under the
umbrella of the 5G Infrastructure Public Private PartnershipPB®) in the Horizon 2020 Programme. The
overall goal of 5ENSURE is to deliver g&gic impact across technology and business enablement,
standardisation and vision for a secure, resilient and viable 5G network. The project covers research &
innovation - from technical solutions (5G security architecture and testbed with 5G securitylersa to
YIEN]SG GFEtARFGAZ2Y |y Rspanning YaBoki2appRcStiNddomams/ 31 3 SY Sy i

Deliverable D3.2 follows deliverable D3.1-BBP security enablers Technical Roadmap (early vision) that
has delivered an early description of 5G security éer@brequested to achieve 5G security vision as
illustrated in deliverable D2.1 on Use Cases.

Whereas objective of D3.1 was mainly focusing on highlighting 5G Security enablers requested (in terms of
their high level product vision) and their scheduling between release one and the next release, D3.2 clearly
focuses on providing the open specificaits of enablerplanned to be software released (through their
planned features) for the first release (i.e. v1.0 dud111).

As suchD3.2 detailghe open specifications of each of the enablersoatfeaturesare planned forthe
first software releas¢v1.0).

The 5 b { ! w9 &SOdzNAiGe Syl oft SNAQ 2Ly ALISOATFTAOFIGAZ2YaA
legal notice in Annex) in order to enable anyone interested to come dpA (i K A Gonpligh® y  a
implementation.

D32wil 6S F2ff2¢6SR 08 RSHtAIENDINBISH 0Ol WipDNBR a2Fi g
RSt AOSNI of St 5p90dzNIp D Sy | 6t Sdi@botiRa? Mdz¥hét éré respacivgly 60 Om ¢
devoted toa software release of the 5G Security enablers v1i wieir planned features (i.e. reference
implementations following open specificationand their accompanying documentatiore.¢ installation

and administration guide, user grogrammer guideunit testing plan)

This deliverable ialsoan importantinput to other technical Work packagef the projectto feedinto their
work. Especially WP2 for whabncerns theon-going work on 5G security architecturesince enablers
specifiedin D3.2would form some of themain building blocksof this architecture put also WP4as it is
responsible for the instigation @ 5G security testbed wheredke enablersa&nbe hosted and assessed.

Disclaimer

O

CKS AYTF2NXIGA2Yy Ay (KA& R20dzyYSyid A& LINRPJGARSR WI
informationis fit for any particular purpose.

The EC flag in this deliverable is owned by the European Commission and the 5G PPP logo is owned by the
5G PPP initiative. The use of the flag and tePPP logo reflects that #NSUREeceives funding from

the EuropearCommission, integrated in its 5G PPP initiative. Apart from this, the European Commission or
the 5G PPP initiative have no responsibility for the content.

Copyright notice

© 2015-2017 5GENSURE Consortium
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Abbreviations
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3" Generation Partnership Project

AAA Authentication, Authorization and Accounting
AKA Authentication and Key Agreement
AMF Authentication Management Field
API Application Programming Interface
ASME | Access Stratum Mobile Equipment
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AVP Attribute-Value Pair
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BYOI Bringyour-own-identity
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EPS Evolved Packet System

GBA Generic Bootstrapping Architecture
GUSS | GBA User Security Settings

HE Home Environment

HLR Home Location Register

HMAC | HashedMessage Authentication Code
HSS Home Subscriber Server

IDS Intrusion Detection System

IK Integrity Key

loT Internet-of-Things

IPS Intrusion Protection System

JSON | JavaScript Object Notation
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MAC Message Authentication Code

ME Mobile Equipment

MITM Man-In-TheMiddle

MME Mobility Management Entity

MTC MachineType Communication

NAF Network Application Function

PFS Perfect Forward Secrecy

PLMN | Public Land Mobile Network

RAND | Randonbit string

RES Response

SDN Software Defined Network

SGSN | Serving GPRS Support Node

SIEM Security Information and Event inagement
SN Serving Network

UE User Equipment

eUICC | Enmbedded Universal Integrated Circuit Card
uUiCC Universal Integrated Circuit Card
UMTS | Universal Mobile Telecommunications System
USIM Universal Subscriber Identity Module
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VGBA | Vertical GBA
VLR Visitor Location Register
XRES | Expected User Response
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1 Introduction

This document describes thapen specifications of 5G Security enablers planned¢ampose the first
software releasqi.e. v1.0) of 5S&ENSURE Project dire September 2016 (M11). As such this document
mainly focuses on enableidentified in the project's Technical Roadmap (D3.1) and having features for
v1.0.As for enablers planned for v1.0 but with no featyanned the open specifications would be given

in the context ofthe next release of tis deliverable with the exception ahe Basic AAA enablerhgre
open specs were assessed as good enough to be here repdrt€kdS Syl of SNEQ 2 LISy
presented peisecurityareas in scope of the project, namely: Authentication, Authorization and Accounting
(AAA), Privacy, Trust, Security Monitoriaggd Networkmanagement & virtualisation isolation. For each of
these categories the open specificationsté enablers plannedn the Technical Roadmap for v1.0 and
having featuregor v1.0are detailed following same template.

The table below summarizabe 5GENSURE technical roadmap for R1 (or vdsOylescribed in D3.1t
shows the 5G security enablers in scope providing their (code) nameategory to which they belong to
(i.e. AAA, Privacy, Trust, Security Monitoring, Network management & Vadtiah isolation)as well as

the features planned fotheir 1* software releaseThe enablers for R1 (v1.0) and having features are those
whose open specifications are given in this deliverabith the exception of basic AAA whose early open
specificaion isalso here provided.

Tablel: 5GENSURE Technical Roadmap for R1

Category 5GENSURE security enablers Features planned for 1st sw release (R1)

AAA Basic AAA enabler A prestudy is required in the time frame
R1, however, due to lack of resources,
implementation is not feasible for the san
release. Prototyping can potentially be do

for R2.
Internet of things (l1oT) Group authentication
Finegrained Authorization Basic Authorization in Satellite systems

Basic distributed authorization Enforceme
for RCDs

Federative authentication an({ none
identification enabler

Privacy Privacy Enhanced Identity Protectiof Encryption of Long Term IdentifierdMSI
publickey based encryption
Endto-end encryption none
Device identifier(s) privacy Enhanced privacy for network attachme
protocols
SIMbased anonymization none
Privacy policy analysis none
Trust Trust BuildeT 5G Asset model

% The features planned for this enabler in R1 have changed. Please see the status section of the Trust Builder

specification for more information.
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Category 5GENSURE security enablers Features planned for 1st sw release (R1)

5G Threat knowledgebasel

Trust Metric Enabler Trust metricbased network domain securit
policy management
VNF Certification VNF Trustworthiness Evaluation
Security Monitoring System Security State Repository | Deployment model ontology

Security Monitor for 5G Micro| Complex Event Processing Framewddc
Segments Security Monitoring and Inferencing

Satellite Network Monitoring Pseudo reatime monitoring

Threat detection

Generic Collector Interface Log and Event Processing
Proactive Security Analysis al 5G specific vulnerability schema
Remediation

5G specific vulnerability schem
implementation

PulSAR interface with Generic Collector

first study of a scenario based thre
management

Network management & Anti-Fingerprinting ControllerSwitchinteraction Imitator
virtualization isolation
This enabler has already been developed

evaluated. See theechnical report publicly
available at http://arxiv.org/abs/1512.06585
which has been accepted faublication at
the IEEE Transactions on Forensics

Information Securit). Its opespecification ig
not included in this deliverable, since

further evaluation of its features is planned

R1.
Access Control Mechanisms Southbound Reference Monitor
Componentlinteraction Audits Basic OpenFlow Compliance Checker
Bootstrapping Trust Integrity Attestation of Virtual Networl
Components
Micro Segmentation Dynamic Arrangement of MicfBegments

Eachof the enable& QpenSpecificationencompasses snge of information including,amongst others
the description ofthe enabler (e.g. scope, behaviour and intended use), definition of termess$istthe
understanding of the specification, legal notice that applies, architectural sketch degictimgonents and
their main interactions, preliminargdescriptionof the API thathe enabler will supportvhen it appliesto
the description of norfunctional features
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This document is organized as follows:

Sectionl is a general introduction.

Section? is devoted to the AAgategoryof enablers.

Section 3 is devoted to Privacstegoryof enablers.

Section 4 is devoted to Trusategoryof enablers.

Section 5 is devoted to Security monitoricategoryof enablers.

Section 6 is devoted to Network Management & Virtualizatiategoryof enablers.
Section?7 concludes the documentvhile References are provided at the end

=A =4 =4 =8 -8 -8 9

The categorydescriptions of Sections@ providethe open specification of each of the enablers planned to
be software released for v1, this in accordance with features as per Technical Roadmap

Overall this deliverable paves the way towartise development ofthe first set of 5GENSURE security
enablers as planned for v1.0time projects Technical Roadmap (i.e. D3.1). It is @s@luableénput to both
work on 5G Security architecture and 5G Secugstbed sinceit provides all the details regardinghe
security enablersecessary for their subsequentappngto 5G security architectural componentss well
as for theirtesting/demonstraion/assesment on the testbed.

2 AAA Security Enablers open specifications

2.1 Internet -of-Things: Open specifications

2.1.1 Preface

Internet-of-things (loT) is expected to be assentialuse case and business area in 5G. This security
enabler provides important new features, with their specification, to the existig\ protocol that is
directly aimed at enablintpT.

The main feature in this enabler iset groupbased authentication [ which is planned for release 1. The
development of all features, including those for release 2 of the enabler, has begun, nantiegntication

of USIMIess devices; authentication support for BYOI; vertical @Bé\groupbased authentication. These
features are introduced in the Overview, Basic Concepts and Main interactions. The main feature, group
based authentication, is explad in detail.

Moreover, the open specification introduces an additional feature, vertiGaneric Bootstrapping
Architecture (GBAWhich was not part of the 58PP securit$ y | 6 teéiNd@al@oadmap (early vision).
This feature has been added to suppeadditional requirements coming from the use case 3.2 from
deliverable D2.1.

2.1.2 Status
The 10T enabler is currently under development. The API and detailed open specification below are only
given in view of the feature in scope of release 1.
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The group autherit OF GA2Y Syl o6t SNJ AyOtdzZRSa |y AyAGAFf LINRLR
additions and modifications of the information elements. The specification of specific functions is
preliminary.

2.1.3 Copyright
Group based authenticationCopyright © 205-2017 by SICS Swedish ICT AB

Authentication of USIMess devicesCopyright © TBD by Ericsson AB
Authentication support for BY®GCopyright © TBD by Ericsson AB

Vertical GBA Copyright © TBD by LMF

Copyright © 2018017 by 5&ENSURE Consortium (httputvw.5gensure.eu/)

2.1.4 Legal notice
The Legal notice that applies tioese specifications is given in Annex A.

2.1.5 Terms and definitions

A group is formed by one or more members that share similar features. Examples of common features
include members that do the s@e task, members located in the same geographical area, or members
belonging to the same owner. A group may also share a macro feature that is derived by a combination of
single features.

An inverted hash tre¢l] is a data structure in which a node is linkedat most two successors (children),
and the value of each node is computed usingraify of hash functionky. The value of the root is given,

while the value associated with any other node is derived ftoemhash value of its pareriFigure 1). Since
two siblings use two different hash functions, they get two different hash values. In particular, we consider

two hash functionéwoand h1’ and recursively assign the value of eaduianij located ati™ position andjth

level as follows.
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‘ No1=hy(Ngo) ‘ Ny1=hy(Ngo)
‘ No=hp(Ngy) ‘ Ny =hy(Nyy) ‘ Ny=hy(N1) ‘ Ng=hy(ny,)

Figurel: Example of an inverted hash tree of level 2

2.1.6 Overview

The loT Enabler consists fafur main features: support for authenticatingSIMless devices; enabling
authentication based on '8 party identities, i.e. bringgourrown-identity (BYOI);vertical GBA;and
introduced support for growbased authentication, aimed at resource consteamevices.As mentioned
above, allfeatures will beintroduced in the first chapters, while grotdyased authentication will be
described irdetail, as it is scheduled for release 1.

An important aspect of 10T, in the context of 5G, is to be able to useU8IMSIM based authentication
schemes in a 3GPP network. The featanthentication of USIMessdeviceslooks into the adaptions to

the AAA framework needed to introduce such a features in the authentication schemes in a 3GPP network,
including aspects of ideifying which algorithm to use in the AKA as well as which AAA server to contact.

A similar adaption to authentication in 5G, with the expected boom of devicet)eiggroup-based
authenticationfeature, whichintroduces an extension of the current EREA, mainly aimed at resource
constraired devices.The goal of the groupased AKA protocol is to make it more suitable for massive
deployment scenarios by reducitige signaling betweethe serving and home network

Thirdly, thevertical Generic Bootstrapmg Architecture (GBAgature optimizes the use of GRAGPP TS
33.220)for resource constrained devices by having the device implicitly perform the GBA bootstrapping
during authentication to the network, in the network attach. Thus, the device doehan to perform the

HTTP Digest AKA negotiation with the BSF to bootstrap its GBA credentials. Once attached to the 3GPP core
the device carse-up a secure connection, e.g. perform GBA based HTTP Digest authentication, to a NAF
without additional signalig to the BSF. The solution is called vertical GBA (vGBA) as the keys generated
during AKA are resed at different layers in the stack. The solution is descrilmdg the nodes oG
networks,as 5G netwdt nodes are yet to be specified.

2 A0K pDMRAI GSELIFOBSNIAOSE | LIINBFOKE GKS L2¢ Syl of SN
organization to reuse an existing AAA infrastructure to authorize 5G access via a MNO. The access stratum
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may be provided by either the MNO or the organization ftseis however assumed that the organization

is unable, or find it undesirable, to provide a full core network. From a high level, the setup is technically
similar to a Mobile Virtual Network Operator (MVNO) providing networks services via a MNOs network
However, from a trust perspective, it introduces entirely new aspects as the organization may not abide by
the same rules and regulations as classical operator. It is thus possible that the organization may need to
adopt to additional regulatory framewks, but this is outside the technical scope of the enabler. A new
entity, the Industrial Automation Control (IAC), which is functionally similar to an MME, is introduced in the
operator network in order for the operator to distinguish between roaming agreets with other MNOs

and other external organizations.

2.1.7 Basic concepts
Relevant LTE/EPS signaling entities and interfaces during roaming

The interfaces between a UE and the eNB is denoted Uu, the interface betameeNB and a MME is
denoted SIMME. The iterface between the MME and the HSS is denoted S6a. In a classical roaming
scenario, the MME and eNB are provided by a visited network, the MME will request authentication data
from the HSS located in the home network of the subscriber.

S6a SEMME Uu
: MME : eNB : UE

HSS

Home network Visited network

Figure2: Signalling entities and interfaces during roaming
The authentication vector on the S6a reference point

When a UE attaches to the 3GPP core network it performs the AKA exchange for mutual authentication and
key agreement with the network. The AKA is performed between the UE and the MME, which fetches
authentication vectors (AV) from the HSS over the S6aernée point.

Generic Bootstrapping Architecture

GBA is a way of using the 3GPP subscription credentials for authenticating the UE and getting keys to a
service (Network Application Function, NAF). To achieve this, the UE first bootstraps with the Bputgtra

Server Function (BSF), a bootstrapping entity in the 3GPP core, using the 3GPP credentials and the HTTP
Digest AKA protocol. The BSF fetches AVs from the HSS over the Zh reference point, in a similar way as the
MME over the S6a reference point. Afteootstrapping, the UE can, e.g. using HTTP Digest, authenticate to

the service (NAF) based on the bootstrapping context with the BSF. The BSF provides the NAF with a service
specific key that the NAF can use for authentication of the UE and securingrfadimmunication of the

session.
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GroupbasedAKA

The functional goal of a grodpased AKA protocol is to authenticate a group of devices efficiently,
minimizing the cost of repeated message exchanges and communication delays. More specifically; a group
based AKA protocol aims to reduce the signalling between the mobility management entity (MME) and
home subscriber server (HSS) when a large group of matfperecommunication (MTC) devices with
similar features requires network access simultaneously.

2.1.8 Main interactions

2.1.8.1 Use cases

A 5G PLMN is expected to support a much wider range of devices than previous generations. Additionally,
slicing technology will also enable compartmentalization of devices that could potentially be classified into
different security categories. It is expged that the USIM is unsuitable for certain categories, e.g. loT and
resourceconstrained devices, which will be addressed by dbéhentication of USIMess devicefeature

that looks into the integration of notSIM based AKA procedure into the 5G system

Similarly, grougbased authentication aims to increase the capacity for massive deployments of MTC
devices in 5G. At large events, e.g. sporting events, we envision that 5G connected sensors and tracking
devices will be deployed at a massive scale. Weske that the existing ERSKA is not sufficiently efficient

to handle the massive simultaneous authentication requests that these devices will incur. This is especially
important in the case of device subscriptions in a roaming setup. With the drvas@ authentication
approach, the signalling between the MTC devices and their HSS are significantly reduced, enabling the
serving network to handle almost all of the signalling independently from the home network, and reducing
the latency drastically.

The MT is preconfigured with the necessary group terms, such as the group ID. Ttenfigriration can
be performed via nofBGPP access. The identity of the MTC is stored in the USIM, fulfilling the
requirements of securing the identities against attacks saghbloning.

We imagine that the configuration of the groups will be performed using an application programming
interface (API) to access the network. It allows for an automated approach for submitting the MTC
identities that should belong to the specificogp.

To further enhance 5G for resourcenstrained devices, the enabler will introduce vertical GBA. The basic

use case for vertical GBA is that a constrained UE wishes to use some GBA enabled service(s). Constrained
devices are in many cases constraimsgecially regarding power supply and might be operating solely on
battery power. To optimize the performance of these types of devices, reducing the amount of signalling
required by the device is an important step for improving the lifetime of the dew¢ith vGBA, the UE

does not have to perform an explicit GBA bootstrapping with the BSF, thus using vGBA reduces the amount
of signalling needed for authentication to GBA enabled services (NAFs), using tgenprated GBA
credentials.

Finally, he use ase for BYOI is to attract enterprises that already have a deployed AAA infrastructure to
use 5G. By establishing a contract with a MNO, the enterprise can allow their devices to perform roaming
and utilize other aspects of a PLMNO
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2.1.8.2 Components and interaction overview
Authentication ofnon-USIM basedlevices

NonUSIM based AKA procedures will impact the AKA protocol as well as the identification protocols
utilized by the current 3GPP standards, e.g., in a certificate public key pair based authenticaéontbgs
standard IMSI may not necessarily be an identifier that is used to identify the subscription.

Séy SIMME Uu
Enterprise AAA i IAC I eNB I UE

Figure3: Network deployment considered for notSIM based devices

In the considered solution, it is assumed that there will be no support for negotiation of authentication
methods, the subscription will be associated with an identifier that maps uniquely to a provided ID. The ID
provider may either be the MNO, that utilize HB6AKA procedures, or an enterprise that has deployed an
Enterprise AAA for the AKA procedures. It is also assumed that the identifier uniquely determines the AKA
protocols to be used. A UE may support several AKA protocols and multiple ID providelsth.tpwards

a HSS and an Enterprise AAA. In such a situation it is assumed that the UE selects which AKA protocol to
use, e.g., based on the selected slice ID.

Authentication support for BYOI

As illustrated by the uses cases 1.2 and 1.2]indjfferent levels of enterprise network deployment can be
imagined. In all cases, the enterprise is assumed to operate its own AAA. In some scenarios, the
organization own and operate their own base stations. However, this is similar to the Home eNodeBs
already spported in LTE/EPS and should, as such, not introduce new aspects, beyond the currently defined
Home eNB technical solutions. The deployment considered is summarized in figure 4.

Enterprise MNO
S& .
Enterprise AAA i i IAC
.\ T SHAC
Uu
UE : : eNB

Figure4: Network deployment where Enterprise operates an AAA

The main difference compared to classical roaming, is that the IAC may require some form of security
assurance from the UE and Enterprise AAA during the AKA proceldisreotild be in the form of a remote
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attestation procedure, where the device attests to its current security state; or could just be a classification
of the security level of the algorithms used that can be used to assess which slice the UE is allowed to
utilize. Alternatively or in addition, a contractual agreement (with liabilities) between the MNO and the
Enterprise could stipulate requirements on secure storage/processing of the credentials in the UE.

Vertical GBA

UE MME BSF HSS

Attach request (IMSI) Authentication information request (IMSI)

Generate AV
IMSI, AV’

Generate bootstrapping context | >

Authentication inforgnation answer (AV)

Authentication request (Challenge)

Answer challenge
(__"Generate bootstrapping context™>

Authentication response (Response)

Figure5: vGBA bootstrapping during AKA
Figure 5shows the modified AKA flow when vGBA is used. During AKA the UE generates the GBA
0220aGNF LILIAY I O2yGSEG FYR aa20A1 GSR ONBRSyYyiGAl fad
which is used by the BSF fggneratng the corresponding bootstrapping contetd match a successful GBA
bootstrapping eneresult.
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Group-based authentication

(Case A: Non-derivable MT( keys

MTC MME HSS

Attach request

GID, PATH, NONCE

Auth. data reg.

GID, PATH, NONCE, 5Ny

Generate

AV

Auth. data resp.

RAND, XRES, Kaume, AUTN
GKj;. CH;;, GID, PATH, IMSI

Auth. request

SNip, RAND, AUTN

Verify
AUTN
Auth. response
RES
Compute Verify
Kasne RES
ET— T E— (-]

Figure6: The message sequence chart of greb@sed authentication when the MME cannot derive theys for the MTC

The underlying idea of the proposed grebpsed AKA is to associate each Mi€Gceto a value of the leaf
node of an inverted hash tree. The tree is generated by the, MBEBhreveal a subroot node to the MME

so that it can authenticat the (sub)group of all MTC descendants. This allows the HSS to control the trade
off between security and efficiency dynamicalidditionally, no shared credentials exist in the group.

Two cases can be distinguished in the proposed protocol: CasavAicimthe MME cannot derive the keys
for the MTC without signalling with the HSS; Case B, in which the MME can derive such keys.

Case AFigure 6 provides an overview of the initldtach Requestrom an MTC device for a specific group,
thus requiring theMME to retrieve the group elements from the HSS. The protocol follows the message
exchange as specified for ERKA, with additional terms included for the grebpsed authentication,
which are addressed for the MME.

The MTC initiates the protocol by issg the Attach Requestcontaining the additional terms necessary to
specify the group it belongs to, and its position in the inverted hash tree. If the MME is unable to derive
keys associated with the MTC device (e.g. the request sent by the first MTC of a specific greqipégsis
authentication vectors from the HSS viafAmhentication Data Request
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The HSS will verify that the group id and path is valid and generates and send the authentication vector,
including the new terms intended for the MME to enable grdagsed athentication for future attach
requests. Specifically, the HSS decides whichr@oibnode of the inverted hash tree is sent to the MME.

After receiving theAuthentication Data Respondeom the HSS, the MME will continue the message
exchange as specifiad EPSAKA. The MME will be able to derive keys for future authentication requests,
based on the additional terms provided in the authentication data response from theTH&3s covered

by Case B.

Shall an MTC device crash during the protocol run ritreattempt the authentication procedure using the
classic AKA procedure.

Case B: Derivable MTC keys
MTC MME

Attach request
GID, PATH, NONCE

Auth. request derivable

SNip, CHure, AUTR

Verify
AUTp

Auth. response derivable

RESp

Com- Verify
pute RESp

Kaﬁme:l.l
e J—

Figure7: The message sequence chartgyrbup-based authenticationvhen the MME can derive the keys for the MTC

Case BFigure 7 provides an overview diet succeeding AKA protocol runs for the same group. The MME
has stored the necessary terms from the Authentication Data Response as in Figure 6, and can derive keys
for the remaining MTC devices. The protocol is executed solely within the serving newithibt the

need to interact with the HSS of the group members home network.

2.1.9 Architectural drivers
In the following chapters, the specification will solely cover the release 1 feature of the enabler; group
based authentication.
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2.1.9.1 HighLevel functionakequirements

Themain goal of thegroupbased authentication extensias to make the ERSKA protocol more suitable

for massive deployment scenarios. This is achieved by removing the existirigcbrrelation between the

number of MTC devigeandthe number of messages in the authentication signaling to the HSS, located in
0KS &dzodONAOGSNRa K2YS SnedidydRabiSywatridute! IANR dzLJ OFy o685

The group(s) are defined in the HSS, thus in this release the members of a group must be subscribers of the
same (virtual) operator, as the HSS must know the individual identity of dachdeviceAdditiondly, the

feature requiresprovisioning of the grop ID, the assigned path of the binary tresnd the obfuscated

value given to each MTC. The provisioning proceduoait of scoperithe current release.

With a configured group in the HSS, only the first authentication request, independent of thd kiXGa
devicethat requests it, is sent to the HSS. The HSS will thereafter send the nedesseato the MME to
enable grougbased authentication for the succeeding authentication requests.

The groupbased authentication feature requiresumiversal inegrated circuitcard JICC ofe)UICEbased
authentication in this release to provide a strong identification of MEC deviceTo prevent cloning of
shared credentials, the feature is built with independent secrets for #4€IC deviceconfigured by the

HSS. Furthermore, the feature provides properties of perfect forward secrecy (PFS) to prohibit future, or
past, members of a group of being able to decipher data exchanged when theyatguart of the specific
group. The feature is compliant with lawfiaterception requirements since all members of a group can be
uniquely identified.

2.1.9.2 Quality attributes
A product implementing one or severalf ehe features described irenable should be evaluated
primarily based on the followinguality attributes:

*Security:

Confidentiality
Integrity
Non-repudiation
Accountability
Authenticity

= =4 =4 4 =4

*Compatibilty:

1 Coexistence
1 Interoperability

2.1.9.3 Technical constraints

Since the group is cdigured in the HSS, all members in a specific group must haubszriptionfrom the

same HS3-urthermore, the key provisioning for eabliTC devicehat shouldbe part ofa group is out of
scope for this release, hence it must be preconfigured manually at this stage of reskdddonally, the
API access for configuring the group(sjie core network is out of scope.

2.1.9.4 Business constraints
No known business constraint exists.
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2.1.10 Detailed specifications

2.1.10.1 Introduction
In this section, key concepts regarding the grdngsed authentication protocol and theew terms used
are introduced.

The proposed groughased extension to the AKA protocol use the same cryptographic primitives that
already exist in EP&KA, e.g. hash and MAC functions, no new primitives are added. However, new terms
are introduced in the protocol toupport this feature, se@able2.

In the message exchange between the MTC device and MME, the initial message of the protocol is the
Attach RequestDepending on whether the MME has earlier authenticated an MTC of the same group as
the Attack Requesbr not, the second run of the protocol may differ. In Case A (see Figure 6), the MME
contacts the HSS to retrieve the necessary information. The respdmsn the HSS, namely the
authentication vector, is returned to the MME as specified in-ERS&, however with additional elements

for groupbased authentication support. The new elements are stored in the MME.

In Case B (see Figure 7), the MME does netlrie contact the HSS to authenticate the MTC.

Term Description
GID Group identifier
PATH The path assigned to the MTC. Each MTC is assigned wit

same path in both trees.

NONCE Random number

GKij The (sub)group key assigned to Iiﬁeof GK tree atth level.

CHij The challenge key assigned to iﬁeof CH tree atth level.

GKuTC The key associated to the MTC. It is the hash value of the
of the GK tree at PATH.

CHvTC The challenge kegssociated the MTC. It is the hash value
the leaf of the CH tree at PATH.

OoMTC The obfuscated value that hides the key associated to the

AUTH The authentication parameter in the group authentication

REH The response parameter in the groapthentication

KasmeD The session key generated in the group authentication

Table2: New terms introduced by the groufpased authentication protocol
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2.1.10.2 Conformance
An implementation to be reported as conformant should comply wite bpen specifications here stated
for the enabler.

2.1.10.3 API specifications

The groupbased authentication protocol will introduce functionality adjustments, modifications as well as
new content in the EPS that will need specification. A Hégkl descriptionof the new aspects and
elements introduced in the main entities which perform AKA will be presented first, thereafter the
modifications to the AKA signaling will be presented.

2.1.10.3.1 New functions, messages and commands
In this section the new functions, message®l USIM commands are introduced in the UE, MME and HSS
respectively.

2.1.10.3.1.1UE, USIM application & UIG@mmands

The USIM application is responsible for interaction between the mobile equipment (ME) and the Universal
Integrated Circuit Card (UICC). The ME and USIM combined is denoted user equipment (UE). The UICC is
responsible for storing security critical data. Tgreup-based authentication protocol introduces four new
elements, which must be supported by the USIM application with regards to the secure storage in the UICC.
The purpose of these elements is defined able2.

GID
PATH
NONCE

=A = =4 =4

OmTC

Additionally, the UE must support new commands in order to perform the gbaged authentication
protocol.

1 Akey derivation and authentication command in the USIM, which produce the sessiBgkayp
authenticates the tokemUTy to enable authentication of the network, and produce the response
RE§. SeeTable2 for a description of the terms.

1 A random generator command for producing the NONCE value.

Moreover, the UICC must provide functionality to update and read additional elementary files (EFs). For
read operations of GID; PAT®}Tcthe output value should be the value variable. For update operations

of GID; PATH)\ T¢he output should be successifure.

2.1.10.3.1.2Mobility Management Entity (MME)
The groupbased authentication protocol introduces five new elements to the MME to enable session
handling, processing and authentication.

1 GID
1 PATH
1 NONCE

671562 5GENSURE 33



D3.25GPPP security enablers open specifications (v1.0)

1 GKi
1 Chij

Additionally, the MME requires two new functions amder to perform the grougbased authentication
protocol.

1 Afunction to produce&ysmep@NdRES), described imable2, to enable the MME to authenticate
the UE.

1 Afunction for generating the authentication tokexUTy used in Case B (figure 7), of the greup
based authenticatiomprotocol.

2.1.10.3.1.3Home Subscriber Server (HSS)
The groupbased authentication protocol introduces 5 new elements to the HSSpiitposes of these
elements aredescribed inrable2.

1 GID
1 PATH
1 NONCE
1 GKij

1 Chij

Additionally, the HSS requires a function for fetching or generaing GKij elements depending on GID
and PATH

2.1.10.3.2 Signalling

There are five messages included in greup-authentication protocol: attach request, authentication data
request, authentication data responseauthentication request derivable, anduthentication response
derivable. These can lseen in Figure 6 and Figure 7.

These messages closely corregmb to the five message exchangesthe current EPS AKA emlure. In
order to perform the grougauthentication protocol,the network is required to supportadditional
elements which areadded to the existing AKA messagesAdditionally, the protocol requires new
message in scenario Case B

2.1.10.3.2.1UEZ MME

The signalling between the UE and the MME in Case B requires a new message derbérdication
Request Derivabjeent from the MME to the UBge Figure 7. Thiuthentication Request Derivalitesent
as a response of thattach requestin case the specific device is initiating its first authentication request.

The UE responds withAuthentication Response Derivab®ntainingRE$, seeTable2 for explanation of
REH. The Authentication Response Derivable is similar toAtthentication Responsa EPSAKA, which
containRES
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2.1.10.3.2.2MME- HSS

The signalling methods between the MME and HSS, specified in the S6a interface, contain the
authentication information request (AIR) and the authentication information answer (AlA) message. The
group-based authentication protocol appends two attribute valpairs (AVPS) to these message.

The Requestedjroup-authenticationinfo include the Nonce and Path, which are added as information
elements to the AIR.

TheGroupresponsevectorinclude the GKij, CHij, and IMSI, which are appended as an option in ttiegexis
Authentication Info information element

2.1.11 Re-utilised Technologies/Specifications
The software prototype for groupased authentication is built using the Open Air Interface as foundation

2.1.12 References
[1] Page, T¢The application of hash chains ahdsk & (G NHzO (i dzZNB a TeéhnicQl KpdriiR@ya NI LIK
Holloway, University of London, 2009.

[2] 5GEnsure ConsortiuniDeliverable 2.1 Use Casf3nline].Available:
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2.2 Fine-grained auth orization: Open specifications

2.2.1 Preface
This section describes the open specification of the -Ghaned authorizationenabler focusng on
authorization for two areasyhich areexpected to be strongly involved in 5G.

First, in addition to the authentication focus brought by the IoT enabler, this enabler will research new
methods to provide distributed authorization, suitable in resoucomstrained environments. The goal of
the enablers is to make 5G fully ready for Idgnand Access Management (IAM) of IoT devices.

The second area is based on requirements from 5G satellite business needs-BNESRE use cases. The
goal is to provide an integrated satellite and terrestrial approach, compared to the diverse methdasyexis
today, to provide secure fingrained access control to satellite resources (i.e. network element and
services).

tf SIaSz O2yAdENSURESDIFHEE t &ROdzp D& Syl of SNE GHOKYAO
document and the website ohttp://www.5gensure.eu/in order to understand the complete context of
the 5GENSURE project

2.2.2 Status
A prototype of the enableis currently being developed.

2.2.3 Copyright
Copyright © 2018017 by Thales Alenia Space Spain, SA

Copyright © 2018017 by Thales Communications & Security SAS
Copyright © 2018017 by SICS Swedish ICT AB
Copyright © 2018017 by 5@ENSURE Consortium (httpwivw.5gensure.eu/)

2.2.4 Legal notice
The Legal notice that applies to these specifications is given in Annex A.

2.2.5 Terms and definitions
This section comprises a summary of terms and definitions used during the later sections.

1 ABAC (attributebased access controllan access controlparadigm whereby access rights are

granted according to a combination of attributes of any typsef, resource environment, etc.).

AccessPerforming araction.

Access controlControlling access in accordance withaicy or policy set.

Action: An operation on aesource

Attribute: Characteristic of gaubject resource action or environmentthat may be referenced in a

predicateor target.

1 Environment: The set ofattributes that are relevant to anauthorization decisionand are
independent of a particulasubject resourceor action.

1 PAP (policy administration point)The system entity that creates a policy or policy set.

= =4 =4 =
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1 PDP (policy decision point)component which computesccess decisiondy evaluating the
applicableaccess contrbpolicies one of the main functions of theDPis to mediate or deconflict
policies

1 PEP (policy enforcement pointicomponent which enforcegolicy decisionsin response to a
request from asubjectrequestingaccesdo a protectedresource the access ontrol decisions are
made by thePDP

1 PIP (policy information point) the system entitythat acts as a source aittribute values (e.qg.
LDAP).

1 Policy: A set ofrules, an identifier for therule-combining algorithmand (optionally) a set of
obligationsor advice May be a component of @olicy set

1 RBAC (roldased access controlan access controparadigm whereby access rights are granted
according to roles and privileges.

1 RCD (resourceonstrained device)a device which has very few resources to run.

1 ResourceData, service or system component

1 Subject:An actor whosettributes may be referenced by predicate

C2NJ I adzYYINE 2F (GSN¥XY& YR RSTAYAiARsAdard 1] ghd ISR
XACML v3.0 standaff] section 1.1.1.

2.2.6 Overview

2.2.6.1 Target Use for R1
The enabler provides an AAA solution suitable dorenvironment of resourceonstrained devicesind
satellite resources, relying on ABA/or RBAC policies. It consisfs

1 a AAA servigebased on 5G AAA credentiable to provide a secured and standalone proofhef
rights granted to a given clieover a given devicer satellite resource;

9 a module forresourceconstrained devicesble to ensure the validity and trenforcement ofthe
proof towards a performed requestithout requiring moreexternal communication;

1 a module for satelliteresources, able to ensure the validity and the enforcement of the proof
towards a performed request

We assume that a trust relationship has been-pstablished between thewner/provider of theenabler

and the devices. The enabler scope does not include therige@f the communication channels of the
different components. The access control of the enabler administration API is also out of the enabler open
specification scope.

2.2.6.2 Target Use for R2
The next release is expected to support policies for decision pam, vssource and actiorand access
control based ordynamically changing parameters.

Also,in the satellite context, tha@ext release is expected to integrate the authentication and authorization
mechanism with thexatellite system.

Finally,in the resouce-constrained context, th@ext release is expected to provide the final version of PEP
and PDP embedded on the RCD, and the Authentication server deliveringsaffelént security token
allowing decentralized authentication and authorization, comiglatwith RCDs in terms of performance
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2.2.7 Basic concepts

2.2.7.1 OAuth2concepts
OAuth2 is an authorization protocol which enables a Hpiadty applicationto obtain limited access to a
resource over HTTP, through a prior authorization from the resource owner. OAuth2 defines 4 thitisct

[31:

1 Resource owneran entity capable of granting access to a protected resource. In the enabler
context, it refers to a RCD owner who can define its access rights.

1 Resource serverthe server bsting the protected resources, capable of accepting and responding
to protected resource requests using access tokens. In the enabler context, it refers to the RCD
itself, with the access token enforcement module.

1 Client an application making protecte@dsource requests. In the enabler context, it refers to the
user who performs a request toward a protected RCD.

91 Authorization server the server issuing authorization to the client to access protected resources.
In the enabler context, it refers to the eniab AAA service.

In OAuth2, the authorization server grants rights by delivering access tokens. Access tokens are credentials,
representing specific scopes of access rights and duration of access, understood by the resource server.
They can have differerfibrmats, structures, methods of utilization (e.g. cryptographic properties) according

to resource server requirements. The token scope is a parameter which is used to limit token access rights.

OAuth2 also specifies a few different usage flows. An appdicaibe in the enabler context is th€lient
Credentials Granflow, illustrated inFigure8. The client can simply request an access token using its
credentials when equesting access to the protected resource. This flow is suitable for the cases in which
the client is the resource owner, or is already by other means authorized to access the resource, which is
applicable in the enabler context through the access comodicies.

Client Credentials Grant Flow

Client

(Resource Owner)

Resource Server

Authorization Server |

! |
I_Access Token Request L !
I 1
|
l Needs client_id, client_secret, T
|
|
|
|
|
|

grant_type=client_credentials[, scope]

| Access Token H
kﬂ Mot Recommended Refresh Token]

|

loop J | i

| |
| Call API with Access Token | N

| |
S — i Response with _Ela_tal_‘
| | 1

Client
Authorization Server Resource Server
(Resource Owner)

Figure8: OAuth2 Client Credentials Grant flow
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Another applicable flow is thAuthorization Code Graffiow, illustrated inFigure9. This flow is suitable in

cases where a resource owner can explicitly grant a client an access to its protected resources. The client
must get an authorization code in order to access tesource thatit requestsfrom the authorization

server. The server respds with a redirection URI that the resource owner must reach to log in and then
explicitly grant the requested access. The client can then exchange this authorization code against an
access token usable with the resource server.

Authorization Code Grant Flow

Resource Qwner I‘ Client Authorization Server Resource Server
| |
I Authorization Code Request B!
| Lil|
|
l Needs client_id, redirect_uri,
| response type=code[, scope, state]
|
|

Login & Consent J

Exchange Coede for Access Token ;:
1

MNeeds client_id, client_secret, redirect_un,T

grant_type=autherization_code, code

loop | |
I
Call API with Access Token i N
T Ld
I N
F | Response with D at_a_u
I I
] |
Resource Owner I‘ Client Authorization Server Resource Server

Figure9: OAuth2 Authorization Code Grant flow

OpenID Connect is an authentication standard based on OAuth2, specifying how to perform authentication
through OAuth2, using Authorizati Code Grant flow. In this context, the client is a service requiring a user
identity; the protected resource is the user identity, obviously owned by the user, which will authenticate
to the authorization server in order to provide the client a proofhis identity. The usability of OpenID
Connect in the enabler context will be studied for the enabler second release.

2.2.7.2 RBAC concepts

RBAC is an access control method for controlling user access applying roles and permissions. Roles are
created for various ogrations. The permissions to perform certain operations are assigned to specific
roles. Subjects are assigned particular roles, and through those role assignments acquire the permissions to
perform particular operations.
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Three primary rules are definedrf®&BAC:

1 Role assignment: A subject can exercise permission only if the subject has selected or been
assigned a role.

1 Role authorization: A subject's active role must be authorized for the subject. With rule 1 above,
this rule ensures that users can takeamly roles for which they are authorized.

1 Permission authorization: A subject can exercise permission only if the permission is authorized for
the subject's active role. With rules 1 and 2, this rule ensures that users can exercise only
permissions for wich they are authorized.

2.2.7.3 ABAC concepts

ABAQ2] is an access control method where subject requestsaldorm operationson objects are granted
or denied based on assigned attributes of the subjessigned attributesof the object, envionment
conditions, anda set of policies that are specified in termgludse attributesand conditions

When an access request is made, attributes and access control rules are evaluated by the ABAC mechanism
to provide an access control decision. In isie form, the ABAC mechanism illustratedFigure 10
contains both a Policy Decision Point and a Policy Enforcement Point.

Authorization Services

——————— Palicy Enforcement Point e
_— (PEP) S Y

L

Palicy Decision Point
(PDP)

subject resource

Figure10: Basc ABAC core mechanism

The PEP takes place in front of the protected object in order to filter subject request attempts, in
accordance with the access control policy. For each incoming subject request, the PEP builds an
authorization request toward the PDRssigning different attributes according to information extractable
from the subject request. The PDP is charged to evaluate the access control policy with assigned attributes
and decide whether the subject requestisnformingor not.

However, in theresourceconstrained context, the objective is to make PEP and PDP independent and
break their direct communication link. To do this, the PDP should perform a partial evaluation of the policy
based on the authenticated subject information, then return enegning attributes combination, usable as

an access token scope, in order to let the PEP know about the subject access rights.

In the satellite context, the ABAC core mechanism is extended with two entities:

1 ThePolicyAdministration Point (PAP) whichmanage the access control policieBasically it is an
interface to write/edit/delete policies anthakesthem available to the PDP.
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1 ThePolicy Information Point (PIP), which acts as a source of attribute vadireg LDAFBasically if
there are missing attbiutes in the request which is sent by PEP, PIP would find them for the PDP to
evaluate the policy

2.2.7.4 XACML concepts
XACML €Xtensible Access Control Markup Language) is an OASIS stgsjdspdcification of an ABAC
language based on XML.

We can summarize it in three parts:

1 Policy languageXACML defines a XML data model for defining authorization policies, as well as the
logic to follow to evaluate them in a giveleaess request contexRule Policy(set of Rule$, and
PolicySef(set of Policy elements) constitute the main elements of the model. In short, a rule
consists of a condition on the access request attributes, and a decigtermitor Deny- to apply if
the condition holds true for the request. Policy(resp.PolicySéet combines multipleRules(resp.
Policie$ and therefore multiple decisions together in various ways (defined in the standard) to
make the final decision.

1 RequestResponse mtocol: The XACML standard also defines a XML/JSON data model for the
authorization decision request (XACMRequest that a PEP (described later) creates with all the
necessary access request attributes and sends to the PDP API for evaluation; and Htiregresu
response (XACMResponsgthat contains the final decision (Permit or Deny).

9 Architecture framework The XACML standard also defines a gkl architecture, rausing the
ABAC concepts described2r2.7.3

2.2.8 Main interactions
2.2.8.1 Use cases

2.2.8.1.1 Authorization in resource-constrained devices
This enabler covers the use case 4Althorization in Resoure€onstrained Devices Supported by 5G

Networkdefined in D2.18].

Fine-grained authorization enabley

User RCD owner

Define RCD access
control policy

Figurell: Authorization in resourceconstrained devices Use cases diagram

Figure1l shows a generic use cases diagram for the enabler. The user (Alice in D2.1) can perform an
authenticated request towards a RCD (a sensor in D2.1). The details of the authemtaradioerification
are not part of the use case but will be taken into account and described in the sections below. In the same
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of its RCD and coitibn the user access.

2.2.8.1.2 Authorization in satellite systemsUse case
¢tKA& Syl of SNI O2 @&dike IdénitySManagethenOfitr 8GAceesBsR SFAY BR AY 5H ¢

Fire-grmined authorimtioners ber ‘
AuthorimtioninSatellite systerme Featumre

Request Define
B —— Satelliteresource Satelliteresource —
access access control policies
User Satellite
Hetwork Operator

Figurel2: Authorization in satellite systems Use cases diagram

Figurel2 shows a generic use cases diagram for the enabler. Tére(Beb in D2.1) can perform an access
request towards a satellite resource. The details of the authentication and verification are not part of the
use case but will be taken into account and described in the sections below. In the same way, the satellite
resource owner (Satellite Network Operator in D2.1) can define the access control policies which will be
enforced in front of the satellite resources and condition the user access.

2.2.8.2 Components and interaction overview

2.2.8.2.1 Authorization in resource-constrained devicesfeature
Figurel3 shows a static view of thdifferent components implementing the enabler and their links. The

different AP$ exposed by the enabler are described in secfdh10.3
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Policy Administration APl
’_L‘

Fine-grained authorization enabler 2 ]

Figurel3: Authorization in resourceconstrained devices Components diagram

A client can address the PEP in order to request a BCWell as an Authentication service in order to get

an access token which will be used to grant the RCD request. The Authentication service is linked to the
PDP in order to define a scope for the token, for evaluation by the PEP. Contrary to the comA®©n AB
architecture described in sectidh2.7.3 the PDP and the PEP are not linked together, the information they
usually need to share will be part of the token. The dynamic flow of RCD requesting use case is detailed on
Figurel4.
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Moreover, an administration APl is exposed by the PDP component in order to let the RCD owner define his
own access control polis through any administration component. The dynamic flow of the RCD access
control policy definition use case is detailed Figurel5.

Figurelsy |

a: Administration

pdp: Policygj
Decision Point

2.2.8.2.2 Authaorization in satellite systems feature
A geosynchronous satellitenposes a delay between messagasadio signatakesapproximately 0.25 of a
second to reach and return from the satellitgddressingliis constraihinvolves optimizing the number of
messages interchanged (e.g. in authorization functionality) with the satellite device. Theré&ierisature

is related b satellitesystems, but may also relate to other systef@gy. RCD)

F 00S4a

O2y GNPt

L2 f A 08 ¢

Figurel6 shows a static view of thdifferent components implementing the enabler and their 8nk’he
different APIs are described in secti®12.10.5
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Satellite Netwob=)

Opzmtor

Fine-grained authorzationerabler
Authorimtioninsatellite systerme Feature

r
L

Folicy g1

Information Roirt

[]
Folicy ]
(] Adminstration
Point

Aco=ss Requester

Policy g]

- i
e E#@% e E+—0

N

Erforcernant Point

Figurel6: Authorization in satellite systems Components diagram

Anadministration APl is exposed by the PAP component in order to let the satellite resource owner define
his own access control policies through any administration component.

A client can address the PEP in order to requesidtallite resourceas well asm@aAuthentication service in

order to get an access token which will be used to grantstitellite resourcaequest. The Authentication
service is linked to the PDP in order to define a scope for the token, for evaluation by the PEP. Unless the
common ABAGrchitecture described in sectich2.7.3 the PDP and the PEP are not linked together, the
information they usually need to share will be part of the token. Therathic flow ofsatellite resource

requesting use case is detailed Bigurel?.
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2.2.9 Architectural drivers

The enabler shall provide a method for flexible definition of the access control policies.

2.2.9.1 HighLevel functional requirements

The highlevel functional requirements are:

=A =4 =4 =8 =4

the access control policy defined by its owner.
9 The information contained in the tokeshallbe sufficiet for the PEP module to enforce a decision,
in order to limit external information researches.

2.2.9.2 Quality attributes
Compliance with standardsXACML v3.0, OAuth 2.0, JWT
Fault tolerance minimized dependency on the AAA central server; if it is temporarily unavailable, the PEP
should still authorize already delivered tokens (for a limited duration)

Resourceutilization: minimized bandwidth consumption by cutting the PEPP connection lig

minimized CPU and memory consumption for the PEP to fit in a RCD

671562 5GENSURE

The useshall beauthenticated using 5G credentials to access a RE® satellite resource
The enableshdl deliver a token to an authenticated user, containing a proof of its access rights.
The enableshallensure that any access to the RCD must be authenticated
The enabler shafirovide a method to define access control policies.

The enabler shall provideuthorizedaccess to the RCD or to the satellite resoua&sording to
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Integrity/Non-repudiation/Authenticity: token information must be signed by Authentication service, and
are authenticatable endo-end.

2.2.9.3 Technical constraints
In the resourceconstrained catext, the PEP module should be deployable on a RCD with 900MHz CPU and
1GB RAM.

2.2.9.4 Business constraints
None.

2.2.10 Detailed specifications

2.2.10.1 Introduction
This specification defines ¢hFinegrained authorization API, which provides fig;iained authorization
accesso RCD and satellite resources based on defined access control policies.

The API follows the REST design principles and complies with XACML 3.0.

Finegrained authorization enabler @urrently beingdeveloped Below is a preliminary API specification of
the enabler.

2.2.10.2 Conformance
An implementation that conforms to this open specification shall implement fully the architecture
described.

All the interfaces described are mandatory and must be implemented in order to be compliant with.
The usage of LDAP as arme of attribute values is optional.
2.2.10.3 Authorization in resource -constrained devices API specifications

2.2.10.3.1AAA API

The AAA API is compliant with OAuth 2.0 standard API. According to the Client Credentials Grant flow, the
only interesting OAuth2 endpoint is thtoken endpoint. Since the client authentication is used as
authorization grant, no additional authorization request is needed.

Method Name request_token

Method Request the OAuth2 token endpoint in order to get an access token.
Definition/Description | Note that the client must authenticate in any way to call this method.

Method input attributes

Name Type Description

grant_type String adzat oS asSi G2 aOftAS

Method output attributes

Name Type Description

A JWTencoded OAuth2 access tokeg
JWTencoded JSON containing the following fields:

i access token an access toke
identifier

token
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1 token_type the access token type

1 expires_in the lifetime in seconds o
the access token

1 scope the scope of the token
containing the access rightganted to
the client. The scope should be defin
by the PDP, according to the acce
control policy.

2.2.10.3.2 Policy Administration API
The Policy Administration APl is a RESTful HTTP API defined as below:

Method Name set_policy

Method Add a XACML PolicySet.
Definition/Description

Method input attributes

Name Type Description
Policy PolicySet A XACML PolicySet

Method output attributes

Name Type Description

PolicySet unique identifier (PolicySet UID). 1
is the identifier allocated bythe Service
Provider for the PolicySet resource. Note th
this is different from the XACML PolicySetlg
at least two ways:

1. It is allocated by the Service Proviq
String whereas the XACML PolicySetld

policyuID defined by the Service Consumer.
2. It identifies the XACMLPolicySetid
AND Version.

In other words, you can have two differe
resources with the same PolicySetld [
different  Versions (therefore differen
PolicySet UIDs).

Method Name get_policy

Method Get a deployed XACML PolicySet.

Definition/Description

Method input attributes

Name Type Description

policyUID String The PolicySet UID (seet_policyreturn)

Method output attributes
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Name Type Description
The XACML PolicySet matching the UID. N

Policy PolicySet if no PolicySet match the UID.
Method Name delete_policy
Method Delete a deployed XACML PolicySet

Definition/Description

Method input attributes

Name Type Description

policyUID String The PolicySet UID (seet_policyreturn)

Method output attributes

Name Type Description

2.2.10.3.3RCD API

The RCD API exposed by the enabler is a replication of the one exposed by the RCD Service, with in addition
the expectation of an access token. The way this token is expected strongly depends on the protected RCD
Service APl and must be specificctch one. If the RCD Service is over HTTP, the common way is using an
additional HTTP header.

2.2.10.4 Examples
2.2.10.4.1AAA API

2.2.10.4.1.1request_token

POST ... /token HTTP/1.1

Host: server.example.com

Authorization: Basic czZCaGRSa3FOMzpnWDFmMQmFOM2JW
Content - Type: application/x - www form - urlencoded

grant_type=client_credentials

HTTP/1.1 200 OK

Content - Type: application/jwt;,charset=UTF -8
Cache- Control: no - store

Pragma: no - cache

eyJhbGciOiJlUzI1NilsInR5cCI61kpXVCJ9.eyJhY2NIc3NfdGIrZW4iOilyWW90bkZaRkVcj
F6Q3NpYO01XcEFBIiwidGOrZW5fdHIwZSI6ImV4YW1wbGUILCJleHBpcmVzX2luljozNjAwLCJle
GFtcGxIX3BhemFtZXRIcil6ImV4YW1wbGVfdmFsdWUIfQ.5lpcvI8zZnEIXYONsSNC_OAcuMm -
QOWMgnSxwv8gj5A
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2.2.10.4.2 Policy Administration API

2.2.10.4.2.1set_policy

POST .../policies HTTP/1.1
Host: server.example.com
Content - Type: application/ xml

<PolicySet xmIns="urn:oasis:names:tc:xacml:3.0:core:schema:wd 17" >

HTTP/1.1 200 OK

2.2.10.4.2.2get_policy

GET.../policies/{policyUID} HTTP/1.1
Host: server.example.com

HTTP/1.1 200 OK
Content - Type: application/xml;charset=UTF -8

<PolicySet xmIns="urn:oasis:names:tc:xacml:3.0:core:schema:wd 17>

2.2.10.4.2.3delete_policy

DELETE.../policies/{policyUID} HTTP/1.1
Host: server.example.com

HTTP/1.1 200 OK

2.2.10.5 Authorization in satellite systems API specifications

2.2.10.5.1 Define an access control policy
Add a new XACML policy to the PAP policies repository

Request:

Method: POST

URI: /pap/policy
Contenttype: application/xml
Body: XACML policy

= =4 =4 =

Response:

9 HTTP status code:
0 201 when success
0 400 when error

1 Body: None
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2.2.10.5.2 Retrieve an access control policy
Get a XACML policy from the PAP policies repository

Request:

1 Method: GET
1 URL: /pap/policies/{policylD}
o Parameter policylD

Response:

1 HTTP status code:

0 200 whensuccess

0 404 when not found
1 Contenttype: application/xml
1 Body: XACML policy

2.2.10.5.3Request resource access
Request RCD or satellite resource access

Request:

Method: POST

URL.: /pdp/authorize

Authorization: {access token}

Contenttype: applicationjson
Body:{"userName":<usernameaction':<action>,"resource":<resourcg>

= =4 =4 4 =

Response:

1 HTTP status code:
0 200 when allow access
0 401 when deny access
1 Redirects the request to the satellite resource

2.2.11 Re-utilised Technologies/Specifications
The Finggrained authorization eabler is based on RESTful design principles. The technologies and
specifications used in this enabler are:

RESTful web services

Java API for RESTful Web ServidésR2.0

HTTP/1.1

JSON and/or XML data serialization formats

The Authentication Serveelies on OAuth 2.0 standard

The AAA API can-tse an existing OAuth 2.0 standard implementation

=A =4 =4 =4 -8 4

671562 5GENSURE 51



= =4 =4 =

2.2.12
[1]

[2]
[3]
[4]
[5]
[6]
[7]
[8]

[9]
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In order to manage setfontained tokens, the encoding of the returned token by the
Authentication Server uses the standard JSON Web Token (JWT) format

The Pdicy Decision Point relies on OASIS XACML v3.0 specification-aticses FIWARE Access
Control Generic Enabler as well as the Policy Administration Adtilises the FIWARE
Authorization PDP API Specification

LDAPJIRA issue tracking product

SVNsoftware versioning and revision control system

Gitsoftware versiortontrol system

Melody Advance system engineering modelling tool

Thales Contratontinuous integration tool based on Jenkins and Sonar
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2.3 Basic AAA: Open specifications

2.3.1 Preface

5G brings a wide range of new requirements to the mobile networks. The AAA algorithms from earlier
generations will likely remain in a similar form also. This enabler studies potential improvements of AAA
while assuming most properties are reusednfrprevious generations.

2.3.2 Status

The Basic AAA security enabler has no features planned to be released in release 1 (v1), and all features are
in various states of research at this momeiite trusted interconnect feature is currently in a too
premature staé to be incorporated into this releasélevertheless, to reflect on the progress of the
development, a preliminary open specification is presented, to indicate what is expected for release 2. The
final open specifications, with the features announced, beldelivered in release 2.

2.3.3 Copyright
Perfect Forward Secreeyopyright © TBD by Ericsson AB

Copyright © 2018017 by 5&ENSURE Consortium (http://www.5gensure.eu/)

2.3.4 Legal notice
The Legal notice that applies to these specifications is given in Annex A.

2.3.5 Terms and definitions

Authentication, Authorization and Accountin

Authentication and Key Agreement Protocol that establishes mutual authentication and
shared key wused for further protection of th
communication

Authentication Management Field Aninput parameter of the AKA' authentication algorithm
(in 4 hex digits)
Access Stratum Mobile Equipment Notation used to indicate that it is a key shared betwe

the AccessStratum (MME) and the ME (should really
UE as it could be on USIM)

Authenticdion Vector Set of quadruplets {XRES,CK,IK,AK} user for m
authentication of network and UE, and for k
establishment

Ciphering Key Key used for confidentiality protection of information

Evolved Packet Core Is aframework for an evolution omigration of the 3GP¥
system to a highedatarate, lowerlatency, packet
optimized systm that supports, multiple RATs (Frg
TR21.905 v13.0[1])

Evolved Packet System Is an evolution of the 3G UMTBaracterized byhigher
datarate, lowerlatency, packt-optimized system tha
supports multiple RATsThe Evolved Packet Syste
comprises theEvolved Packet Cortogether with the
evolved radio access network -(HRA and -BTRAN)
(From TR21.905 v13.0.0)

EvolvedUTRA/EvolvedUTRAN Evolved UTRA is awvoluion of the 3G UMTSadio-access
technologynetwork towards a higkdatarate, lowlatency
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and packetptimized radieaccess technology.

Home Environment

Responsiblefor overall provision and control of th
Personal Service Environment of its subscribdfeorf
TR21.905 v13.0[])

Hashed Message Authentication Code

Integrity check calculated by using hash functions wit
secret key as input as well as the message.

Home Subscriber Server

Server managing subscription related informati
including keys andunctions for producing authenticatio
vectors

Integrity Key

Key used for integrity protection of information

Long Term Evolution

Name of the 3GPP project forlHRAN, has since bes
adopted as the name for-BTRAN. Does not include EPS

MessageAuthentication Code

A secret key dependent checksum that is used to verify,
authenticity and integrity of data

Mobile Equipment

The mobile device excluding the USIM/UICC

Man-In-The-Middle

An attack where a man in the middle can estab
connections \ith both communicating parties withou
either end point being aware that data is relayed betweg
an entity in between.

Public Land Mobile Network

A network that provides communication servic
according to the specifications to mobile users in
geographtal area

Serving GPRS Support Node

A node responsible for the delivery of data packets fr
and to the UEs within its geographical service area
tasks include packet routing and transfer, mobi
management, logical link management, and authentamat
and charging functions.

Serving Network

The serving network provides the user with access to
services of home environment (From TR21.905 v1319)0

User Equipment

ME+USIM

Universal Mobile Telecommunications Syst¢

An umbrella term for the third generation radig
technologies developed within 3GPP

Universal Subscriber Identity Module

An application residing on the UICC used for acceg
services provided by mobile networks, which
application is able to register on with the approprig
security (from TR21.905 v13.0.1)

Visitor Location Register

A database that contains information about roami
subscribers within a locations area.

2.3.6 Overview

The Basic AAA enabler builds on the assumption that the AAA framework utilized by 4G eodetaag is
inherited also into 5G. The enabler looks into three areas of new functionality or improvements, namely
AAA aspects of trusted micsiegmentation in 5G networks; Perfect Forwards Secrecy for the AKA protocaol;
Trusted interconnect and authorizah. The features will be described independently in the document.

AAA aspects of trusted micreegmentation in 5G networks

Micro-segments are virtualized, isolated parts of the 5G network, meant to provide customizable security
to subscribers, which can be hospitals, factories, and Industrial Internet and Internet of Things (IoT) based
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companies. Micresegmentation aims to prade a more homogeneous and smaller environment to
manage by security monitoring. By means of this, better accuracy can be achieved for e.g. anomaly
detection. The AAA method in miceegments depends on the needed security level, which is determined
by the microsegment subscriber. One possible authentication method could be Extensible Authentication
Protocol over LAN (EAPoL).

Perfect Forward Secrecy

This feature introduces perfect forward secrecy into the AKA protocol to ensure that a compromised key
doesnot affect the secrecy of messages protected by other keys established as a result of previous or
future AKA runs. The aim is to only modify the necessary parts of the current AKA protocol and reuse
properties, such as mutual authentication.

2.3.7 Basic concepts

2.3.7.1 Perfect Forward Secrecy

Perfect forward secrecy is a property of a protocol which ensures that a key leakage does not compromise
sessions using successor keys, or future sessions using newly established keys, i.e., only the session
encrypted/integrity potected with the affected key can be attacked.

2.3.7.2 UMTS/LTE AKA procedure
On a high level, AKA works ag-igurel8

UE MME HSS

Authentication data request

Authentication dataNB & LJ2 y 4 S
.

Userauthentication request

User authentication reponse

RES()
AUTN is a parameter composed of different fields: AMF, MAC and a sequence number indication (SQN,
possibly encrypted by an anonymity key AK). The MAC is a Message Authentication Code that protects
RAND, SQN and AMF from being forged by a 3rd party thittiegtryptographic functions implemented by
the USIM as shown iRigure19. The keys CK and IK are used directly for ciphering /integrity protection in
3G and are used indirectly for these purposes in 4G/LTE by deriving ciphering/integrity keys from CK and IK.

Figurel8: AKA procedure
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RAND AUTN
+ A
- Y
—p 5 SQN A AK AMF MAC

AK  ——p

i
Iy ENIyY

O 4 > |¢—

f1 f2 f3 f4
XMAC RES CK 1K

Verify MAC = XMAC

Verify that SQN is in the correct range

Figure19: USIM AKA calculations

2.3.7.3 Diffie-Hellman key exchange protocol

The original protocol is based on the multiplicative groups of integers module a prime nuymitiee
generator elemeng is primitive rootmodulo p. Both parties each randomly generates a secret value, the
UE generates value x, and the network generates value y. The UE calcl(atbily does not need to be
kept secre} and sends the result to the network, the network calculateargl send to the UE, seEigure

20.

E Network

S
_ — -

Figure20: Diffie-Hellman key exchange procedure

The UE and the network can then each calculate the shared secret key 85k g For an adversary
with knowledge of $and d it is believed difficult to derive’y
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2.3.8 Main interactions

2.3.8.1 Use cases
AAA aspects of trusted micreegmentation in 5G networks

Once a micresegment has been created, nodes can be added to the msigment. Before adding nodes
to the microsegment, they need to be authenticated by the misegment AAA entity and subsequently
authorized to use the micrsegment. As mentioned eaeli, the AAA methods in micieegmentation
depend on the used application or the requirements of the meegmentation subscriber. The AAA
method is thus fully customizable.

An example of a new AAA policy could be the setting of more detailed requireroerite authentication
of users. Also, preventing users or group of users from the use of a-s@groent is another possible
action.

Perfect Forward Secrecy

In this use case, a subscriber and a MNO want to reduce the security effeny abmpromised key

shared between the subscriber and the operat@urrent AKA procedures suffer from the fact that a
comprompise of the long term keys stored in HSS/USIM can lead to all future, and past messages, sent with
keys derived fromthe compromised key can be dgpted. It is proposed that the key agreement protocol

is updated to use the Diffieleliman key exchange protocol instead to ensure that a compromised key only
affect sessions in which that particular key is used. To preventimtre-middle attacks on theDiffie
Hellman protocol, the authentication aspects of the AKA procedure are reused.

2.3.8.2 Components and interaction overview
AAA aspects of trusted micreegmentation in 5G networks

Each micresegment could have its own AAA entity, but the AAA functionality of a m&gment should

not add to the overall complexity. This component would be a virtualized resource or function, i.e.,
Network Function Virtualization (NFV) would be usieds for further study howto bootstrap the micre
segment AAA entities.

Perfect forward secrecy

The DiffieHellman protocols in general requires transportation of parameters that are much larger than the
parameters of the AKA protocol (RAND, RES, eteh Et is possible to increase the number of bits signaled over
the air interface, it would be desirable to maintain the standardized UBIMinterface, which implies a bottleneck
for the size of the protocol parameters which falls below the level whiek¢ offers strong security. RAND is
currently 128 bitsand to reach a security matching the 188 strength of AKA:

1 DH parameters of at least 28fits are need for elliptic curve variants of DH

1 around 3000bits for standard discrete log DH modulo a prirpe,

1 around 6000bits for supersingular isogeny DH, out of which it is sufficient to transfer roughly 3000 bits
(this variant is believed to be quantucomputerimmune).

Another aspect to consider is that DH is sensitive to a4mahe-middle (MITM) attacksas a result, a mechanism
to authenticate the DH parameters is necessary.
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The RANInformation elementcan be used to carry a DH value when sent from the network to UE: RANDReg

result is likely to be substantially larger than the current size 28-ldits. To maintain the USHME interface, we

propose toO2 YLINS &a w! b53% Sd3Id o6& ONE LI 2 INwheke X Aendtds fakidgyhd Y w! |
128 LSB of SHA256, i.6(x)=TRUNGs s{SHA256(x)). H is applied in the ME, before inputingb 5Q G2 GKS |
As a consequence, the AKAMAG St R gAff 0SS O02YLIziSR Ay RSLISYyRSyOe 27
effect still be computed in dependency of §herefore, the authenticity of the DH valugig ensured betweeithe
AuC/HS@nd the USIM, which prevents MITM attacks, in particular between the serving network and UE.

The UE will need to compute a response-@#ue of the form § which is computed from a (pseudo) randomly
generated value, vy, in the UE. Again, to thwart MITMaeits, this value must be authenticated. To this end,
however, weproposetodza S w9{ FyR FRR I &adlyRINR a! /'pandtmS8th&UE6 & O2
NB a LJ2 Yy RA y 2. ltdshpipposemt@t{th@ MACHunction is based on HMAC.

Note that the AUC/HSS needs to generate the authentication vesensto the serving network accordingly, i.e.
02 YLJzi § LI NI Y S i) Dbf#rerinputting ist@theffundttions, etc.

Note: In principle, the HSS does not need to send CK, Iky®rdkrived therefrom) to the MME as part of
Authentication Vectors (AV) since the resulting shared key will be basédwhich is not known to the H&Stime

2F !+ ISYSNIGA2Yy® |1 26SOSNE AYy 9t{k[¢9 1SeaoflalBVNGO 2 dzy
identifier in the derivation of the g§yekey from CK, IK. Since the HSS as noted does not Khaitlge point when

AVs are generated, ariding to PLMN ID could be achieved by including the PLMN ID iatd®rief some further

key from CKIK and including that derived key in the AV.

lfaz2z GKS aa9 ¢2dzZ R ySSR dzZLRIGSax AdSd IAGBSY - wof) Ay (F
before verifying subscriber authenticity, and it would need to derive KASME as"RDigre KDEenotes the key

derivation function as defined in TS 33.4{#] (accompanied by some newly chosen string S). The UE would
compute KASME similarly. The updated AKA procedure is shiokigure21.

USIM ME MME HSS

1 IMSI N

IMSI

2.) AV=XXRERUT"

3.) . AUT?

o T ot

5.) RES,CK

Figure21: Adding PFS to the USIM AKA procedure

6.)9'T w
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2.3.9 Architectural drivers

2.3.9.1 HighLevel functional requirements
AAA aspects of trusted micreegmentation in 5G networks

In general, the AAA methods of a miggegment should not add to the complexity of the whole system.
The authentication protocol of micrsegments depends on the needed security level, which is wdjles

For example, if the application or service requires strong authentication, Extensible Authentication Protocol
over LAN (EAPoL) may be used.

Micro-segments may support and require particular authentication mechanisms. For example, if the mobile
devie has been authenticated strongly to the mobile network by the use of USIM, it can be authorized to
use the micresegment. However, if lighter authentication methods have been used in the mobile network,
the devicemay need to be reauthenticated usinga stronger or a seconeactor mechanism to authorize

use of the micresegment.

Perfect Forward Secrecy

The AKA procedure shall provide perfect forward secrecy, i.e., a comproioisgderm keys shall not
affect keys established during other AKA procedures.

2.3.9.2 Quality attributes
A product implementing one or severaf ¢he features described irenable should be evaluated
primarily based on the followinguality attributes:

1 Security:
o Confidentiality
o0 Integrity

o Nonrepudiation
0 Accountability
0 Authenticity
1 Compatibility
o Coexistence
0 Interoperability
9 Performance efficiency
o Time Behavior
0 Resource Utilization

2.3.9.3 Technical constraints
The enabler is scheduled for release 2 and is currently in a research phase, thus there are no known
technical constraints at thistage.

2.3.9.4 Business constraints
No known business constraints.
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2.3.10 Detailed specifications

2.3.10.1 Introduction
In this section, detailed information abothe requiredupdatesto the 3GPP specifications to implement

the suggested AAA enhancemeatg provided

2.3.10.2 Conformance
An implementation to be reported as conformant should comply with the open specifications here stated

for the enabler.

2.3.10.3 API specifications
Perfect Forward Secrecy

For the interface between the MME and the HSS, i.e., S6a, a new Authentikdtiameeds to be defined,
as documented by TS29.2[&

5GVector ::= <AVReader:14xx10415>
[ tem-Number ]
{x}
{ XRES }
{AUTN }
“[AVP]

In addition, the NAS AUTHENTICATREQEST message needs to be updated accordirabte3 (see
TS24.008 v13.5]@] section 9.2.2 for original values)
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Table3: 3GPP T24.008: AUTHENTICATION REQUEST message content

IEI Information element Type/Reference Presence Format Length
Mobility management Protocol discriminator M \% Yo
protocol discriminator TS24.008 sectiorn.2
Skip Indicator Skip Indicator M \% Yo

TS24.008 sectiotn.3.1
Authentication Request Message type M \% 1
message type TS24.008 sectiotn.4
Ciphering key sequence Ciphering key sequence M \% R
Number number
TS24.008 sectiorn.5.1.2
Spare half octet Spare half octet M \Y Yo
TS24.008 sectiorn.5.1.8
NEW  |Authentication element is M \Y 32
replaced by:
gx (Diffie-Hellman parameter
used for key establishment)
20 Authentication Auth. parameter AUTN (0] TLV 18
Parameter AUTN TS24.008 sectiorn.5.3.1.1

The AUTHENTICATION RESPONSE message can be kept the same, although the content of the
authentication response parameter (and extension) is derived differently compared to 3G and 4G.

Note: Thisfeature is backward compatible with USIM, the IMSI cannot indicate whether the ME supports it or not. It is

F2N) FdzZNIKSNJ aididzReé AF Aa akKlftt 0SS YIYyRFGSR F2NJ Ittt pbD
support.

2.3.11 References
[1] 3GPPTR21.905Vocabulary for 3GPP Specifications

[2]3GPPTS 33.4013GPP System Architecture Evolution (SAE);Security architect®&;0

[3] 3GPP,TS 29.272Evolved Packet System (EPS); Mobility Management Entity (MME); Servin
Support Node(SGSN) atdd interaces based on Diameter protccel3.5.1.

[4]3GPPTS24.008Mobile radio interface Layer 3 specification; Core Network Protpe[3.5.0.
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3 Privacy Enablers open specifications

This section contains the open specifications of v1.0 of the Rrgacy enablers due at Release 1: the
Encryption of Long Term Identifiers component from the enabler Privacy Enhanced Identity Protection and
the enabler Device Identifier(s) Privacy.

3.1 Privacy Enhanced Identity Protection Enabler Open specifications

3.1.1 Preface

This enabler aims to provide protection agair®tdzo & ONA 6 SNR& ARSyGAGe& RAaOf
unauthorized partiesThe main goal is to offer stronger protection of user identity than in current 3G and

4G networks. The fundamental idea behind thigbler can be summarized in several simple concepts: 5G

true user identities shall not be transferreth clear text over the networkunique dynamic (pseudo)

random pseudonyms should be usedrithg all normal operationsf b true identity(e.g., the IMSlhas to

be sent from the UE to the network, it should be sent encrypted.

The final version of the present enabler will implement the following (full) set of features/components as
enumerated in D3.1 [2Encryption of Long Term Identifieand Pseudorandm dynamic pseudonymg he
present open specification relates only to the first version of the enabler to be released and the feature
planned for that version, namely: Encryption of long term identifiers. Long term identifiers are also known
as IMSIs (Intevational Mobile Subscriber Identifiers).

3.1.2 Status
The version 1.0 of this component is currently under development.

3.1.3 Copyright
Privacy Enhanced Identity Protectio@opyright © 201582017 by Telecom ltalia S.p.A.

Copyright © 2018017 by 5@ENSURE Consiorh (http://www.5gensure.eu/)

3.1.4 Legal notice
The Legal notice that applies to these specifications is given in Annex A.

3.1.5 Terms and definitions

ABE- Attribute Base Ina/ ! . 9 &aeéaiS Y xiphizieQdkdabellpdiighSetslofydBscriptive
Encryption attributes and a particular key can decryptparticular ciphertext only if there is a matc
between the dtributes of the ciphertext andhe user's key.

AKA- Authentication and| The 3rd generation Authenticaih ard Key Agreement mechanisngpecified for
Keyagreement Universal Mobile Temmmunications System (UMTS)I833.102

EAP- Extensible TheExtensible Authentication Protocol Methdsldefined inRFC 3748
Authentication Protocol

EARPAKAEAP Y! Q TheExtensible Authentication Protocéluthentication Key Agreememethod is defined
in RFG1187, while EAR Y! Q A & RRG5B48Y SR A Y

EARSIM The Extensible Authentication Protocol Method for Global System for Mo
Communications (GSM) Subscriber Identity Modules {&EMBis defined in RFC 4186.
KRABE In aKey Policy ARIEyptosystem, ciphertexts adabelledwith sets ofattributes and

private keys ar@ssociated with access structures that control which ciphertexsyas
able to decryptThe attributes are specific to each system implementation and enabl
users to sedctively share their encrypted data at a figeained level.

671562 5GENSURE 62


https://tools.ietf.org/html/rfc4187#ref-TS33.102
https://tools.ietf.org/html/rfc3748

D3.25GPPP security enablers open specifications (v1.0)

3.1.6 Overview

The mainend user privacy issueis 5G networks may arise because of the exposure of long term
identifiers. The main authentication methods/protocaised at presene.g., AKA, EARKA, EAP Y! Q0 NBf
on symmetric key encryption, and there are unavoidable situations where they use the IMSI in order to
correctly identify the subscriber requesting network connectivity. Therefiorsjtuations where no shared

keysare et available long timeidentifiers areexchanged in clear text and are exposed to the whole range

of IMSI sniffing attacks, and, subsequently to user tracking attacks. Active IMSI catchers can defeat
subscriber identity protection even after shared keywé been established. For increased user privacy, 5G
networks should offer security mechanisms able to defeat or totally avoid such exposure.

Public keybased encryption of long term identifiers is the straightforward protection method in such cases.
In order to avoid the setting up of a full PKI and the management of millions (if not billions) of
private/public key pairs (one pair per subscriber), the present enabler proposes the use of a public key
based encryption algorithm of IMSIs contained in messages by the UE to the serving network, for
example inside LTE Attach Request messages, Identity Respdaa@Response/ldentitynessages. In all
other situations IMSI pseudonyms should be used instead of the long term identifiers.

An example of a nét2 N] | NOKAGSOGdz2NE 6KSNB GKS Sylof SNRa (
illustrated inFigure22. It refers to theaccess authentication procedure for n@GPP amessto the 5G core
network. It is based othe use of a maodified version of EAKA (RFC 4187) [6] today defined for the EPS
network in the 3GPP document [8[he main actors are:
1 the UE which possess a valid 5G network subscription, therefore a SIMeandrtesponding IMSI
andmplements the modified version of EARA as specified herein
1 the access point (AP)
1 the authentication server (AuS). It compris&&G&P AAA serverhich implements the modified
version of EAIAKA authentication, as well as tHSS server where the authentication vectors are
generated for the authentication procedure

Fundamentally, the modification of the EAKA (we may call it EARKAp, where p stays for privacy)
consists in always encrypting the identifier (the username iparof NAI, sedRFC4282RFC 4187sent

inside the EARResponse/ldentity messages (at the UE side) using the proposed cryptographic scheme and
always decrypting the encrypted identifiers at the authenticating server side with the corresponding private
key. It is intrinsic in the schemédt the AAA server should always perform decryption, and afterwards,
when the plain text identifier is obtained, performs the normal unmodified AKA procedure for the
subscriber.

In order for the server to recognize that an encrypted identifier (encrypké8l) is used we may employ
GKS o06edS8S GKIFG LINBLISYyRa (KS LISNXYI y3ya FodmatSoliheA RSy i
t SNXYIFYySyld ! aSNYylIVYSéd ¢KAA O0uABAAA &S0 (G2 anée FT2N

For example, a permanent username derived from the IRE5023820005424 would be encoded as the
ASCII string "02950238200054241d the EAP server MAY use the leading "0" as a hint to tryAK#Pas
the first authentication method during method negotiation, rather than using, for example;SBAPFor
EAPSE (KA& o0édS Aa asSdi G2 awméo
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In order to indicate to the server the use of modified EB¥A (we may call it EARKAp) with an encrypted
La{L ¢S OFly dzaS 20GKSNJ dzyI £ f20F SR @I fdzSa F2N (KA
identifier declption at server side prior to any other processing.

The encryption function is deployed on UE, while the decryption function is deployed ona&difonal
system, a trusted authority entity (TA)is required andis responsible with the initializatioof the
cryptographic system and the generation of cryptographic material (the public key, the private keys and the
attributes and the corresponding access structures required for encryption and decryption). The functions
will be described in detail in thi@llowing sections.

registration,

. attributes info

o) S~ private key,
=~ . access policy
)

- private key
= | access policy

Decryption

5G core

5G non-3GPP
Access
Network

Encryption

Figure22: Architecture overview.

3.1.7 Basic concepts

Public key cryptography can be used in order to avoid sending long term identifiers in clear text over the
network in situations where the user is nkhown/authenticated to the network. For example, the user
equipment UE can encrypt the IMSI with the public key of the network, such as only the authorized
network entity in possession of the corresponding private key can decrypt the identifier. Thigyseitli

avoid IMSI sniffing attacks if the attacker does not know the private key. This configuration does not scale
well when the user changes its location to another network appertaining to a different administration
domain (e.g., in roaming scenariogfjere a different private/public key pair is in place and user has to be
provisioned again the public key of the network certified by a trusted authority.
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Attribute Based Encryption is a type of public key based cryptosyateich may enable the encryptin of

data by a single public key and decryption by different secret private keys according to access policies.
Access policies are expressed as access structures in terms of attributes and can be built in the private
decryption keys (kepolicy ABE1]) or in the ciphertext (ciphertexpolicy ABE9]). In KRABEthe attribute

or the set of attributes is built in the ciphertext and the access policies in private decryption keys of the
authorized entities

The present enabler consists in a cryptographicatjprthat implements the KRBE encryption scheme
described in [1] to encrypt and decrypt a given IMSI. The library also provides the setup and key generation
functions.

The algorithms implemented by the library are briefly described below with referenti@etcomponents
illustrated inFigure24.

9 Setup runs on atrusted authority server TAvhich is alsaesponsible for the generation of private
keys to trustedentities (e.g., navork elements like authentication servgrbased on the use
access policy. At the cryptographic system initialization time, TA generates a public parameter
(public key anda master key. The lattés only knownby the TAserver.

1 Keyge: runs on theTA server An entity entitled to perform decryption (e.g., a network element
like an authentication serv@requests the progioning of the decryption key (the private key) by
presenting an access policy over an attribute or a set of afte Therandomizedkey generation
algorithm takes agmput the publicparameters (public keythe masterkey and the access policy.
LG 2dzilidzia GKS | dzZiKSYGAOFGA2y aSNBSNRa LINRA G G €
the attributes that satisfy the access policy

9 Encryption runs on the client components, e.g., on the UE devices.raindomizeal encryption
algorithm takes as input the user identitye(, the IMSIto be encrypted an attribute or set of
attributes, and the public keyit outputs the ciphertext, i.e., the encrigg IMSI. In this way only
the authentication serversvhich have thedecrypted key generatedith the correct accespolicy
(that matches the encryption attributesyill be able to decrypt the ciphertext.

9 Decryption: the decryption algorithmruns on an authorized network element (i.e., the
authentication server). Itakes as input the ciphertext, which was encrypted under the set of
attributes, the public key parameter and the private kiey access control. The output is thSI
in clear textif the attributes included in the ciphertext satisfy the access policy

The pesent enabler will provide a C librafipkpabe ) containing all the functions required to perform all
the cryptographic operations described above. The library is developed by making use of some
mathematics and cryptographic libraries that implement bésictionalities required by ABE systems.

3.1.8 Main interactions

3.1.8.1 Use cases
The use case chosen for the implementation of the current enabler refers to 8@&# access network
which uses the EABIM/EAPAKA authentication protocol.

To complete the authentidon, the UE sends an EAP Response/ldentity message. The UE send its identity
complying with Network Access Identifier (NAI) format specifiefbJnNAI contains either a pseudonym
allocated to the UE in a previous run of the authentication procedure or, in the case of first authentication,
the IMSI. In this case the IMSINAIlis encrypted with the encryption function of the enabler.
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registration,
attributes info

private key,
~ , access policy

rf@
& Access Hostap
etwori

5G non-3GPP

Figure23: Use case architecture.

The IMSI is encrypted on the client using #pabe_imsi_encryption() function from the libkpabe
library. Specifically, the encryption function is integrated in the wpa_supplicantHigere23) that is the
component residing on the clieside that implementshe EAPAKA/SIM authentication protocol.

The IMSI is decrypted by the authentication server (AuSgure23) using thekpabe_imsi_decryption()
function from thelibkpabe library.

All cryptographic material (the public key and all authorized private keys) is pdowgelrA using the
functionskpabe_sys_setup() (run only once) anétpabe_entity keygen()  (run all times a private key is
required). These are also functions implemented inlthigpabe library.

A use case diagram is provided Rigure24. The main actors which use the system are the network
administrator and the normal network user. The network administrator runs the Setup and Keygen
algorithms on TA and provides theiyate key and the access policy to AuS and the public key to the
network user together with the access network attribute(s). The user, who has a valid subscription and
therefore a SIM and the corresponding IMSI; saves the public key and the attributesaied the network
connection requests for which EAAPM authentication is required. TheABE algorithms are implemented

2y GKS dzaSNDa RS@AOS 06 L) ya dzLILIBIM @dthgnliaation efdRandedg = (i K
long term identity of the useis transferred encrypted.
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