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Executive summary 

5G-ENSURE aims at providing security proven enablers. In order to achieve this goal, a testbed has been 

designed within the scope of the project to host the enablers issued from the project. Their security claims 

will be tested against the security threats previously identified within the project. This will prove efficiency 

of the features developed.  

This document version provides a draft containing the basis to build the complete test plan, the procedures 

to deliver and integrate the software, and the integration roadmap.  

Other WP4 deliverables will arrive afterwards, to provide the complete test plan (D4.3 in M18), and analyse 

the results of the test plan execution (D4.4 in M24). 

This document presents templates and examples of 5G-Ensure tests. Evaluation tests will be described in an 

add-on document due to the fact the inter Work Packages validation process regarding the Enabler claims of 

Threats coverage (see chapter 4) has not been fully defined nor endorsed.  

¢ƘŜ 5пΦн ¢Ŝǎǘ tƭŀƴ ŘƻŎǳƳŜƴǘ ŜƳōŜŘǎ ŀ ŘǊŀŦǘ ǾŜǊǎƛƻƴ ƻŦ ǘƘŜ ά¢ŜǎǘōŜŘ ¢ŜǊƳǎ ƻŦ ¦ǎŜέΣ ǿƘƛŎƘ ƛǎ ǳƴŘŜǊ tŀǊǘƴŜǊǎΩ 

legal review before final approval. 
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Foreword 

5G-ENSURE belongs to the first group of EU-funded projects which collaboratively develop 5G under the 

umbrella of the 5G Infrastructure Public Private Partnership (5G-PPP) in the Horizon 2020 Programme. The 

overall goal of 5G-ENSURE is to deliver strategic impact across technology and business enablement, 

standardisation and vision for a secure, resilient and viable 5G network. The project covers research & 

innovation - from technical solutions (5G security architecture and testbed with 5G security enablers) to 

market validation and ǎǘŀƪŜƘƻƭŘŜǊǎΩ engagement - spanning various application domains. 

This document provides the procedures to deliver and integrate the enablers issued from the 5G-ENSURE 

Software Releases. It also establishes the test plan structure that will allow the validation of ǘƘŜ ŜƴŀōƭŜǊΩǎ 

security claims against the identified security threats. 

An important document, the Testbed Terms of Use (draft version), is annexed as it provides the rules that 

are proposed to apply to the testbed usage and so will  need to be respected by each partner in order to 

work with the testbed.  

 

Disclaimer 

¢ƘŜ ƛƴŦƻǊƳŀǘƛƻƴ ƛƴ ǘƘƛǎ ŘƻŎǳƳŜƴǘ ƛǎ ǇǊƻǾƛŘŜŘ Ψŀǎ ƛǎΩΣ ŀƴŘ ƴƻ ƎǳŀǊŀƴǘŜŜ ƻǊ ǿŀǊǊŀƴǘȅ ƛǎ ƎƛǾŜƴ ǘƘŀǘ ǘƘŜ 

information is fit for any particular purpose. 

The EC flag in this deliverable is owned by the European Commission and the 5G PPP logo is owned by the 

5G PPP initiative. The use of the flag and the 5G PPP logo reflects that 5G-ENSURE receives funding from the 

European Commission, integrated in its 5G PPP initiative. Apart from this, the European Commission or the 

5G PPP initiative have no responsibility for the content. 

 

Copyright notice 

© 2015-2017 5G-ENSURE Consortium   
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1 Introduction          

This deliverable covers the aspects of the enabler deployment and evaluation within the 5G-ENSURE testbed. 

This includes an analysis of the security requirements to cover the security use cases described in D2.1 [1]. 

¢Ƙƛǎ ŀƴŀƭȅǎƛǎ Ŏƻƴǎƛǎǘǎ ƛƴ ƳŀǘŎƘƛƴƎ ǘƘŜ 9ƴŀōƭŜǊΩǎ ǎŜŎǳǊƛǘȅ ŎƭŀƛƳǎ described in D3.2 [2] of each enablerΩǎ ŦŜŀǘǳǊŜΣ 

against the different use cases defined in D2.1 [1], and their associated security threats identified in D2.3 [3]. 

In order to achieve the enablerΩǎ ƛƴǘŜƎǊŀǘƛƻƴ ƻƴ ǘƘŜ testbed, an integration roadmap is provided in this 

document together with the procedures in order to deploy and evaluate the enablers. 

A test plan for the evaluation of the enablerΩǎ ǎŜŎǳǊƛǘȅ ŎƭŀƛƳǎ ŀƎŀƛƴǎǘ ǘƘŜ ǎŜŎǳǊƛǘȅ use cases is provided as 

well. This includes the needed process between Work Packages 2, 3 and 4, a first structure regarding needed 

information to validate the enabler claim regarding threat coverage, and the test plan execution planning.  

At this point of time, the target for this deliverable is to provide the required documentation to evaluate the 

features included on enablerΩǎ wŜƭŜŀǎŜ мΦ .ȅ ǘƘŜ ǘƛƳŜ this ŘŜƭƛǾŜǊŀōƭŜ ƛǎ ŘǳŜΣ ǘƘŜ ŜƴŀōƭŜǊΩǎ ƛƴǘŜƎǊŀǘƛƻƴ ƻƴ ǘƘŜ 

testbed will be in an early stage, and the test plan would not be executed yet. Thus, this version of the 

deliverable provides the test plan structures and some test case examples. The deliverable will be extended 

and will take a final form in the D4.3 version άTest plan (final): Final description of how to evaluate the 

selected security enablersέ όaмуύΦ   ¢ƘŜ ŜǾŀƭǳŀǘƛƻƴ ǊŜǎǳƭǘǎ ŦǊƻƳ ǘƘŜ ǘŜǎǘ Ǉƭŀƴ ŜȄŜŎǳǘƛƻƴ ŀƴŘ ǘƘŜ ǊŜǎǳƭǘ ŀƴŀƭȅǎƛǎ 

ǿƛƭƭ ōŜ ǇǊƻǾƛŘŜŘ ŀǘ ǘƘŜ ŜƴŘ ƻŦ ǘƘŜ ǇǊƻƧŜŎǘ όaнпύ ƻƴ ǘƘŜ 5пΦп άEvaluation of the security enablers: Results and 

analysis of the Testbed runsέ. 

Annexed to this document is the provisional Testbed Terms of Use (Annex A) that needs to be signed by all 

the partners willing to use the testbed. 

The first structure of descriptive information needed to run the evaluation process between WP2 and WP4 

is in Annex B. 

This document is based on outcomes from previous deliverables of the project, and then all naming or 

identification used is referring to precedent deliverables of the project. This includes preserving the structure 

and identification used to organize the enablers and their features (D3.2 [2]), the use cases (D2.1 [1]), and 

the threats (D2.3 [3]).  

1.1 Definitions  

Most of the definitions used in this document have been already defined in the Chapter 1 of D4.1 [4]. In this 

section only new definitions are added  

1.1.1 Enabler evaluation Scenario  

Description of (technical or theoretical) steps required to provide evidence for some claim. 

For instance, a Scenario (set of technical steps description) is used by an Enabler owner to demonstrate that 

its enabler features covers a specific threat. 

Note: A Scenario never mitigates a threat, only an enabler feature mitigates a threat. A Scenario is used to 

ǾŀƭƛŘŀǘŜ ŀƴŘ ŘŜƳƻƴǎǘǊŀǘŜ ǘƘŀǘ ǘƘŜ ŜƴŀōƭŜǊΩǎ ǘƘǊŜŀǘ ŎƻǾŜǊŀƎŜ ƛǎ ƳƻǊŜ ƻǊ ƭŜǎǎ ŜŦŦŜŎǘƛǾŜΦ 
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2 Security requirements to cover use case needs        

2.1 %ÎÁÂÌÅÒȭÓ ÄÅÌÉÖÅÒÅÄ ÓÏÆÔ×ÁÒÅ ÆÅÁÔÕÒÅÓ 

In Table 1 we gather all the enablers and their corresponding features to be integrated in the R1. 

Note that those enablers and features are classified as a function of the security group they belong, namely 

AAA, Privacy, Trust, Security monitoring, and network management & virtualisation isolation.  

This classification determines the indexing of the enablers and corresponding features, where the indexing 

of the features and enablers will be consistent throughout this deliverable. 

The list of enablers and security feŀǘǳǊŜǎ ƛǎ ǘŀƪŜƴ ŦǊƻƳ ǘƘŜ ŘŜƭƛǾŜǊŀōƭŜ 5оΦм άрD-PPP security enablers 

ǘŜŎƘƴƛŎŀƭ ǊƻŀŘ ƳŀǇέ ώ5оΦмw9CϐΣ ǿƘŜǊŜ ŜƴŀōƭŜǊǎ ŀƴŘ ŦŜŀǘǳǊŜǎ are defined to be integrated in the 5G testbed 

R1. 

Table 1: 9ƴŀōƭŜǊΩǎ ŘŜƭƛǾŜǊŜŘ ǎƻŦǘǿŀǊŜ ŦŜŀǘǳǊŜǎ 

Id Security 
Group 

Owner 5G-ENSURE security enablers  Features for 1st sw release (R1)  

1 AAA 

 

SICS 1.1 Internet of things (IoT)  1.1.1 Group authentication by extending the LTE-
AKA protocol  

TASE 1.2 Fine-grained Authorization  1.2.1: Basic Authorization in Satellite systems  

1.2.2: Basic distributed authorization 
Enforcement for RCDs 

2 Privacy TIIT 2.1 Privacy Enhanced Identity 
Protection  

2.1.1: Encryption of Long Term Identifiers (IMSI 
public-key based encryption)  

OXFORD 2.2 Device identifier(s) privacy  2.2.1: Enhanced privacy for network attachment 
protocols  

3 Trust TCS 3.1 VNF Certification  3.1.1: VNF Trustworthiness Evaluation  

VTT 3.2 Trust Metric 

 

3.2.1: Trust metric based network domain 
security policy management 

IT-INNOV 3.3 Trust Builder 3.3.1: 5G Asset Model 
3.3.2: 5G Threat knowledge base v1  

4 Security 
Monitoring 

ORANGE 4.1 Generic Collector Interface  4.1.1: Log and Event Processing  

VTT 4.2 Security Monitor for 5G 
Micro-Segments  

4.2.1: Complex Event Processing Framework for 
Security Monitoring and Inferencing  

TASE 4.3 Satellite Network Monitoring 4.3.1: Pseudo real-time monitoring  
4.3.2 : Threat detection 

TS 4.4 PulSAR: Proactive Security 
Analysis and Remediation 

4.4.1: 5G specific vulnerability schema 

IT-INNOV 4.5 System security state 
repository 

4.5.1 : Deployment model ontology 

5 Network 
Management 
and 
Virtualization 
Isolation 

NEC 5.1 Access Control Mechanisms  5.1.1: Southbound Reference Monitor  

NEC 5.2 Component-Interaction 
Audits  

5.2.1: Basic OpenFlow Compliance Checker  

SICS 5.3 Bootstrapping Trust 5.3.1 Integrity Attestation of virtual network 
components 

VTT 5.4 Micro Segmentation  5.4.1: Dynamic Arrangement of Micro-Segments  
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2.2 Relevant use cases covered by each feature  

In this section we present the relationships between each feature to be integrated in the testbed and the 

Use Cases (UCs). The indexing of the features is the same as shown in the previous section and will be 

consistent throughout this deliverable to ensure the coherence. 

Each feature of this table is related to the different use casŜǎ ŀǎ ǎǇŜŎƛŦƛŜŘ ƛƴ 5оΦм άрD-PPP security enablers 

ǘŜŎƘƴƛŎŀƭ ǊƻŀŘ ƳŀǇέ [5]. 

Table 2: Relevant use cases covered by each feature 

ID Feature Relevant use cases 

1.1.1  UC3.1 : Authentication of IoT Devices in 5G 

1.2.1  UC1.3 : Satellite Identity Management for 5G Access   

1.2.2  UC4.1 : Authorization in Resource-Constrained Devices Supported by 5G Network  

2.1.1 UC2.2: Subscriber Identity Privacy 
UC2.3: Enhanced Communication Privacy  

2.2.1 UC2.1: Device Identity Privacy 
UC2.2: Subscriber Identity Privacy  

3.1.1 UC5.2: Adding a 5G Node to a Virtualized Core Network  
UC5.4: Verification of the Virtualized Node and the Virtualization Platform  
UC5.5: Control and Monitoring of Slice by Service Provider  
UC9.3: Authentication of New Network Elements  

3.2.1 UC5.2: Adding a 5G Node to a Virtualized Core Network 
UC 5.5: Control and Monitoring of Slice by Service Provider 
UC7.1: Unprotected Mobility Management Exposes Network for Denial of Service 
UC9.1: Alternative Roaming in 5G 

3.3.1 UC1.1 : Factory Device Identity Management for 5G Access 
UC3.1 : Authentication of IoT Devices in 5G 
UC3.2 : Network-Based Key Management for End-to-End Security 
UC5.1 : Virtualized Core Networks, and Network Slicing 
UC9.3 : Authentication of New Network Elements 
UC11 .1: Lawful Interception in a Dynamic 5G Network 
UC11.2: End-to-end Encryption in LI-aware network 

3.3.2 

4.4.1 UC5.5: Control and Monitoring of Slice by Service Provider 

4.3.1  UC5.6: Integrated Satellite and Terrestrial Systems Monitor 
UC8.1: Satellite-Capable eNB 4.3.2  

4.1.1 UC5.1: Virtualized Core Networks, and Network Slicing  
UC5.4: Verification of the Virtualized Node and the Virtualization Platform  
UC5.5: Control and Monitoring of Slice by Service Provider  
UC5.6: Integrated Satellite and Terrestrial Systems Monitor  
UC7.1: Unprotected Mobility Management Exposes Network for Denial of Service 
UC8.1: Satellite-Capable eNB  
UC8.2: Standalone EPC  
UC9.3: Authentication of New Network Elements  
UC10.1: Botnet Mitigation  
UC10.2: Privacy Violation Mitigation  
UC11.1: Lawful  Interception in a Dynamic 5G Network  
UC8.2: Standalone EPC  
UC9.3: Authentication of New Network Elements  
UC10.1: Botnet Mitigation  
UC10.2: Privacy Violation Mitigation  
UC11.1: Lawful  Interception in a Dynamic 5G Network  

4.2.1 UC5.5: Control and Monitoring of Slice by Service Provider 
UC10.1: Botnet Mitigation 
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4.5.1 UC5.1: Virtualized Core Networks, and Network Slicing  
UC5.4: Verification of the Virtualized Node and the Virtualization Platform  
UC5.5: Control and Monitoring of Slice by Service Provider  

5.1.1  UC4.2: Authorization for end-to-end IP connections  
UC5.2: Adding a 5G node to a virtualized core network  
UC9.3: Authentication of new network elements  
UC11.1: Lawful interception in a dynamic 5G network  

5.2.1  UC5.2: Adding a 5G node to a virtualized core network  
UC5.4: Verification of the virtualized node and the virtualization platform  
UC9.3: Authentication of new network elements  
UC11.1: Lawful interception in a dynamic 5G network  

5.3.1 UC5.1: Virtualized core networks, and network slicing  
UC5.2: Adding a 5G node to a virtualized core network  
UC5.4: Verification of the virtualized node and the virtualization platform  
UC9.3: Authentication of new network elements  

5.4.1 UC5.1: Virtualized core networks and network slicing  
UC5.2: Adding a 5G node to a virtualized core network  
UC3.1: Authentication of IoT devices in 5G  
UC3.2: Network-based key management for end-to-end security  
UC1.3: Satellite identity management for 5G access  

 

2.3 Enablerȭs security claims against use cases  

This section contains all the features per enabler to be integrated in the ENSURE platform as well as the goal 

of each feature and a detailed description of those threats covered by the features. The threats listed in this 

table are with regard to the identified relevant use cases shown in the previous section. 

Table 3Υ 9ƴŀōƭŜǊΩǎ ǎŜŎǳǊƛǘȅ ŎƭŀƛƳǎ ŀƎŀƛƴǎǘ use cases 

ID 

Feature 

Goal Threats covered 

1.1.1 Enable 5G to support massive deployments of IoT 

devices by adding explicit support for group 

authentication of devices   . 

¶ T_UC3.1_1 : Authentication traffic spikes 

¶ T_UC1.4_1 : Compromised Data. 

¶ T_UC2.2_2 : Mobile user interception and information interception 

1.2.1 To support access control of multiple users with 

different rights in satellite devices and services.  

¶ T_UC1.3_1 : Unauthorised activities related to satellite devices or 
(satellite) network resources 

¶ T_UC1.3_2 : Fake roaming from terrestrial network into satellite 
network  

¶ T_UC5.6_1 : Security threats in a satellite network 

1.2.2 To support access control on RCDs based on existing 

http solutions using ABAC and adapted for these 

devices.  

¶ T_UC3.1_1 : Authentication traffic spikes 

¶ T_UC3.1_2 : Compromised authentication gateway 

¶ T_UC4.1_1 : Unauthorized data access  

2.1.1 Limit (preferably totally avoid) exposing user identities 

on (at least) the air interface 

¶ T_UC2.2_1 : TǊŀŎƪƛƴƎ ƻŦ ŘŜǾƛŎŜΩǎ όǳǎŜǊΩǎύ ƭƻŎŀǘƛƻƴ 

¶ T_UC2.1_1 : Mobile user interception and information interception.  
¶ T_UC2.2_2 : Mobile user interception and information interception 

2.2.1 Limit exposure of device identifiers and prior points of 

attachment, and therefore, limit the ability to track a 

device. 

 

3.1.1 Certify the trustworthy implementation of the VNF and 

to expose their characteristics through a Digital 

Trustworthiness Certificate. 

¶ T_UC5.2_1 : Add malicious nodes into core network 

¶ T_UC5.2_2 : Forwarding logic leakage 

¶ T_UC5.2_3 : Manipulation of forwarding logic 

¶ T_UC5.5_1 : Misuse of open control and monitoring interfaces 

¶ T_UC5.5_2 : Unauthorized access to a network slice 

¶ T_UC5.5_3 : Bogus monitoring data 

¶ T_UC5.5_4 : No control of Cyber-attacks by the Service providers 
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¶ T_UC9.3_1 : Hardening or patching of systems is not done 

¶ T_UC9.3_2 : Unauthentic device installed into the system 

3.2.1 Enable service providers to offer trust based services for 

customers in mass market and industry.  

¶ T_UC3.1_1 : Authentication traffic spikes 

¶ T_UC5.5_4 : No control of Cyber-attacks by the Service providers 

3.3.1 Allow the modelling of 5G networks using the 

information gathered. 

 

Allow the mapping of a limited subset of threats to the 

designed 5G system. 

¶ T_UC3.1_1 : Authentication traffic spikes 

¶ T_UC3.1_2 : Compromised authentication gateway 

¶ T_UC3.2_1 : Leaking keys 

¶ T_UC5.1_1 : Misbehaving control plane 

¶ T_UC9.3_1 : Hardening or patching of systems is not done 

¶ T_UC9.3_2 : Unauthentic device installed into the system 

¶ T_UC11.1_1 : Compromised / malicious LI (Lawful Interception) 
function 

¶ T_UC11.2_1 : Nefarious activities (manipulation of information, 
interception of information) over LI-aware network 

 

 

3.3.2 

4.4.1 Extension of the Cyber Attack modelling.  ¶ T_UC5.1_1 : Misbehaving control plane 

¶ T_UC5.5_1 : Misuse of open control and monitoring interfaces 

4.3.1 Provide pseudo real-time monitoring of the satellite 

network 

¶ T_UC5.6_1 : Security threats in a satellite network 

¶ T_UC8.1_1 : Service failure over satellite capable eNB 

¶ T_UC5.5_4 : No control of Cyber-attacks by the Service providers 

¶ T_UC5.5_3 : Bogus monitoring data 

¶ T_UC1.3_2 : Fake roaming from terrestrial network into satellite 
network (and vice versa) 

4.3.2 Include rules in the monitoring system that correlate 

different incidents to detect specific threats and 

vulnerabilities in the satellite network.  

4.1.1 Interoperability between events and logs format, in 

order to allow FastData technologies to be deployed 

inside the 5G Network 

¶ T_UC1.4_1 : Compromised Data 

¶ T_UC5.1_1 : Misbehaving control plane 

¶ T_UC7.1_1 : Denial of service due to Unprotected Mobility 
Management Exposes Network 

¶ T_UC5.5_1 : Misuse of open control and monitoring interfaces 

¶ T_UC5.5_2 : Unauthorized access to a network slice 

¶ T_UC5.5_3 : Bogus monitoring data 

¶ T_UC5.5_4 : No control of Cyber-attacks by the Service providers 

¶ T_UC9.3_1 : Hardening or patching of systems is not done 

¶ T_UC9.3_2 : Unauthentic device installed into the system 

¶ T_UC5.6_1 : Security threats in a satellite network 

¶ T_UC8.1_1 : Service failure over satellite capable eNB 

¶ T_UC10.2_1 : Nefarious activities (malicious software, unauthorized 
activities, interception of information): privacy violations 

4.2.1 Enable distributed security monitoring and reactions to 

security incidents.  

¶ T_UC5.1_1 : Misbehaving control plane 

¶ T_UC5.5_1 : Misuse of open control and monitoring interfaces 

¶ T_UC5.5_2 : Unauthorized access to a network sliceT_UC9.3_2 : 
Unauthentic device installed into the system 

5.1.1 Enforce access control policies that account for the 

southbound API of an SDN controller. 

 

 

 

¶ T_UC5.2_2 : Forwarding logic leakage 

¶ T_UC5.2_1 : Add malicious nodes into core network  

¶ T_UC5.1_1 : Misbehaving control plane 

¶ T_UC3.2_1 : Leaking keys 

¶ T_UC5.1_1 : Misbehaving control plane 

¶ T_UC3.2_1 : Leaking keys 

¶ T_UC5.2_3 : Manipulation of forwarding logic 

¶ T_UC9.3_1 : Hardening or patching of systems is not done 

¶ T_UC9.3_2 : Unauthentic device installed into the system 

¶ T_UC11.1_1 : Compromised / malicious LI (Lawful Interception) 
function 

5.2.1 

 

Verification of the interaction between multiple 

network components with respect to simple policies 

about the ŎƻƳǇƻƴŜƴǘǎΩ ŜȄŎƘŀƴƎŜŘ hǇŜƴCƭƻǿ 

messages. 

5.3.1 Implement the strictly minimal functionality of software 

components and protocols necessary to validate the 

concept of deploying SDN components in isolated 

execution environments with a hardware root of trust.  

¶ T_UC5.2_1 : Add malicious nodes into core network 

¶ T_UC9.3_2 : Unauthentic device installed into the system 
 

5.4.1 

 

Enable dynamic arrangement (create, delete) of micro-

segments in the network.  

¶ T_UC5.2_1 : Add malicious nodes into core network 
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3 Enabler integration roadmap (enablers R1) and current status         

As stated in deliverable D4.1 [4], the enabler integration procedure is split in two: the R1 and the R1.1 (shown 

in Figure 1). The reason for this is that it is preferable to integrate the first set of enablers, which are easiest 

to integrate, and schedule the more complex enablers once the integration process is mature enough. 

The first enabler to be integrated in 5G-ENSURE testbed was the Generic Collector Interface. Indeed, this 

enabler will collect information that will be sent to some other enablers, that is why its integration was one 

of the main priorities in the roadmap introduced in D4.1. 

 

Figure 1: Testbed integration roadmap 

The status of R1 Enablers integration at the date of D4.2 publication) is given hereafter. This status is based 

on the evidences collected from testbed tools (helpdesk, catalogue and test plan; see chapter 4): 
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Enabler Feature Hosting  

requirements 

provided 

 

Terms of 

use 

Signed 

#Packages  Packaging  

status 

Deployment 

Request  

UT 

description 

 Threats 

Claimed  

 

Status 

GCI (Orange) Log and Event 

Processing 

Yes NO 3 100% Yes 100% 

(3) 

Yes Integrated (bug pending) 

IoT (SICS) Group authentication 

by extending the LTE-

AKA protocol 

Yes NO 7 100%  Yes 100% 

(4) 

Yes Almost completed (one 

UT KO) 

Fine-grained 

Authorization  

Basic Authorization in 

Satellite systems 

(TASE) 

Yes NO ? 0% No 0% No  (No inputs given) 

Basic distributed 

authorization 

Enforcement for RCDs 

(TS) 

Yes NO 2 100% Yes 100% 

(6) 

Yes Integrated 

Satellite Network 

Monitoring (TASE) 

Pseudo real-time 
monitoring  

Yes NO ? 0% No 0% 

 

No  (No inputs) 

Threat detection Yes NO ? 0% No 0% No  (No inputs) 

Component-

Interaction audits 

(NEC)* 

Basic OpenFlow 

Compliance Checker 

Yes NO ? 0% No 0% No  (No inputs, describe UT) 

Device identifier(s) 

privacy 

Enhanced privacy for 

network attachment 

protocols (OXFORD) 

Yes NO ? 0% Yes 0% 

(0) 

No Pending 

(Packaging and 

architecture 

specification) 

Bootstrappping trust 

(SICS) 

Integrity Attestation 

of virtual network 

components 

Yes NO 1 50%  Yes 0% 

(0) 

Yes Pending 

(packaging and unitary 

tests) 

Access control 

mechanism (NEC)* 

Southbound 

Reference Monitor 

Yes NO ? 0% No 0% No  (No inputs, describe UT) 

Microsegmentation 

(VTT) 

Dynamic 

Arrangement of 

Micro-Segments 

Yes NO 1 80% Yes 100% 

(4) 

Yes Pending 

 (architecture proposal) 

Security monitor for 

5G microsegments 

(VTT) 

Complex Event 

Processing 

Framework for 

Security Monitoring 

and Inferencing 

Yes NO 1 100% Yes 100% 

(2) 

Yes Pending 

 (Unitary tests and 

architecture proposal) 

Pulsar: Proactive 

security analysis and 

remediation (TS) 

5G specific 

vulnerability schema 

No NO ? 0% No 100% 

(4) 

No To be done (docker 

orchestration ongoing) 

Trust builder (IT-

INNOV) 

5G Asset Model 
 

Yes NO 1 100% Yes 100% 

(2) 

Yes Integrated 

Graphical editor  v1 Yes NO 1 100% Yes 100% 

(1) 

Yes Integrated 
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4 Testing procedures for the testbed  

This section provides the procedures in support of the enabler testbed lifecycle. These procedures will be 

enhanced and provided with complementary details on the ǇǊƻƧŜŎǘΩǎ ǿƻǊƪǎǇŀŎŜ wiki. In this way, the 

procedure will be able to evolve in time without compromising the concordance with the content described 

in this chapter. 

Notice: the tools referred in this document (TestLink, Artifactory, Ansible, etc) have already been introduced 

in D4.1 [4]. Please refer to this document for more detailed information about the tool description and their 

use in the scope of the testbed 

4.1 Enabler testbed  lifecycle  

The testbed lifecycle has been split in three main stages as shown on Figure 2  

 

Figure 2: Enabler testbed lifecycle 

¶ Delivery  of the enabler to the testbed 

¶ Integration of the enabler in the testbed allowing to the assertion of enablerΩǎ testbed acceptance 

¶ Evaluation of the enabler against the security threats related to the security UCs 

The first two stages (delivery and integration) constitute the deployment process of the enabler in the 

testbed, which ends up with the enabler acceptance. The last stage (evaluation) allows to evaluate and grade 

to which extent the security claims of the enabler are covered. 

The web-based TestLink [6] system is used to describe each unitary test (or acceptance test) and evaluation 

tests over the testbed. Each project entity needing to access a specific test or Scenario description should 

refer to TestLink.  

Delivery Integration Evaluation

Trust metric enabler 

(VTT) 

Trust metric based 

network domain 

security policy 

management 

Yes NO 1 100% Yes 100% 

(3) 

Yes Pending (architecture 

proposal) 

VNF certification 

(TCS) 

VNF Trustworthiness 

Evaluation 

Yes NO 2  100% Yes 100% 

(3) 

No Ongoing (architecture 

proposal) 

Privacy Enhanced 

Identity Protection  

Encryption of Long 

Term Identifiers (IMSI 

public-key based 

encryption)  

Yes NO 6  0% No 20% 

(1)  

Yes Pending  

(packaging and unitary 

tests) 
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4.2 Enabler deployment  strategy  

This section proposes the workflows and procedures for the delivery and integration of an enabler over the 

testbed as opposed to the evaluation of the enabler, which takes place later in the process and checks the 

coherence of the enabler with respect to the expressed requirements. The process of delivery and integration 

of an enabler requires the collaboration and exchange of information among several actors for an optimal 

result. 

!ǎ ǎǘŀǘŜŘ ƛƴ 5пΦмΣ άin order to provide the required degree of conformity for a telco grade platform, the 

deployment of the testbed instances will be handled by the Testbed Operator who will ensure that the 

required engineering rules are applied to all the instances running on the testbed.έ  

Therefore, the process of delivery and acceptation of an enabler consists of several procedures whose goal 

is to ensure the good transfer of information between the Enabler Owner and the Testbed Operator.  

4.2.1 Delivery process  

The enabler delivery process is composed of three steps as depicted in Figure 3. This process is led by the 

Enabler Owner who is supported by the Testbed Operator. 

 

Figure 3: Delivery workflow 

¶ The package build activity where the software, package and documentation is made ready. 

¶ The catalogue upload activity where the enabler is being uploaded on the testbed.  

¶ The testbed installation request permits to trigger the integration process by means of a deployment 

request through the helpdesk. 

 

As concerns the Package build, the Enabler Owner builds a package containing:  

¶ The dependencies.  
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¶ The enabler object code. 

¶ The configuration file(s). 

¶ The Ansible [7] configuration role (optional). 

The Testbed Operator provides templates to simplify this task (the packaging and the Ansible [7] role 

definition). 

Second, for the Catalogue upload, the Enabler Owner uploads the package to the 5G-ENSURE testbed 

catalogue. The catalogue is based on Artifactory [8] provided by the Testbed Operator. A dedicated 

repository is used for 5G-ENSURE enablers. The Enabler Owner provides the dependencies if they are not 

available as standard distribution packages. This procedure is detailed in section 4.3. 

Third, for the testbed installation request, the Enabler Owner requests the enabler deployment through the 

helpdesk. A dedicated ticket template is available for this specific request. This communication channel is 

important for managing these requests and track resource allocation.  

Figure 4 illustrates the helpdesk deployment request template: 

 

Figure 4: Helpdesk deployment request template 

In order to trigger this template, the Enabler Owner needs to create a new Request ticket on the helpdesk 

and choose the Enabler Deployment category.  

Then, the template will pre-set the required fields with the default information. The Enabler Owner should 

complete the ticket, before submitting it, with the following information:  
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Title: add the enabler name as defined in D3.2 [2]. 

Description: Provide as much information as possible to help preparing the deployment, namely: 

¶ The number of instances to deploy and their flavours. 

¶ If the enabler is composed of several packages, specify in which instance they should be deployed. 

¶ The requested network architecture allowing the interconnection of all requested instances, and 

with any other required equipment. Architecture can be delivered as an attached document in the 

deployment request. 

¶ Any other information that could help the Testbed Operator improve the understanding of the 

request. 

Hereunder, Figure 5 resumes the request created for the Generic Collector Interface deployment as example: 

 

Figure 5: GCI helpdesk deployment request 

4.2.2 Integration workflow  

Figure 6 depicts the steps that need to be performed to complete the integration on the testbed. In this case, 

the process is driven by the Testbed Operator with the support of the Enabler Owner. 
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Figure 6: Integration workflow 

The architecture proposal allows the specification of a target deployment architecture for the enabler and 

its associated components. The proposal will be based on the following inputs: 

¶ The enabler User Manual present in D3.4 [9]. 

¶ The content of the deployment request generated by the Enabler Owner through the helpdesk.  

The Testbed Operator will provide, by answering the helpdesk request, a deployment architecture proposal 

containing the information required by the Enabler Owner to validate the correctness of the deployment.  

The following example (Figure 7 and Figure 8) contains the proposal for the hosting of the Generic Collector 

Interface. 
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Figure 7: GCI Network configuration proposal 
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Figure 8: GCI network architecture proposal 

Upon validation by the Enabler Owner, which is to be done through the ongoing helpdesk request, the 

deployment can be triggered.  

At this stage the Testbed Operator will map all the collected information to the Orchestration and 

configuration management tools. Once this step is done the deployment process will be held automatically.  

At the end of the process the systems will be deployed with the identified enabler components and the 

requested configuration. If for any reason there are issues to deploy the target architecture, the Enabler 

Owner will support the Testbed Operator to identify a solution. The main communication channel to support 

this action is the helpdesk. 

Once the enabler and its associated components are deployed, the acceptance procedure can take place. 

The goal at this stage is just to run the enablerΩǎ ǳƴƛǘŀǊȅ ǘŜǎǘǎ ŘŜǎŎǊƛōŜŘ ƛƴ 5оΦп [9], which have been 

integrated as part of the test plan (see section 5.2.1). Running these tests in the testbed, functions as 

enablerΩǎ sanity checks. If the enabler passes the tests, it can be considered as integrated in the testbed. The 

testbed acceptance of the enabler is announced by means of an official mail to the Enabler Owner and the 

project Technical Manager. 

4.3 Delivering an enabler on the catalogue  

This procedure was described in a high level in D4.1 [4]. This section aims at describing the procedure in more 

details now that the testbed and the catalogue tool are fully operational. 

A catalogue tool (Artifactory [8]) is provided within the testbed. It centralizes and manages the delivery and 

deployment of the enablers within the testbed. Enabler packaging is an operational requirement for the 

enablers to be deployed on the testbed.  

Hereunder the complete procedure to deliver an enabler on the catalogue is specified: 

¶ Connect to the catalogue repository: https://artifact.b-com.com  

¶ Login using the personal testbed credentials. A web page looking like the following should appear: 

https://artifact.b-com.com/
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Figure 9: Catalogue home page 

¶ Go to the Artifacts menu. A screen looking like Figure 10 should appear 

 

Figure 10: Catalogue repository page 

¶ The following repositories are available at the time of the writing of this deliverable (see Figure 11):  

o Fivegensure-debian-local: Repository dedicated for the 5G-ENSURE project enablers for 

Debian / Ubuntu distributions 

o Xenial-xxxxx: Repositories used to cache Ubuntu Xenial distribution packages. This allows to 

install the system packages on the testbed from a local repository 

¶ Choose the target path on the left hand side of the webpage, taking into account the considerations 

regarding the operating system (Ubuntu Xenial), the architecture (amd64) and the nature of the 

enablers regarding their Intellectual property (restricted). This would provide the following target 

ǇŀǘƘ άfivegensure-debian-local/dists/xenial/restricted/binary-amd64/έ  
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Figure 11: Catalogue 5G-ENSURE Debian / Ubuntu repository 

¶ In order to upload a new package on the catalogue, click on the   button. The following menu 

will appear (see Figure 12): 

 

Figure 12: Catalogue deploy menu (1/2) 
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¶ Select the file containing the enabler and check that the target path is set as expected. Then click on 

ǘƘŜ ά5ŜǇƭƻȅέ ōǳǘǘƻƴ (see Figure 13). 

  

Figure 13: Catalogue deploy menu (2/2) 

Alternatively, it is also possible to perform the action using the Artifactory Rest API. In order to get the 

right format, use the  button on the Artifacts menu. This will provide the curl command 

template. The output should look like as in Figure 14. 
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Figure 14: Catalogue Curl template for package upload 

 

At this point, it should be possible to install / update the enabler from any testbed host system by using the 

repository management tool, or deploy a new Docker container.  

For the instances deployed on the testbed, the configuration management tool will configure their repository 

to point to the catalogue.  

 

4.4 Running an enabler  security  evaluation  

Note: to enter in a security evaluation stage, an enabler should have finalized its integration stage as 

described in the chapter 4.1. 

The evaluation stage will be performed for a specific pair of two elements defined as (enabler feature, threat), 

as it was stated in (D3.1 [5], D3.2 [2] and D2.3 [3]). 

The Enabler Owner has to describe how its enabler may mitigate the identified threat. This description will 

be based on the enabler technical specification, threat and uses case, and the ǘŜǎǘōŜŘΩǎ ŀǾŀƛƭŀōƭŜ nodes and 

resources (see D4.1 [4] testbed architecture description).  

In particular, it is not feasible to generate traffic spikes against a simulated network or against the enabler 

itself over the testbed. 

Hereafter is shown the Evaluation Scenario validation: 

¶ WP2(Task 2.3) is responsible for validating if the proposed Scenario, delivered by E.O., is sufficient 

to demonstrate that the enabler addresses and mitigates the identified threat. It is not the WP2 

responsibility to look neither at the enabler implementation details, nor penetration test, nor 

configuration / software security evaluation of the proposed enabler feature.  
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Note: the structure of the document related to the test evaluation Scenario is proposed for 

information, as a draft, in Annex B. This structure will evolve based on the information collected 

during the R1 evaluation stage and will be finalized in the D4.3 deliverable.  

¶ WP4(Task 4.2) is responsible for validating if the proposed Scenario (after WP2 validation) is 

technically compatible with the testbed architecture (see D4.1 [4]).  

In case the proposed Scenario is not technically feasible in the testbed, WP4 will ask the E.O. to 

specify a new evaluation Scenario, otherwise WP4 may decide that the current testbed is not able to 

support the proposed evaluation Scenario and then may recommend the E.O. to proceed with a 

theoretical evidence of coverage.   

This means that the evaluation metric associated to this pair (enabler feature, threat) will be set at 

άtheoretical or paper-based evidenceέ level (see chapter 4.5). In this specific case of theoretical 

validation, published scientific papers will be accepted as evidence of coverage, as the scientific 

community support the results if and only if the paper is accepted for publication. 

Evaluation Scenario process: 

Step 1: To deliver evidence and facts of a threat coverage, the E.O. delivers a description of the Scenario 

allowing to demonstrate the coverage of the identified threat.  

Step 2: This Scenario proposal will be then reviewed by WP2.  

Step 3: WP2 notifies to WP4 on the potential demonstration of Scenario proposed by the E.O. to cover the 

threat for the specific enabler feature. 

Step 4: WP4 validates the technical feasibility of the proposed tests and Scenario (in case of issue, we go back 

to step 1 or finalize the evaluation procedure based on theoretical evidences) 

Step 5: WP4 runs tests based on the description in TestLink (under the E.O. responsibility) and performs the 

evaluation of test result. 

Step 6: E.O., WP2 and WP4 validate the achieved results as a project result. 

Note: the evaluation performed on the testbed for a specific pair (enabler feature, threat) will be based on 

the proposed Scenario (under E.O. responsibility), but nothing prevents extra Scenarios from being defined 

and run after evaluation phase of one enabler feature, regarding the acquired information inside the whole 

project.   

4.5 0ÒÏÊÅÃÔȭÓ ÅÖÁÌÕÁÔÉÏÎ ÍÅÔÒÉÃ ÄÅÆÉÎÉÔÉÏÎÓ  

We provide hereafter with a set of elementary metrics to evaluate the coverage of the different threats:  

0:       no evidence of coverage of the threat is delivered 

1:       theoretical evidence (scientific article) of coverage of the threat is delivered 

2:       implementation delivered (integration phase on the testbed achieved and evaluation test 

described inside TestLink have been validated by WP2 without performing it, see 4.4 Running an 

enabler security evaluation) 

3:       Evaluation Tests performed on the testbed, based on simulated environment, achieved and 

positive. 
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4:       Evaluation Tests performed on the testbed have been done over the real testbed flows as 

described in the evaluation Scenario validated by WP2 and corresponding test description 

(TestLink).  

5:       Scientific paper (formal proof) and verification that the tested code and Scenario conform to 

the scientific paper. This could only happen once level 4 is achieved for the specific (enabler 

feature, threat). 

 

Some evaluation examples: 

¶ The following pair (enabler feature, threat), where only unitary tests are performed (integration 

phase) but there is not any theoretical, nor technical, nor scientific evidence on how it covers the 

claimed threats will be scored with the value άлέΦ 

¶ The following pair (enabler feature, threat), where only theoretical, technical or scientific paper 

based evidence on how it covers the claimed threats will be scored with the value άмέΦ 

¶ The following pair (enabler feature, threat), where theoretical or scientific evidence is delivered and 

unitary test(s) are performed (integration phase) will be scored with the ǾŀƭǳŜ άнέΦ 

Those metrics are delivered for each pair (enabler feature, threat). 

These metrics are an elementary set of KPIs that allow us to calculate three additional metrics to be delivered 

as results in the project:  

1) an average per identified threat and per enabler (set of features),  

2) which is the most efficient enabler feature for a given threat, and 

3) the most efficiently covered threat by a given enabler feature  

To illustrate the use of these metrics, we propose an example of one enabler feature (A.b.c), which claims to 

cover the 4 following threats: T_UC3.x_z, T_UC3.2_5, T_UC9.2_2, T_UC10.2_1. They performed the 

evaluation of the 4 different threats with the following scoring results:  

¶ T_UC3.x_z Ą 3 (simulation based evidence) 

¶ T_UC3.2_5 Ą 0 (no evidence) 

¶ T_UC9.2_2 Ą 4 (real-test bed based evidence) 

¶ T_UC10.2_1Ą 1 (theoretical based evidence) 

Those scoring results mean that: 

¶ The average result for this enabler feature !ΦōΦŎ ƛǎ Ŝǉǳŀƭ ǘƻ άнέ, what gives an approximated idea on 

its threats coverage.  

¶ The enabler feature A.b.c covers better the threat T_UC9.2_2 than other features claiming to cover 

it. 

Based on the evaluation performed, several metrics are collected which that allows an evaluation per threat 

at global project level. 

For instance, threat T_UC9.2_2 is claimed to be covered by 2 different enabler features, with an average 

ƳŜǘǊƛŎǎ ŀǘ ǇǊƻƧŜŎǘ ƭŜǾŜƭ ƻŦ ΨоΦрΩ όŀǾŜǊŀƎŜ ōŜǘǿŜŜƴ ΨоΩ ŦƻǊ ό5ΦŜΦŦΣ ¢ψ¦/фΦнψнύ ŀƴŘ ΨпΩ ŦƻǊ ό!ΦōΦŎΣ ¢ψ¦/фΦнψнύύΦ 

The conclusion is that enabler feature (A.b.c) is the one which best covers the given threat. 

Example of metrics reporting 
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Based on this collection of KPI, D4.3 will be able to deliver a general conclusion of the project 5G-ENSURE. 

5 Test plan  

This chapter covers the way the test plan has been structured and how this structure is matched against the 

TestLink [6] web tool, which is provided by the testbed to build the test plan, drive the tests, and collect the 

results. The chapter also provides a preliminary definition of test cases (the full version will be available in 

D4.3).  

The complete user manual of TestLink is available at [10] and a screencast is available at [11] also. 

5.1 Roles  

In D4.1 [4] the following roles related to the test plan are defined:  

Test plan Editor  

It is a (testbed) user that contributes to the edition of the test plan for the projectΩǎ enabler security 

validation. 

Test plan Executor  

It is a (testbed) user that participates to the execution of the test plan and the collection of the results.  

In this section, these definitions will be extended in two directions:  

¶ Provide the relationship between these roles and those existing on TestLink. 

¶ LŘŜƴǘƛŦȅ ǘƘŜ ǇŀǊǘƴŜǊΩǎ ǊƻƭŜ ŜƴŘƻǊǎŜƳŜƴǘ  

ID

Feature

T_UC3.x_z 3

T_UC3.2_5 0

T_UC9.2_2 4

T_UC10.2_1 1

T_UC3.2_5 3

T_UC9.2_2 3

T_UC7.2_1 1

G.h.i T_UC3.2_5 3 3 T_UC3.2_5 (3)

2,33

Most efficiently covered  

threat 

T_UC9.2_2 (4)

T_UC9.2_2 T_UC3.2_5 (3)D.e.f

A.b.c 2

Enabler efficiency levelThreats claimed (Id)
efficiency of coverage 

per threat

T_UC3.x_z 1 3 3 (A.b.c)

T_UC3.2_5 3 2 3 (A.b.c , D.e.f)

T_UC7.2_1 1 1 1 (D.e.f)

T_UC9.2_2 2 3,5 4 (A.b.c)

T_UC10.2_1 1 1 1 (A.b.c)

More efficient Threat 

coverage level (enabler)
Threats claimed (Id)

Threat coverage level in 

the project

 #enablers claiming to 

cover the threat
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5.1.1 Role matching  

TestLink is bundled with 6 different default permission levels built in, as described in [10]. These permission 

levels are the following: 

ωGuest: A guest only has permission to view test cases, reports and metrics. He cannot modify anything. 

ωTest Executor: A tester has permissions to see and run tests allocated to them. 

ωTest Designer: A user can fully work (view and modify) with Test Specification and Requirements. 

ωTest Analyst (or senior tester): A tester can view, create, edit, and delete test cases as well as execute them. 

Testers lack the permissions to manage test plans, manage Test projects, create milestones, or assign rights. 

(Initially Senior tester). 

ωTest Leader: A leader has all of the same permissions as a tester but also gains the ability to manage test 

plans, assign rights, create milestones, and manage keywords. 

ωAdministrator: An administrator has all possible permissions (leader plus the ability to manage test projects 

and users) 

The roles above are resumed in the Figure 15 

 

Figure 15: TestLink roles (source [10]) 
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In order to preserve the coherence between the deliverables and for the sake of simplicity, the number of 

used roles will be preserved. Here is the proposed matching: 

¶ Testbed Test plan Editor Č TestLink Test Analyst (Senior tester)  

¶ Testbed Test plan Executor Č TestLink Test Executor 

There is a third role, not directly related to the testing strategy, which is the administrator role. It will be 

played by the Testbed Operator as for any other service provided within the testbed.  

5.1.2 Role endorsement  

As described in the next section, the test plan will be divided in two threads: enabler feature sanity check 

and enabler security evaluation. Depending on the threat, endorsement will differ.  

Enable feature sanity check 

The main goal is to validate the integration of the feature in testbed.  

¶ Testbed Test plan Editor Č  Enabler Owner  

¶ Testbed Test plan Executor Č  Testbed Operator 

The test are based on the unitary test cases defined on D3.4 [9] 

Enabler security evaluation 

¶ Testbed Test plan Editor Č  Enabler Owner   

¶ Testbed Test plan Executor Č  Partners involved in 5G-ENSURE testbed test plan activities   

In this case, the goal is that the enabler owner, in collaboration with WP2 members (see 4.4 Running an 

enabler security evaluation), establishes the test cases that would allow for evaluation of its enabler against 

the security threats covered by the enabler The testbed operator will afterwards check the feasibility of the 

test case within the testbed, and will support the enabler owner to describe them within the scope of the 

testbed. 

5.2 Structure  

This section will cover the test plan structure and its mapping against the test plan web tool. As described 

previously on the document, the goal of the test plan ƛǎ ǘƻ ǇǊƻǾƛŘŜ ǘƘŜ ƳŜŀƴǎ ǘƻ ŜǾŀƭǳŀǘŜ ǘƘŜ ŜƴŀōƭŜǊΩǎ 

security claims against the identified security use cases, and their associated security threats. However, it is 

important also to check that the enablers have been properly integrated on the testbed, prior to start the 

security evaluation. All the project partners have agreed in structuring the test plan to cover both, the 

integration and the evaluation tests using TestLink [6].  

In a first stage, there will be the unitary tests of D3.4 [9] driven as sanity checks. They will be run at the end 

of the testbed integration phase. Then, security evaluation related tests will take place during the enabler 

security evaluation.  

In order to use a single tool to collect all test results, the unitary tests described in D3.4 [9] will be added to 

TestLink. This step will enhance their description in order to correspond with the deployment of the enabler 

within the testbed. 

The structure used by TestLink is described in the detail in the user manual [10]. Here, the focus is on the 

most important concepts that have been applied to create the test plan. Figure 16 provides the relationship 

between the objects composing a test plan based on requirements specification as described in [10]. This 
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approach is particularly adapted to the 5G-ENSURE project, as there has been a considerable effort to 

describe the enablers feature requirements in the deliverables from WP3, and the UCs and the Threat 

requirements in the deliverables from WP2. 

 

Figure 16: Requirement based test plan (source [10]) 

In Figure 16, the following elements are depicted:  

¶ Requirement: It describes a requirement which can be related to a feature, a use case, a constraint, 

etc. In the current test plan, the enabler features will be described as feature requirements, and the 

Security UCs as use case requirements. 

¶ Requirement specification: It is a group of related requirements. In the current test plan they are 

either related to an enabler or a use case cluster. 

¶ Test case: It is the testing unit. For each test that needs to be executed on the testbed, there should 

be a test case providing scope, preconditions, steps to perform the test, and expected results.  

¶ Test specification (or test suite): It defines a group of related test cases. In the scope of the 5G-

ENSURE testbook, it is either related to an enabler feature or to a use case. 

5.2.1 EnablerȭÓ feature sanity checks  

Figure 17 depicts the target structure for the testbook with regard the enabler features (sanity checks) 
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Figure 17: Testbook structure based on enabler features 

The goal is to map the structure that has been defined by WP3 for the enablers and their features on the test 

plan structure. This structure should allow to have a product features based validation approach. This should 

be compliant with the feature sanity check to be run at the end of the enabler integration on the testbed. 

In the rest of this section it is described the way to actually map the illustration of Figure 17 with the objects 

inside TestLink [6]. 

Requirement Specification 

Figure 18 ǇǊƻǾƛŘŜǎ ŀƴ ŜȄŀƳǇƭŜ ƻŦ ǊŜǉǳƛǊŜƳŜƴǘ ǎǇŜŎƛŦƛŎŀǘƛƻƴ ŦƻǊ ǘƘŜ άPrivacy Enhanced Identity Protection 

enablerέ 

  

Figure 18: Requirement Specification for άPrivacy Enhanced Identity Protectionέ enabler 






















































