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D4.2 Test plan (draft)

Executive summary

5GENSURE aims at providing security proven enablers. In order to achieve this tgs#ihed hasbeen
designed within the scope of the project to host the enablers issued from the project. Their security claims
will be tested against the security threapseviously identified within the project. This will prove efficiency

of the features developed.

This document version provides a draft containing theédés build the complete test plan, the procedures
to deliver and integrate the software, and the égration roadmap.

Other WP4 deliverables will arriedterwards to provide the complete test plafD4.3 in M18)and analyse
the results of the test plan executid®4.4 in M24)

This document presents templates and examples oEbGureests.Evaluatian tests will be describeih an
add-ondocumentdue to thefact theinter WorkPackages validatigorocessegarding the Enabler claims of
Threats coverage (see chap®@®rhas not been fully defined nor endorsed

¢tKS 5ndn ¢Sad tftly R20dzySyid SYOoSRa I RN}YFTi OSNRERAZ2

legal review befordinal approval.
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Foreword

5GENSURE belongs to the first group offttidled projects which collaboratively develop 5G under the
umbrella of the 5G Infrastructure Public Private PartnershipR®®) in the Horizon 2020 Programme. The
overall goal of 56ENSURE is to deliver strate@igpact across technology and business enablement,
standardisation and vision for a secure, resilient and viable 5G network. The project covers research &
innovation - from technical solutions (5G security architecture dadtbed with 5G security enableygo

market validation and G I { S KehdageSdhEs@anning various application domains.

This document provides the procedures to deliver and integrate the enablers i§suedhe 5GENSURE
Software Release It also establishes the test plan structutet will allowthe validation ofi KS Sy I 6t SN
security claims against the identified security threats.

An important documentthe Testbed Terms of Us@raft version)is annexedasit provides the ruleghat
are proposed to applyo the testbed usageand so will need to be respected by each partner in order to
work with the testbed

Disclaimer
CKS AYF2NXIFOGA2Y Ay (GKAA R20dzyYSyid Aad LINRPOARSR Wl 2
information is fit for any particular purpose.

The EC flam this deliverable is owned by the European Commission and the 5G PPP logo is owned by the
5G PPP initiative. The use of the flag and the 5G PPP logo reflects BBtBBERE receives funding from the
European Commission, integrated in its 5G PPP initiafipart from this, the European Commission or the

5G PPP initiative have no responsibility for the content.

Copyright notice
© 20152017 5GENSURE Consortium
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D4.2 Test plan (draft)

1 Introduction

This deliverable covers the aspects of the enabler deploymengeaaldiationwithin the 5SGENSURfestbed

This includes an analysis of the security requirements to cover the seasdtgase describedn D2.1[1].

CKAA Fylfeara O2yairaida Ay destribedirD3.3[2Hof dadheéhab®d & 0 T S INID dzNJ
against the differentuse casedefined inD2.1[1], and their associated security threats identified in D3]3

In order to achieve thenableQa A y i S 3 Ndesibkd?ayi integfatioi fo&Imays providedin this
documenttogether with the procedures orderto deploy and evaluate the enablers.

A testplanfor the evaluaion ofthe enableQad & SOdzNRA (i & Of | AuleXassishtovidédas (1 KS
well. This includethe needed process between Wokkackage?2, 3 and 4a firststructureregarding needed
information to validate the enabler claim regarding threat coveragelthe test planexecutionplanning

Atthis point of time the target for this dliverable is to provide the required documentation to evaluate the
features included oenableQd wSft SI aSthmRPSt ROSMISo I3 YSa RdzSz (GKS Sy
testbed will be inan early stage, and théest plan wouldnot be executed gt. Thus, his version of the
deliverable providsethe test plan structuresind someest caseexamples. The deliverable will batended

and will takea final form in the D4.3versiondTest plan (final): Final description of how to evaluate the
selected scurity enablers 60 amMy 0 @ ¢tKS S@IFfdzZd GA2y NBadzZ §a FNRY
gAft 0S LINPOARSR Il (KS SH&Ruatom of hésScurltydRaBledsOResulisandn 0
analysis of th& estbedun<.

Annexed tathis document ighe provisionalTestbed Terra of Use(AnnexA) that needsto be signed by all
the partners willing to use théestbed

The first structure of descriptive information needed to run the evaluation process between WP2 and WP4
is inAnnex B.

This document is based on outcomes fr@greviousdeliverables of the project, ahthen all naming or
identification used is referring to precedent deliverables of the proj€bis includes preserving the structure
and identification used to organize tlemablers and their features (D3[2]), the use cases (D2.11]), and
the threats (D2.33)).

1.1 Definitions

Most of the definitions used in this document have bedready defined in the Chapter 1 of D44]. In this
section only new definitions are added

1.1.1 Enabler evaluation Scenario

Description of (technical or theetical) steps required to provide evidencéor some claim.
For instancea Scenario (set of technical steps description) is used by an Enabler owner to demonstrate that
its enabler feature covers a specific threat.

Note: A Scenario never mitigates a threat, only an enabler feature mitigates a threat. A Scenario is used to
Gt ARFGS FYR RSY2YAUGNXrdS GKIFIG GKS Sylof SNR& GKNBSI
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2 Security requirements to cover

2.1

D4.2 Test plan (draft)

use caseneeds

%l AAT AO6O AAI EOAOAA O #OxAOA AEAAOOOAO

In Table 1 we gather all the enablers and their corresponding features to be integrated in the R1.

Note that those enablers and features are classified as a function of the security group they, inalovedy
AAA Privacy, TrustSecuritymonitoring, and network margement& virtualisation isolation

This classification determisehe indexing of the enablers and corresponding features, where the indexing

of the features and enablers will be consistent throughout this deliverable.

The list of enablers and security lfe(i dzNB &

Aa

GF 1Sy T NP YPRiskdhrity R&ablérsd S NI

G§SOKYAOFf NRFR YIL¥E 50 ®marddeffarto Beknidided B 1he TGiteStbe
R1.
Tablel: 9y 6f SNR& RSt ADGSNBR a2FiGsl NE FSHidNBa
Id | Secuity Owner 5GENSURE security enablers | Features for 1st sw release (R1)
Group
1 |AAA SICS 1.1 Internet of things (I0T) 1.1.1 Group authentication by extending the L7
AKA protocol
TASE 1.2 Finegrained Authorization 1.2.1: Basic Authorization in Satellite systems
1.2.2: Basic distributed authorization
Enforcement for RCDs
2 |Privacy TINT 2.1 Privacy Enhanced Identity | 2.1.1: Encryption of Long Term Identifi¢iglSI
Protection publickey based encryption
OXFORD| 2.2 Device identifier(s) privacy | 2.2.1: Enhanced privacy for network attachme
protocols
3 |Trust TCS 3.1 VNF Certification 3.1.1: VNF Trustworthiness Evaluation
VTT 3.2 Trust Metric 3.2.1: Trust metric based network domain
security policymanagement
IT-INNOV| 3.3 Trust Builder 3.3.1: 5G Asset Model
3.3.2: 5G Threat knowledge base v1
4 | Security ORANGE| 4.1 Generic Collector Interface | 4.1.1: Log and Event Processing
Monitori - - -
onitoring VTT 4.2 Security Monitor for 5G 4.2.1: Complex Event Processing Framework {
Micro-Segments Security Monitoring and Inferencing
TASE 4.3 Satellite Network Monitoring| 4.3.1: Pseudo redalme monitoring
4.3.2: Threat detection
TS 4.4 PUlSAR: Proactive Security | 4.4.1: 5Gspecific vulnerability schema
Analysis and Remediation
ITFINNOV| 4.5 System security state 4.5.1: Deployment model ontology
repository
5 | Network NEC 5.1 Access Control Mechanisms| 5.1.1:Southbound Reference Monitor
Management| NEC 5.2 Componentnteraction 5.2.1: Basic OpenFlow Compliance Checker
and Audits
Virtualization | SICS 5.3 Bootstrapping Trust 5.3.1 Integrity Attestation of virtual network
Isolation components
VTT 5.4 Micro Segmentation 5.4.1: Dynamic Arrangement of Mici®egments

671562 SGENSURE
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2.2 Relevant use cases covered by each feature

In this section we preserthe relation$ips between each featuréo be integrated in the testbednd the
Use CaseflUCs) The indexing of the features is the same as shown in the previous section and will be

consistent hroughout this deliverabléo ensure the coherence

Each feature of this tablis related to the differentuse c8sa I a & LIS O A -PRPSéurifgnyablésso © m

G§SOKYAOI f[5].N2 I R Y LX

Table2: Relevant use case covered by each feature

ID Feature

Relevantuse case

1.11

UC3.1 Authentication of loT Devices in 5G

1.2.1

UC1.3 Satellite Identity Management for 5G Access

1.2.2

UCA4.1 Authorization in Resoure€onstrained Devices Supported by 5G Networ

211

UC2.2: Subscriber Identity Privacy
UC2.3: Enhanced Communication Privacy

221

UC2.1: Device Identity Privacy
UC2.2: Subscriber Identity Privacy

3.11

UC5.2: Adding a 5G Node to a Virtualized Core Network

UC5.4: Verification of the Virtualized Node and the Virtualization Platform
UCS5.5: Control and Monitoring of Slice by Service Provider

UC9.3: Authentication of New Network Elements

3.2.1

UC5.2Adding a 5G Node to a Virtualized Core Network

UC 5.5: Control and Monitoring of Slice by Service Provider

UC7.1: Unprotected Mobility Management Exposes Network for Denial of Sery|
UC9.1: Alternative Roaming in 5G

3.3.1

3.3.2

UC1.1 Factory Device ldentitylanagement for 5G Access
UC3.1 Authentication of 0T Devices in 5G

UC3.2 NetworkBased Key Management for ErtdEnd Security
UCS5.1 Virtualized Core Networks, and Network Slicing
UC9.3 Authentication of New Network Elements

UC11.1: Lawful Intercefion in a Dynamic 5G Network
UC11.2: Entb-end Encryption in kdware network

441

UCS5.5: Control and Monitoring of Slice by Service Provider

4.3.1

4.3.2

UCS5.6: Integrated Satellite and Terrestrial Systems Monitor
UCB8.1: SatellitCapable eNB

41.1

UCS5.1: Virtualized Core Networks, and Network Slicing

UC5.4: Verification of the Virtualized Node and the Virtualization Platform
UCS5.5: Control and Monitoring of Slice by Service Provider

UCS5.6: Integrated Satellite and Terrestrial Systems Monitor

UC7.1: Unprotected Mobility Management Exposes Network for Denial of Sery|
UCS8.1: SatellitCapable eNB

UC8.2: Standalone EPC

UC9.3: Authentication of New Network Elements

UC10.1: Botnet Migation

UC10.2: Privacy Violation Mitigation

UC11.1: Lawfulnterception in a Dynamic 5G Network

UC8.2: Standalone EPC

UC9.3: Authentication of New Network Elements

UC10.1: Botnet Mitigation

UC10.2: Privacy Violation Mitigation

UC11.1: Lawfulnterception in a Dynamic 5G Network

421

UCS5.5: Control and Monitoring of Slice by Service Provider

UC10.1: Botnet Mitigation

671562 SGENSURE
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451 UC5.1: Virtualized Core Networks, and Network Slicing

UC5.4: Verification of the Virtualized Node and the Virtualization Platform
UC5.5: Control and Monitoring of Slice by Service Provider

5.1.1 UC4.2: Authorization for ertb-end IP connections

UCS5.2: Adding a 5G node to a virtualized core network

UC9.3: Authentication of new network elements

UC11.1: Lawful interception in a dynamic 5G network

5.2.1 UCS5.2: Adding a 5G node to a virtualized core network

UC5.4: Verification of the virtualized node and the virtualization platform
UC9.3: Authentication of new network elements

UC11.1: Lawful interception in a dynamic 5G network

53.1 UC5.1: Virtualized core networks, and network slicing

UC5.2: Adding a 5G node to a virtualized core network

UC5.4: Verification of the virtualized node and the virtualization platform
UC9.3: Authentication of new network elements

541 UC5.1: Virtualized core networks and network slicing
UCS5.2: Adding a 5G node to a virtualized core network
UC3.1: Authentiation of 10T devices in 5G

UC3.2: Networlbased key management for entd-end security
UC1.3: Satellite identity management for 5G access

2.3 Enabler & security claims against use cases

Thissectioncontains all the features per enabler to be integratedhe ENSURE platforas well ashe goal
of each feature ana detailed description dhose threatscovered bythe features.The threats listed in this
table are with regard to thé&entified relevant use caseshown in the previous section.

Table3Y 9yl 6f SNN&a &aSdedaadeii @ Of ' AYa |3 Ayad

ID Threats covered

Feature

1.1.1 Enable 5G to support massive deployments of | T_UC3.1_1Authenticationtraffic spikes
devices by adding explicit support for grof1 T_UC1.41: Compromised Data.

authentication of devices 1 T_UC2.2_2Mobile user interception and information interception

121 To support access control of multiple users wq T_UCL1.3_1Unauthorised activitieselated to satellite devices or
different rights in satellite devices and services. (satellite) network resources
1 T_UCL1.3_2Fake roaming from terrestrial network into satellite
network
1 T_UCS.6_1 Security threats in a satellite network
1.2.2 To support access control on RCDs based on exi| | T_UCS3.1_1 Authenticationtraffic spikes
http solutions using ABAC and adapted for thq T_UC3.1_2Compromised authentication gateway
devices. ] T_UCA4.1_1Unauthorizeddata access

2.1.1 Limit (preferably totally avoid) exposing user identit] § T _UC2.2 1TNJ O1 Ay 3 2F RSHAOSQa 6 dza S

on (at least) the air interface 1  T_UC2.1_1Mobile user interception and information interception.
1  T_UC2.2_2Mobile user interception anthformation interception
221 Limit exposure of device identifiers and prior points|
attachment, and therefore, limit the ability to track
device.
3.1.1 Certify the trustworthy implementation of the VNF al § T_UC5.2_1Add malicious nodes into core network
to expose their characteristics through Bigital [ 1  T_UC5.2_2Forwarding logic leakage
Trustworthiness Certificate. 1  T_UCS5.2_3Manipulation of forwarding logic
1  T_UCS5.5_1Misuse of open control and monitoring interfaces
1  T_UCS5.5_2Unauthorizedaccess to a network slice
T_UCS5.5_3Bogus monitoring data
1 T_UC5.5_4No control of Cybeattacks by the Service providers

671562 SGENSURE 9
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segments in the network.

1  T_UC9.3_1Hardening or patching of systems is not done
I  T_UC9.3_2Unauthentic device installed into the system
321 Enable service providers to offer trust based servicey §  T_UC3.1_1Authentication traffic spikes
customers in mass market and industry. 1  T_UCS5.5_4No control of Cybeattacks by the Service providers
3.31 Allow the modelling of 5G networks usinthe | §  T_UCS3.1_1Authentication traffic spikes
information gathered. 1 T_UC3.1_2Compromised authentication gateway
1 T_UC3.2_1Leaking keys
1  T_UCS5.1_1Misbehaving control plane
Allow the mapping of a limited subset of threats to t T T_UC9.3_1Hardening or patching of systems is not done
3.32 designed 5G system. T T_UC9.3 2 Unauthentl_c dewce_lqstalled into the system _
1 T_UC11.1_iGCompromised malicious LI (Lawful Interception)
function
1  T_UC11.2_iNefarious activities (manipulation of information,
interception of information) over L-dware network
441 Extension of the Cyber Attack modelling. 1  T_UCS5.1_1Misbehaving control plane
T _UCL.5_1Misuse of open control and monitoring interfaces
431 Provide pseudo redime monitoring of thesatellite | §  T_UC5.6_1Security threats in a satellite network
network T_UCB8.1_1Servicdailure over satellite capable eNB
1  T_UC5.5_4No control of Cybeattacks by the Service providers
4.32 Include rules in the monitoring system that correlg ¢ T _UC5.5_3Bogus monitoring data
different incidents to detect specific threats af §  T_UCL.3_2Fake roaming fronterrestrial network into satellite
vulnerabilities in the satellite network. network (and vice versa)
411 Interoperability between eventand logs format, inf § T _UC1.4_1Compromised Data
order to allow FastData technologies to be deploy 1  T_UC5.1_1Misbehaving control plane
inside the 5G Network T_UC7.1_1Denial of service due to Unprotected Mobility
Management Exposes Network
1  T_UCK.5_1Misuse of open control and monitoring interfaces
1  T_UC5.5_2Unauthorized access to a network slice
T_UC5.5_3Bogus monitoring data
1  T_UC5.5_4No control of Cybeattacks by the Service providers
T_UC9.3_1Hardening or patching of systerissnot done
1 T_UC9.3_2Unauthentic device installed into the system
T_UCS5.6_1Security threats in a satellite network
T_UCB8.1_1Service failure over satellite capable eNB
T_UC10.2_1iNefarious activities (malicious software, unauthorized
activities,interception of information): privacy violations
421 Enable distributed security monitoring and reactions| §  T_UC5.1_1Misbehaving control plane
security incidents. T_UCS5.5_1Misuse of open control and monitoring interfaces
T_UC5.5_2Unauthorizedaccess to a network slice UC9.3_2
Unauthentic device installed into the system
511 Enforce access control policies that account for | § T_UC5.2_2Forwarding logic leakage
southbound API of an SDN controller. 1 T_UC5.2_1Add malicious nodes into core network
T_UCS5.1_1Misbehaving control plane
1 T_UC3.2_1Leaking keys
T_UCS5.1_1Misbehaving control plane
1  T_UC3.2_1Leaking keys
1  T_UCS5.2_3Manipulation of forwarding logic
T_UC9.3_1Hardening or patching of systenmssriot done
521 Verification of the interaction between multipll § T _UC9.3_2Unauthentic device installed into the system
network components with respect to simple polic{ 1 T_UC11.1_1Compromised / malicious LI (Lawful Interception)
about the O2YLRYSyiaQ SEOK function
messages.
5.3.1 Implement the strictly minimal functionality of softwanl § T_UC5.2_1Add malicious nodes into core vebrk
components and protocols necessary to validate | 1 T_UC9.3_2Unauthentic device installed into the system
concept of deploying SDN components in isold
execution environments with a hardware root of trus
5.41 Enable dynamic arrangement (create, delete) of miq § T_UC5.2_1Add malicious nodes into core network

671562 SGENSURE
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3 Enabler integration roadmap (enablers R1) and current status

As stated in deliverable D4[4], the enabler integration procedure is splitin two: the R1 and the R1.1 (shown
in Figurel). The reason for this is thitis preferable to integrate the firstet of enablers, which areasiest
to integrate, and schedule the more complex enablers once the integration processusrenough.

The first enabler to be integrated BGENSURE testbed was the Generic Collector Interface. Indeed, this
enablerwill collect information that will be sent to some other enableisat is why its integration was one
of the main priorities inthe roadmapintroducedin D4.1

Oct 2016 Nov 2016 Dec 2016 Jan 2017 Feb 2017
[ mg [ Mo [ mio] mi1 M12 M13 M14 M15 | mi6 |
wi| w2 ws[wi|wi[w2a[ws[wa|wi][w2[ws[wa|wi[w2]ws wa
‘04.1 -

Micro Segmentation
Security Monitor for 5G Micro-Segments

First set of enablers implemented with Evaluation Plan
D3.3.a&D3.4.a .
Generic Collector Interface
Proactive Security Analysis and Remediation

R‘] ‘] integration phase Privacy Enhanced Identity Protection

Trust Builder

Trust Metric Enabler
VNF Certification

Internet of things (loT)
Device identifier(s) privacy
Fine-grained Authorization
H H Satellite Network Monitoring

R1 Iﬂtegra'tIOﬂ phase Generic Collector Interface
Gomponent-Interaction Audits
Bootstrapping Trust
Access Control Mechanism

Figurel: Testbed integration roadmap

The status of R1 Enablers integration at the date of D4.2 publicasigijen hereafter This status is based
on the evidences collected from testbed to@felpdesk, catalogue and test plaeechapter4):

671562 SGENSURE 11



Enabler

GCI (Orange)

loT (SICS)

Fine-grained
Authorization

Satellite Network
Monitoring (TASE

Component
Interaction audits
(NEC)*

Device identifier(s)
privacy

Bootstrappping trus
(SICS)

Accesgontrol
mechanism (NEC)

Microsegmentation
(VTT)

Security monitor fo
5Gmicrosegments
(VTT)

Pulsar: Proactive
security analysis an|
remediation (TS)

Trust builder (IF
INNOV)

Feature Hosting
requirements

provided

Log and Event]
Processing

Group authentication
by extending the LTE
AKA protocol

Basic Authorization in
Satellite systems
(TASE)

Basic distributed
authorization
Enforcement for RCD¢
(TS)

Pseudo reatime
monitoring

Threat detection

Basic OpenFlow
Compliance Checker

Enhanced privacy for
network attachment
protocols (OXFORD)

Integrity Attestation
of virtual network
components

Southbound
Reference Monitor

Dynamic
Arrangement of
Micro-Segments

Complex Event
Processing
Framework for
Security Monitoring
and Inferencing

5G specific

vulnerability schema

5G Asset Model

Graphical editor v1
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Trust metricenable Trust metric based | Yes NO 1 100% Yes 100% Yes Pending (architectur
(VTT) network domain ®) proposal)
security policy
management
VNF certification | VNF Trustworthiness | Yes NO 2 100% Yes 100% No Ongoing  (architectur
(TCS) Evaluation ®) proposal)
Privacy Enhanced|  Encryption of Long | Yes NO 6 0% No 20% lYes  [Pending
Identity Protection | Term Identifiers (IMSI . .
. Q) (packaging and unitar
public-key based
. ests)
encryption) r

4 Testing procedures for the testbed

This sectiorprovides the procedures$n support ofthe enablertestbedlifecycle. These procedures will be
enhanced and provided with complementary details the LINR 2 S O (i Q awikp B Nd|s avhy; DS
procedure will be able to evolve in time without compromising the concordancethétitortent described

in this chapter

Notice the tools referred in this document (TestLink, Artifactory, Ansible, etc) have already been introduced
in D4.1]4]. Please refer to this document for more detailed information about trad tiescription and their

use in the scope of the testbed

4.1 Enabler testbed lifecycle

Thetestbedlifecycle has been split in three main stages as showRigare2

Integration

Figure2: Enablertestbedlifecycle

T
T

9 Evaluationof the enabler against the security threatsateld to the security UCs

Delivery of the enabler to thdestbed

Integration of the enabler in thaéestbedallowing b the assertion oénableQ @&stbedacceptance

The first two stages (delivery and integration) constitute theployment processof the enablerin the
testbed which ends up with thenableracceptanceThe last stage (evaluatioaljows toevaluate and grade
to which extentthe security claims of thenablerare covered

The webbasedTestLinK6] systemis used to describe eaahitary test (or acceptance test) arelaluation
tests over thetestbed. Each project entity nedétl to access a specific test or Scenario description should
refer to TestLink.
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4.2 Enabler deployment strategy

This section proposes theorkflowsand procedures for the delivery amdtegrationof anenabler over the
testbedas opposed to thevaluationof the enabler which takes place later in the process and checks the
coherence of the enablavith respect tathe expressedequirements. The process of delivery antkgration

of an enablerequiresthe collaboraton and exchang®f information amongseveralactorsfor an optimal
result.

l'a adl GS i orlley to providievtie remuired degree of conformity for a telco grade platform, the
deployment of thetestbed instances will be handled by the Testbed Operator who will ensure that the
required engineering rules are applied to all the instances running cestizede

Therefore, the process of delivery and acceptation of an enabler consists of several presedosegoal
is to ensure the good transfer of information between the Enabler Owner and the TeSeator

4.2.1 Delivery process

Theenablerdelivery process is composed of three steps as depictédgure3. This process ied by the
Enabler Owner who is supported by the Testbed Operator.

Operator

Figure3: Delivery workflow

1 Thepackagebuild activity where the software, package and documentatiomade ready

i Thecatalogueupload activity where the enabler is being uploaded ontidstbed

i Thetestbedinstallationrequestpermitsto trigger the integration process by meansaafeployment
request tirough the helpdesk

As concernshe Package build, the Enabler Owner builds a package containing:

1 The dependencies
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1 The enabler object code
1 The configuration file(s)
1 The Ansibl¢7] configuration role (optional).

The Bstbed Operator provides templatesto simplify thistask (the packaging and the Ansib&] role
definition).

Second, for the Catalogue upload, the Enabler Owner uploads the package to 45N 3@REestbed
catalogue.The atalogue is based on Artifactory] provided by the Testbedperator. A dedicated
repository is used for 5&NSURE enablers. The Enabler Owner provides the dependencies if they are not
available as standard distribution packagéhkis procedure is detailed in sectidr8.

Third, for thetestbedinstallation request, the Enabler Owner requests the enabler deploynteatigh the
helpdesk. A ddicatedticket template is availabldor this specific requesfThis communicatiorchannelis
important for managinghese requestandtrack resource allocation.

Figured illustrates the helpdesk deployment request template

Describe the incident or request (Root > b-secure > 5G-Ensure)
Type* Request
Category* | Enabler deployment ID
Urgency Medium

Email followup  ves =
Inform me about the actions taken
Email: sergio_morant@yahoo.com

Hardware type General

Email followup  ves =«

Watchers e

+

Title* [SG-ENSURE] Enabler deployment request{myEnabler

Please complete the following fields in order to help proceeding the request:

— Enabler name:| myEnabler

- Number of instances: |2
=> Instance 1 flavor :| vSmall
=> Instance 2 flaver :| yMedium

Description*

- Network architecture: It is a client server architecture. The server is to be accessible by
the client on the same network segment

- Other useful information

File (2 MB max) @

Drag and drop your file here, or

No file selected.

Figure4: Helpdesk deployment request template
In order to trigger this templatghe Enabler Owner needs to create a nBwquestticket on the helpdesk
and choose thé&nabler Deploymentategory.

Then the template willpre-setthe required fields with the default information. The Enabler Owner should
complete the ticketbefore submitting it, with the following information:
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Title: add theenablername as defined in®2[2].
Description Provide as much information as possitdénelp preparing the deploymenhamely:

9 The number of instances to deploy and their flavours

9 If the enabler is composed of several packagpsgifyin which insance they should be deployed

9 The requested network architecture allowitige interconnecton of all requested instances, and
with any other required equipmenfrchitecturecan be delivered as an attached document in the
deployment request.

1 Any other inbrmation that could help the Testbed Operator improve the understanding of the
request

HereunderFigurebresumesghe requestcreated forthe Generic Collector Interfackeploymentas example

Ticket recall
[5G-ENSURE] Enabler deployment request GCI

Please complete the following fields in order to help proceeding the request:

- Enabler name: Generic Collector Interface

- Number of instances: 2 instances

One instance containing debian package monitoringClient

Another instance containing debian packages monitoringServer and monitoringService

== Instance 1 flavor : : vSmall
=> Instance 2 flavor : : vSmall

- Network architecture: attached doc

- Other useful information

Figure5: GCI helpdesk deployment request

4.2.2 Integration workflow

Figure 6 depicts the steps thateedto be performed to complete the integration on thestbed In this case,
the process is driven by the Testbed Operator with the support of the Enabler Owner.
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Enabler
Owner

Architecture Deployment ‘ Acceptance

anity check

Testbed
Operator

Figure 6: Integration workflow
The architecture proposalllows the specification dd target deployment architecture for thenablerand
its associated component The proposal will bigased on the following inputs:

9 TheenablerUser Manual present in D3[4].
9 The content of the deployment requegenerated by the Enabler Owner through the helpdesk

The Testbed Operator will providey answering the helpdesk request, a deployment architecture prapos
containing the information required by the Enabler Owner to validate the correctness of the deployment.

The following examplé-igure7 and Figure8) contains the proposdbr the hosting of the Generic Collector
Interface
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Please find attached a reviewed version of the architecture in agreement with
what was discussed on Friday.

The main change is that the enablers will communicate through the
management (OAM) interface as it should on an operational network.

All configuration regarding the user network is suppressed. Here is the
resume:

Services :

gci-client : 10.102.8.52:4444
gci-server: 10.102.8.53:8888
gci-service: 10.102.8.53:5555

Client instance

=> Hostname: vbsc-5gesrv002.b-secure.local
=> Management IP address: 10.102.8.52/24
=> Routing:

=== Default gw 10.102.8.1

Server instance

=> Hostname: vbsc-5gesrv003.b-secure.local
=> Management IP address: 10.102.8.53/24
=> Routing:

==>Default gw 10.102.8.1

Added document: Document Ticket 25 - 5G-Ensure_testbed_architecture-
GCl.png

Figure7: GCI Network configuration proposal
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10.102.8.52

10.102.8.53

Vbsc-5gesrv002 GCl-Server

. GC- GCl-
GQ-Client (Server) (Service

Figure8: GCI network architecture proposal

Upon validation by the Enabler Owner, which is to be done throughotigoing helpdesk requesthe
deployment can beriggered

At this stage the Testbed Operator will map all the collected information to the Oretiest and
configuration management toal$Once this step is done the deployment process will be held automatically.

At the end of the process the systems will be deployed with the identdieablercomponents and the
requestedconfiguration If for any reason there are issues to deploy the target architecture, the Enabler
Owner will support the Testbed Operator to identify a solutibhe main communication channel to support
this actionisthe helpdesk.

Once theenablerand its associated components adeployed, the acceptance procedure can take place.
The goal at this stage is just to run teeableQa dzy A G NB (S a (9p whRISha@beno S R
integrated as part of the test plan (see sectibr2.]). Running these tests in thestbed functions as
enableQsanity check. If theenabler passes thiests,it can be considered dstegrated in thetestbed The
testbedacceptarte of the enableris announcedby means of an official mail to tHenabler Owner and the
project Technical Manager.

4.3 Delivering an enabler on the catalogue

This procedure was describeddhigh levein D4.1[4]. This setionaims atdescrilingthe procedure in more
detailsnow that thetestbedand the catalogue tool arklly operational.

A catalogue tool (Artifactori8]) is provided within theestbed It centralize and managsthe delivery and
deployment of the enablers within thiestbed Enablerpackaging is an operational requirement for the
enablers to be deployed on thestbed

Hereunder the complete procedure to deliver an enabler on the cataligapecified:

1 Connecto the catalogue repositoryhttps://artifact.b-com.com
1 Login usinghe personaltestbedcredentials A web page lookingké the following shouléppear
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O ]Frog Artlfactory Q Welcome, Smorant5g2
) : 5 : 5 :
JFrog Artifactory is happily serving 17 artifacts JFrog News 1<
Become an Artifactory Pro.
Artifactory Version 4.13.0 Learn about Artifactory best practices and features at our
Tuesday webinar series - Register here
All
—
* *
&
* U @ 2 &, & 8
.’.’.‘ Q P JFrog CLI A docker
Not Available Avallable Not Available Available Available Available Available
* * * *
® A @ & X O
Not Available Available Not Available Not Available Not Available Available Available

Figure9: Catalogue home page

1 Go to the Artifacts menu. A screen looking likgurel0should appear

O JFrog Artifactory

Welcome, SmorantSg2 ( Log Out
Search type: Quick Package Archive Property Checksum Remote

Artifact Repository Browser & SetMeUp 4+ Deploy

ree Simple Q v| Compress Empty & fivegensure-debian-local © Actions

} @ fivegensure-debian-local General Effective Permissi... Properties Watchers

» & xenial-security

& xenial-security-cache Info
» & xenial-ubuntu y
- Name fivegensure-debian-local ‘-@' @
& xenial-ubuntu-cache
Package Type: Debian debian
» & xenial-updates § th- @)
Repository Path: fivegensure-debian-local/ (3
& xenial-updates-cache
Repository Layout: simple-default
Description:
Artifact Count: Show
Created: 21-09-16 16:12:26 +02:00

Figurel0: Catalogue repositoryage

1 The following repositories are available at the time of the writifithis deliverablgseeFigurell):
o Fivegensuralebianlocal: Repository dedicated for theGENSURIproject enablers for
Debian / Ubuntu distributions
0 Xeniakxxxxx Repositories used to cache Ubuntu Xeniatidistion packages. This allows to
install the system packages on ttestbedfrom a local repository
1 Choose the target path on the Idiand side of the webpagéakinginto account the considerations
regardingthe operating system (Ubuntu Xeniallpe architecture (amd64) anthe nature of the

enables regarding their Intellectuaproperty (restricted). This would provide the following target
LJ- Ufiegeisuredebianlocal/dists/xenial/restricted/binarsamd64/
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Search type: Quick Package Archive

Artifact Repository Browser

Tree Simple Q | Compress Empty £ binary-amde4
¥ @ fivegensure-debian-local General
s EECE
¥ & main Info
) -
- binary-amdé64
= r Repository Path
] Packages
Deployed by:
(] Packages.bz2
Artifact Count:
b [ Packages.gz
Created

» & binary-i386
] Release
] Release.gpg

xenial-security

E )

xenial-security-cache
xenial-ubuntu

xenial-ubuntu-cache

@ D @

xenial-updates

Checksum

Effective Permissi...

binary-amdé4

I’iVE‘gEI'lSLlfE‘-debiar\-Iccah‘diS‘.SlxeniaIIreStrictedlhinary-amdbdf @

27-09-16 15:54:26 +02:00 (6d 20h 20m 23s ago)
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Welcome, Smorant5g2 ( Log

& SetMeUp 1} Deploy

© Actions

Figurell: Catalogue 5&ENSURE Debian / Ubuntapository

f Inorder to upload a new package on the catalogue, click 0% °?'® putton. The following menu

will appear(seeFigurel?):

Deploy

Target Repository

fivegensure-debian-local -

Package Type: © Debian

Repository Layout:
[orgPath]/[module]/[module]-[baserRev]. [ext]

Type: Single | Multi

T

Drop file here or Select file

Target Path |

IdistsfxeniaIfrestrictedfbinary—amd64 I

Figurel2: Catalogue deploy men(l/2)
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1 Select the file containing the enabler and check that the target paghtias expected. Then click on
0KS a5 S LJ(®&guralizi G2y

Deploy
Target Path
dists/xenial/restricted/binary-amd64/redis-test_2.2.4-1_

v| Deploy as Debian Package

Debian Artifact

Distribution *

Xenial

Component *

restricted

m

Architecture *

amd64

1

Deploy

Figurel3: Catalogue deploy menu (2/2)

Alternatively,it is also possible to perform the actiasing the Artifactory Rest ARh order to get the

right format, use the & **™% ptton on the Artifacts menu. This will provide tlerl command
template. The autput shouldlook likeas inFigurel4.
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Too Insert Credentials

@ Debian -

Repository

fivegensure-debian-local v

Deploy
To deploy a Debian package into Artifactory you can either use the deploy option in the Artifact’s module or upload with
cURL using matrix parameters. The required parameters are package name, distribution, component, and architecture in
the following way:

@)

curl -u<USERNAME>:<PASSWORD> —XPUT "https://artifact.b-com.com/fivegensure-debian-local/pool

/<DEBIAN PACFAGE NAME>;deb.distribution=<DISTRIBUTION>;deb.component=<COMPCONENT>;deb.architecture=

<ARCHITECTURE>" —-T <PATH TO FILE>

Figurel4: Catalogue Curl template for package upload

At this point, it should be possible to install / update #eablerfrom anytestbedhost system by usinihe
repository management tool, or deploy a new Docker container.

For the instances deployed on thestbed the configuration management tool will configure their repository
to point to the catalogue.

4.4 Running an enabler security evaluation

Note: 0 enter in asecurity evaluationstage an enabler should havinalizedits integration stage as
describedn the chapter4.1

The evaluatiostagewill be performed foraspecifigpairof two elements defined a@nablerfeature,threat),
as it was stated i(D3.1[5], D3.2[2] and D2.33]).

TheEnhablerOwnerhasto describehow its enablermay mitigate the identified threafThis description will
be based orthe enabler technical specification, threat and uses casdthei S & (i 6 S R Qéodeka@d: A f | 0 |
resourceqsee D4.14] testbed architecturedescription)

In particular, it is not feasible to generatiaffic spikes against a simulated netwark againstthe enabler
itself over thetestbed.

Hereafteris shown theBvaluationScenario validation:

1 WPZJTask 2.3)s responsiblefor validating ifthe proposed Scenarjaleliveed by E.Qis sufficient
to demonstrate thatthe enableraddresses and mitigatake identified threat. It is not the WP2
responsibility to look neither at the enabler implementation details, nor penetration test, nor
configuation / software security evaluation of the proposed enabler feature.
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Note: the structure of the document related to theéest evaluation Scenariois proposed for
information, as a draft, in AnneR This structure will evolve baden the information collected
during the RZEvaluationstageand will be finaked in the D4.8eliverable

1 WP4Task 4.2)is responsiblefor validaing if the proposedScenario(after WP2 validation)s
technically compatible witlthe testbed architecture (see D4.[4]).

In casethe proposedScenarias not technicallyfeasiblein the testoed, WP4 will askhe E.O. to
specifya newevaluationScenarigpotherwiseWP4 maydecidethat the current testbed is not able to
support the proposecevaluationScenaricand then may recommend thee.O.to proceed witha
theoretical evidence of coverage

Thismeans that the evaluation metric associated to thir (enablerfeature, threat) will beset at
dtheoretical or papefbased evidenceé level (see chapted.5). In this specific case dheoretical
validation, pultished scientific paparwill be accepted as evidenad coverage asthe scientific
communitysupport theresults if and only if the pagy is acceptedor publication

Evaluation Scenario process

Step 1 To deliver evidence and facbf a threat coveragethe E.O. delivers descriptionof the Scenario
allowingto demonstrae the coveragef the identified threat

Step 2 ThisScenarigroposal will behen reviewed by WP2

Step 3 WP2 notifieso WP4 on the potential demonstration &cenarigproposed by the E.O. to cover the
threat for the specific enabldeature.

Step 4 WP4 validates the technical feasibility of the proposed tastsScenaridin case of issue, we go back
to step 1 or finake the evaluatioprocedurebased on thecgtical evidences)

Step 5 WP4 rustests based oithe description inTestLink (undethe E.O. responsibility) and perfogthe
evaluation of test resul

Step 6 E.O., WP2 and WP4 validate the achieved resubisoagect result.

Note: the evaluationperformed on thetestbedfor a specificpair (enablerfeature, threat) will be based on
the proposedScenariqunderE.O.responsibility, but nothing prevent extra Scenarig from beingdefined
andrun after evaluation phasef one enableffeature, regarding the acquirethformationinside the whole
project.

45 001 EAAOGEO AOAI OAOET1T |1 AOOEA AAEET EOEIT O
We provide hereaftewith a set of elementary metrid® evaluate the coverage of the different threats

0:  no evidence of coverage of the threat is delivered

1. theoreticalevidence(scientific articlepf coverage of the threat is delivered

2:  implementation delivered (integration phasm the testbed achieved and evaluation test
described inside TestLink have been validated by WiBdut performing it see 4.4 Running an
enabler security evaluation)

3. Evaluation Tests performed on the testbed, based on simulated environmengvachand
positive.
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4:  Evaluation Tests performed on the testbed have been done over the real testbed flows as
described in the evaluatiofcenario validated by WP2 and corresponding test description
(TestLink).

5:  Scientifigpaper (formal pro) andverification thatthe tested codeand Scenariconformto
the scientifigpaper. This could only happen once level 4 is achieved for the specific (enabler
feature, threat).

Some evaluation examples:

1

1

1

The following pair (enablefieature, threat) where only unitary tests are performed (integration
phase) but there is not any theoreticador technical, noscientific evidence on how it covethe
claimed threats will be scored with the valten € &

The following paifenablerfeature, threat) where only theoietical, technicalor scientificpaper
basedevidence on how it covers the claimed threatsl be scored with the valué m € ®

The following paifenablerfeature, threat) wheretheoretical or scientific evidenas delivered and
unitary test(s)are performed (integration phaseyill be scored withthéd | £ dzS daH ¢ @

Those metricare deliveredfor eachpair (enablerfeature, threat).

These metrics are an elementary sekéisthat allow us to calculate three additional metrics to be delivered
as resllts in the project:

1) an average peidentifiedthreatandperenabler (set of featurs),
2) which isthe most efficientenablerfeature for agiventhreat, and
3) the most efficienty covered lhreat by agivenenablerfeature

To illustratethe use of thesenetrics, we proposanexampleof oneenablerfeature (A.b.c), whickclainsto
cover the 4 following threats: T_UC3.x_z, T UC3.2 5, T _UC9.2 BCTI0.2 1.They performed the
evaluationof the 4 different threatswith the followingscoring results

T
T
T
T

T _UC3X zA 3(simulation based evidenge

T _UC3.2_B 0(noevidence)

T _UC9.2_2 4(reattest bed based evidence)
T _UC10.2_ A 1(theoreticalbasedevidence)

Those scoring resultaean that:

T

The averageesultfor this enablefeature! ®6 @O A a , whditgizkstarap@xintateddea on
its threats coverage

The enablerfeature A.b.ccovers betterthe threat T_UC9.2_#han otherfeatures claiming to cover
it.

Based orthe evaluation performed, several metriese collected whiclthat allows an evaluation pethreat
at global project level.

For instance, threat T_UC9.2 2 is claimed to be covered by 2 different efedleres, with an average

YSGNROa 0 LINR2SOG fS@St 2F WoopQ 61 OSNY IS 06S0sS

The canclusion is thaenablerfeature (A.b.c)s the one which best covers the given threat

Example ometricsreporting
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ID ) efficiency of covera - Most efficiently coverec
Threats claimed (Id) y 9 Enabler efficiency leve Y
Feature per threat threat
T_UC3.x_z 3
T UC3.2 5 0
A.b.c 2 T_UC9.2_2 (4)
T UC9.2 2 4
T UC10.2_ 1 1
T UC3.2. 5 3
D.e.f T UC9.2 2 3 2,33 T UC9.2 2T UC3.2 5(@3
T UC7.2.1 1
G.h.i T UC3.2 5 3 3 T UC3.2 5(3)
. #enablers claiming t Threat coverage level ii  More efficient Threat
Threats claimed (Id) .
cover the threat the project coverage level (enablel
T UC3.x_z 1 3 3(Ab.c)
T_UC3.2_5 3 2 3(Ab.c,D.e.f)
T UC7.2.1 1 1 1(D.e.f)
T_UC9.2 2 2 3,5 4 (Ab.c)
T UC10.2_1 1 1 1 (A.b.c)

Basal onthis colletion of KPI, D4.3 will be able to delivegeneral conclusion of the project SEENSURE.

5 Testplan

Thischapter covesthe way the tesplanhasbeenstructured andhow this structureis matched against the
TestLinK6] webtool, which isprovided by thetestbedto build the testplan, drive the testsand collect the

results. Thechapteralso provide a preliminary definition otestcases the full version will be available in
D4.3).

Thecomplete user manualf TestLinks available af10] and a screencast is availablght] also.

5.1 Roles
In D4.1]4] the following roles related to the test plan are defined:

Test plan Editor

It is a(testbed user that contributes to the editin of the test plan for the proje€ @nabler security
validation.

Test plan Executor

It is a(testbed user that participates to the execution of the test plan and the collection of the results.
In this sectionthese definitions will be extended in two directions:

1 Provide the relationship between these roles and #esisting on TestLink
T LRSYGATe (GKS LI NIYSNNRa NRtS SyR2NESYSy

671562 SGENSURE 26



D4.2 Test plan (draft)

5.1.1 Role matching

TestLink is badledwith 6 different default permission levels built ias described ifiLl0]. These permission
levels arghe following

wGuest:A guest only has permission to viesgtcases, reports and metrics. He cannot modify anything.
Y est ExecutorA tester has permissions to see and run tests allocated to them.
Y est DesignerA user can fully work (view and modify) with Test Specificatiml Requirements.

uYest Analys(or senior tester) A tester can view, create, edit, and deletstcases as well as execute them.
Testers lack the permissions to managstplans, manage st projects, create milestones, or assign rights.
(Initially Snior tester).

wYest LeaderA leackr has all of the same permissions ateater but also gains the ability to manatgst
plans, assign rights, create milestones, and manage keywords.

wAdministrator: An admiistrator has all possible permissions (leagkrs the ability to manageestprojects
and users)

The rolesaboveare resumedn the Figurel5

TestLink

Browse Test Results & Metrics

Describe Test Results

Write Test Specification

Test Executor

Assign Test Cases to
Requirements

[mport Requirements

Add Test Suite to Test Plan

Create Builds

Defina Ownership
Detine Priority

Write Product
Requirements

Test Analyst

2

ITest Leader

Define Test Plan

— Manage users

Backup DB

Administrator

Figurel5: TestLink roles (sourdd0])
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In order to preserve the coherence between the deliverables anthimsakeof simplicity, the number of
used roles will be preserved. Here is the proposed matching:

f Testbed Test plan Edita TestLink TesAnalyst (Senior tester)
1 Testbed Test plan Execut@ TestLink TesExecutor

There is a third rolenot directly related tothe testing strategy, which ifhé administratorrole. It will be
played by the Testbed Operator as for any other service provided withitegtieed

5.1.2 Role endorsement

As described in the next sectigihe test plan will be divided in two threadsnable feature sanity check
andenablersecurity evaluation Depending on the threat, endorsement will differ.

Enable €ature sanity check

The main goal is to validate the integration of the feature@stbed

f Testbed Test plan Editd2 Enabler Owner
| Testbal Test plan Executd€ Testbed Operator

The test ardbased orthe unitarytest cases defned on [3.4[9]

Enablersecurity evaluation

f Testbed Test plan Editd2 Enabler Owner
f Testbed Test plan Execut@ Partners involved in 5GNSURestbedtest plan activities

In this case, the goas that the enabler owner, in collaboration with WP2 membe¢see4.4 Running an
enabler security evaluationgstabliskesthe testcases that would allowfor evaluaton ofits enabler against
the security threats covered by thenablerThe estbedoperator wil afterwards check the feasibility of the
test casewithin the testbed and will support theenablerowner to describe then within the scope of the
testbed

5.2 Structure

This section will cover the teglanstructure andits mapping against the tegilanweb tool. As described
previously on the document, the goaf the testplanA & G2 LINRP@PARS GKS YSIya
security claims against the identified secutige cases, and their associated security threats. Howgivés
important also to beck that the enablerbave been properly integrated on thestbed prior to start the
security evaluationAll the project partnershave agreedn structuring the test planto cover both the
integration and the evaluation testssing TestLin[6].

In a first stage, there will be the unitary tests of DRHdriven assanity checks. They will be run at the end
of the testbedintegration phase Then, security evaluationelated tests willtake placeduring theenabler
security evaluation

In order tousea single tool tacollect all test resuff, the unitary tests described in D39 will be added to
TestLinkThis step will enhance their description in ordeicorrespond with the deployment of the enabler
within the testbed

The structure used by TestLiitkdescribed in the detail in the user man{#D]. Here the focus is orthe
most importantconcepts that have been applied toeate the tesplan. Figurel6 provides therelationship
between the objects composirg testplan based onrequirementsspecificationas described ifi10]. This
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approach is particularly adapted to the H#NSURE project, as there has been a considerable effort to
describe the enablers feature requirements in the deliverables from WP3, and the UCs and the Threat
requirements inthe deliverabkesfrom WP2.

lincludes

1
|_ Product |
il e a: includ
Test Specification " i

- T
L Requirements Specification

Requirement

I

COVELS
Test Case |

TestLink - Reguirements feature
Author: Martin Havlat
Wersion 1.0

Figurel6: Requirement based test plafsource[10])

In Figurel6, the following elements are depicted:

1 Requirement It describes a requirement which can be related to a feature, a use case, a constraint
etc. In thecurrent testplan, the enablerfeatureswill be describeds feature requirements, and the
Security UCasuse case regtements.

1 Requirement specificationlt is a group of related requirements. In ticarrenttest planthey are
either related to an enabler orase caseluster.

9 Test caseltis the testing unit. For each test that nestd be executedon thetestbed, there should
be atestcaseproviding scope, preconditions, steps to perform the test, and expected results

9 Test specification (or test suite)t defines a group of relatetiest cases. In the scope of the 5G
ENSURE testbogkis eitherrelated toanenablerfeatureor to ause case

5.2.1 Enabler f@ature sanity checks
Figurel7 depicts the arget structure for the testboolwith regard the enabler features (sanity checks)
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Figurel7: Testbook structure based on enabler features

The goal is to map the structure that has been defined by WP3 for the enablers and digiegeon the test
planstructure. This structure should allow to have a prodeeturesbased validation approach. This should
be compliant with the feature sanity check to be run at the end of the enabler integration cestmed

In the rest of this section it is described the way to actually map the illustrafieigurel7 with the objecs
insideTestLinK6].

Reauirement Specification
Figurel8LINE A RS& +y SEFYLX S 2F NFrivaek BraBavicgd/Identity RiStécfioh A O |
enableg

Figure18: Requirement Specification faiPrivacy Enhanced Identity Protectiérenabler
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